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Dear Industry Colleagues,

First and foremost, on behalf of the organizers, 
Elsevier, I would like to extend a warm welcome and 
thank you for coming to the Biometrics 2013 international 
conference and exhibition looking at the practical 
applications of biometrics.

Biometrics 2013 could not have been scheduled for a more exciting 
moment! The announcement on 10 September 2013 and subsequent 
release by Apple of the new iPhone 5s has changed the biometrics 
world in a measurable way.  Yes, of course, this was not the first cell 
phone with a built-in fingerprint scanner.  Yes, of course, hackers almost 
immediately announced “defeat” of this security measure.  What is new and 
important is that Apple sold 9 million of these phones almost immediately, 
putting the capability of fingerprint recognition literally into the fingers of 
9 million people. Never has so much biometric potential been distributed so 
rapidly to so many. Combined with the Indian government’s Aadhaar programme, 
which is registering 1 million persons per day and the growing use of biometrics 
for air travellers, we can safely conclude that biometrics, at long last, has gone 
mainstream.

But how will we use this exploding technology to actually enhance our lives?  And 
just as importantly, how will we guard against the potential for misuse?  This year’s 
conference will focus on just these issues.  The real excitement is just beginning!

Our show is supported by many partners, from industry, the media, government, 
academia and associations and we would like to take this opportunity to thank them, as 
well as our main sponsors. Our Premier Sponsor is NEC and our other valued sponsors 
are: Cognitec, Credence ID, CrossMatch Technologies, and Hitatchi Ltd.

Please take time during your attendance at the show to visit our exhibition floor, which 
will showcase the many new technologies and applications that our industry has to 
offer.

Meanwhile, our conference programme is full with exciting presentations from 
industry expert commentators and end users with a multitude of experience. There 
will be much to learn and share – I trust that you will find it a stimulating and incisive 
environment and I look forward to meeting you.

Yours sincerely

 

Fiona Watson 
Event Director, Biometrics 2013
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iPhone fingerprint sensor  
confirmed by Apple
Apple has confirmed that its next high-end iPhone – 
the iPhone 5s – will house a fingerprint sensor within 
the home button. It’s second phone offering the 
iPhone 5c – a colourful lower cost alternative – does 
not have a fingerprint sensor.

The technology – which Apple calls TouchID – begins 
with a laser-cut sapphire crystal on the surface of 
the home button. According to Apple, this directs 
the image of a person’s finger to a capacitive touch 
sensor, which as AuthenTec always pointed out 
before it was bought by Apple, reads beneath the 
outer layers of your skin to get a detailed print.

Surrounding the button is a stainless steel ring that 
detects the finger, wakes the sensor, and improves 
the signal-to-noise ratio.

Touch ID is reportedly capable of 360-degree 
readability, meaning that no matter what its orientation 
— portrait, landscape, or anything in between — the 
iPhone will be capable of reading a  fingerprint.

The Touch ID software interface will let a phone 
owner enrol multiple fingerprints – including the 
people they trust, such as family members.

The phone will be able to approve purchases from 
iTunes Store, the App Store, and the iBooks Store, 
although it is unclear at this stage if any third party 
apps will be able to use the technology.

In a bid to appease privacy concerns the encrypted 
fingerprint data will never leave the confines of the 
phone.

Google Glass and Biometrics –  
friend or foe?
We’ve got biometrics in the iPhone, so will we now 
begin to see biometrics appearing in other advanced 
technology, such as Google’s exciting Google Glass 
prototype? Talking to one UK developer it seems the 
answer is “yes” – although not in an application that 
might immediately spring to mind.

Google Glass is a wearable computer with an optical 
head-mounted display and on-board camera, which 
operates in a similar manner to a Smartphone or a 
tablet, in a hands-free format. A natural bedfellow 
for biometrics it would seem – particularly facial 
recognition.

Skotkonung in the UK says it has received one of the 
first Google Glass headsets available for developers, 
and is exploring how the Google Glass could 

complement existing mobile systems to achieve 
greater impact in aid delivery.

The company says it is particularly 
focused on the needs of those 

operating in international 

development and humanitarian aid, and has started 
the process of exploring possibilities of extending 
current solutions onto Google Glass.

A demonstration application using sophisticated 
facial recognition has already been implemented. The 
system is built on the Neurotechnology Embedded 
Verilook SDK and compares image biometrics of the 
individual to the information stored within a database 
on the Google Glass. It is then able to immediately 
flag the scanned person as “friend”, “foe” or 
“unknown”.

According to the company, use of biometric 
software running on the Google Glass opens up new 
possibilities for hands-free unobtrusive applications. 
Possibilities vary from verification of payment 
receipts, to threat detection, and simple tracking of 
beneficiary access to services and goods.

As a form of illustration, Google Glass could be used 
to identify individuals wishing to receive food aid, 
or for security companies providing protection to 
aid workers. Glass can recognise local counterparts 
and allow them access to compounds for meetings 
or get to supplies to distribute. Critically, the device 
can provide a first level check at checkpoints and 
potentially overcome the need for local staff to carry 
ID cards, which in some countries potentially poses 
additional risk to them.

Skotkonung believes the Google Glass has a real 
potential in relief operations where it can provide 
location data for helicopter evacuations or aid drops, 
or provide first aid advice in remote areas to guide 
first responders until help arrives. The Skotkonung 
team is actively working with the Google Glass to 
explore its full potential to deliver a range of solutions 
for international aid and development.

One fly in the ointment is that Google has recently 
said that it would not approve any applications using 
facial recognition. However, given the general move 
towards biometric acceptance, this policy will surely 
come under pressure in the not-so-distant future.

Updated PIV card standard adds iris, 
on-card matching and extends to 
mobile devices
The National Institute of Standards and Technology 
(NIST) in the USA has issued an updated version 
of its standard specification Personal Identification 
Verification (PIV) Card that federal employees and 
contractors use to enter government facilities or log 
on to federal computer systems.

The revised Federal Information Processing Standard 
(FIPS) 201-2 Personal Identity Verification (PIV) includes 
provision for iris recognition, on-card matching and 
includes enhanced support for mobile devices.

“Offering a strong credential provides better identity 
assurance as to who you are,” explains Hildegard 
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Ferraiolo, a NIST computer scientist who co-authored 
the document. “The standard can be updated 
every five years, if needed, and agencies wanted to 
incorporate their years of experience in a fresher 
revision.”

The original FIPS 201 document from 2005 required 
all PIV cards to contain an integrated circuit chip 
for storing electronic credentials and protected 
biometric data — fingerprint specifics and, optionally, 
a photograph.

The FIPS 201-2 revision includes adaptions to  
changes in the environment since the original  
FIPS 201. It does not require existing cards to be 
replaced. Close to 5 million cards have been issued 
to date.

New FIPS 201-2 capabilities include:

● derived PIV credential option for use in mobile 
devices such as mobile phones and tablets for 
improved security;

● optional on-card fingerprint comparison capability 
that offers additional privacy because the 
reference data never leaves the card;

● use of a person’s iris pattern as an optional 
biometric; alone or in conjunction with 
fingerprints, for stronger authentication;

● secure messaging through a protected  
channel between cards and readers as an  
option; and

● remote updating of a card’s credentials to save 
the time and cost of the cardholder traveling to an 
issuer site.

The specification of the optional iris biometric is 
based on the ISO/IEC 19794-6 iris biometric standard 
published in 2011. These specifications can serve 
other iris-based authentication uses cases beyond the 
PIV program. The on-card fingerprint comparison 
may be used as an alternate to the Personal 
Identification Number in use currently.

US Navy deploys mobile  
biometric solution
The US Navy has deployed a mobile biometric 
solution supplied by Aware as part of the Navy’s 
Identity Dominance program. The solution  
includes a hardware-agnostic software application 
to operate on third-party ruggedized biometric 
capture devices.

The application uses software APIs that are part of 
Aware’s COTS SDK product offerings, and provides a 
user interface designed specifically for use by military 
personnel in challenging environments. Aware also 
supplies the Navy with its Biometric Services Platform 
(BioSP), which is used to centrally manage and update 
the software on the devices.

Accenture wins international data- 
sharing expansion project
The U.S. Department of Homeland Security (DHS) 
has awarded Accenture Federal Services a nine-
month, $30 million contract to expand international 
data-sharing capabilities and secure web services for 
the Office of Biometric Identity Management (OBIM), 
formerly the US-VISIT program.

The Office of Biometric Identity Management 
manages biometric and biographic identity 
management systems that help federal, state and local 
officials determine if travelers can legally enter or 
remain in the United States. Work under the contract 
will decrease the time, cost and personnel required 
to support data sharing between the United States, 
United Kingdom, New Zealand, Canada and Australia.

OBIM provides biometric information to the U.S. 
Department of State, U.S. Customs and Border 
Protection, U.S. Immigration and Customs 
Enforcement, U.S. Citizen and Immigration Services, 
the U.S. Coast Guard and the Transportation Security 
Administration. Upgrades under the contract also 
will enable biometric information to be shared in real 
time with the U.S. Department of Justice and U.S. 
Department of Defense.

Accenture also will expand the use of secure web 
services for all stakeholders, making it easier and 
more cost effective to access existing OBIM data. 
The development of reusable “services” has allowed 
OBIM to dramatically decrease the time and cost for 
new users to access the system – from nine months to 
three weeks. 

The program is designed to help protect America’s 
borders by identifying terrorists, wanted criminals, 
sex offenders, immigration violators and international 
criminals at airports and ports of entry around the 
world.

Benefits of OBIM’s system include:

● Stops an estimated 50 wanted criminals from 
entering the country every day.

● Works at more than 1,250 sites including ports 
of entry, U.S. Department of State locations and 
other enforcement agencies.

● Biometric and biographic information is shared 
with the United Kingdom, Canada, New Zealand, 
and Australia.

Norway implements  
biometric eGates
The Norwegian National Police Directorate is 
implementing a biometric eGate system at Oslo’s 
Gardermoen Airport. Supplied by prime contractor, 
Gemalto, and Vision-Box, the system is based on 
automatic passport verification and facial recognition 
technology. It promises to offer Norwegian citizens 
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travelling from non-Schengen countries a faster 
journey through Norway’s busiest airport.

The solution provided is Gemalto’s Coesys eBorder 
solution and Vision-Box’s vb i-match. Together, the 
system features a highly secure, two-stage verification. 
At the first step, the passport is authenticated and, 
if approved, the traveller is allowed to move on 
to a second gate for automatic facial recognition. 
The traveller can continue his or her journey when 
the system confirms that the picture matches the 
electronic portrait securely stored on the ePassport.

To ensure absolute protection of sensitive information, 
no personal data is held within the eGate system itself. 
Furthermore, the system is monitored continuously by 
a border control guard who can intervene manually at 
any point.

Oslo Gardermoen Airport now handles more than 
20 million travellers a year. “This self-service border 
control project is a major step towards the EU ’Smart 
Borders’ initiative, which aims at enabling smooth 
and swift border crossing to simplify life for citizens 
frequently travelling to the EU,” says Tommi Nordberg, 
senior vice president for Government Programs 
at Gemalto. “Every year more than 700 million EU 
citizens cross the EU’s external borders, and by 2030 
this number will nearly double.”

The units deployed are similar to other eGates already 
in production in Finland, the UK and Portugal, among 
other countries.

New Guinea Medical Clinic manages 
records and services with biometrics
The New Tribes Mission Medical Clinic in Papua 
New Guinea has rolled out a customized patient 
identification solution based on biometrics.

The system, which is based on Fulcrum’s FbF 
Demographica biometric identification application, 
and customized with the FbF modular development 
framework, uses an M-Series multispectral fingerprint 
reader from Lumidigm.

Using Lumidigm’s biometric sensors mean that the 
clinic is better able to accurately identify people who 
come into the clinic for healthcare services, even if 
their fingerprints are worn or damaged — a common 
characteristic of the demographic.

The New Tribes Mission (NTM) Medical Clinic serves 
a vital role in providing medical care and pharmacy 
services for several thousand local citizens as well as 
roughly a thousand missionaries and other expatriates 
living in Papua New Guinea. Since its inception, 
the clinic has reportedly been struggling to keep 
accurate medical records due to difficulty in accurately 
identifying their repeat patients.

In a culture with hundreds of different indigenous 
languages and where people often have no form of ID 
and many are not able to read, write or sign their

names, biometrics provides a fast and reliable form of 
identification.

The application is browser-based and operates on a 
standard desktop PC running a Windows OS. 

“The fingerprint scanner has been a tremendous help 
in identifying patients,” said Dr. Kevin Ludwig, Chief 
Medical Officer for the New Tribes Mission Medical 
Clinic. “Biometrics provides the best means of certain 
identification.”

‘World first’ for Fujitsu
Fujitsu Laboratories has developed what it describes as 
the world’s first homomorphic encryption technology 
that enables statistical calculations and biometric 
authentication to be performed on encrypted data — 
without having to decrypt it — at high speeds.

The company says: “As cloud-based data has grown 
increasingly prevalent, data protection has become 
a critical issue, and homomorphic encryption, which 
allows mathematical processes to be performed on  
data in its encrypted state, has gained attention.  
Existing homomorphic encryption methods, however, 
use bit-by-bit encryption, which slows down processing 
times, making practical application of it problematic.”

Fujitsu Laboratories says it has developed a special 
way of ordering bit strings of data and then batch-
encrypting the data, so that inner product (the sum 
of the product of each bit) calculations of bit strings 
required for statistical calculations or other processing 
can be performed at a batch level, with the data in its 
encrypted state.

According to the firm, this technology makes it 
possible to use cloud-based data in more ways while 
safeguarding privacy. For example, when applied to 
biometric authentication, such as a fingerprint or vein 
data, this technology makes it possible to securely match 
encrypted data without having to decrypt it. Using 
confidential information such as medical or biological 
data for data analysis has, up until now, been problematic 
from a privacy standpoint. The company says it will be 
facilitating the combining of information used by multiple 
companies spread across a single cloud service together 
with this newly developed encryption technology.

Fujitsu Laboratories is moving forward with practical 
testing of this technology with a goal of commercial 
applications in 2015. The company says it hopes that 
it will be widely adopted as a key technology for 
maintaining safety and security in an increasingly 
information-driven society, and that it will help build a 
society with the benefits of both information sharing 
and privacy.

Malta set for mobile biometric  
visa system
Indra has developed a mobile system for capturing 
biometric information for issuing visas in Maltese 
embassies and consulates. In total, the company says 
it will deliver close to 500 of the mobile stations to the 
Foreign Ministry.
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The system has been designed to quickly and easily 
capture the necessary biometric information for 
issuing the travel document. In addition, it facilitates 
consolidation of the data with the visual information 
system of the European Union, the VISA Information 
System (VIS).

Indra says this solution is mounted in a briefcase that 
contains all the necessary elements for capturing the 
data. It includes a robust laptop computer, a fingerprint 
scanning device, a digital camera and a tablet for 
recording the traveller’s signature.

Weighing 9kg, the briefcase complies with IATA 
requirements for carry-on luggage on commercial 
flights. Its standard dimensions make it possible for the 
embassy official to travel with it onboard. This means 
that the authorities will even be able to issue the permit to 
citizens who have been unable to visit the embassy.

The digitisation of the biometric information 
performed by the Indra system avoids the risk of 
identity theft and facilitates the visa holder’s passage 
through security controls upon arrival in Malta. This 
aspect is especially important for a country that 
depends on tourism as a major source of revenue.

SASSA MasterCard hits 10 million 
milestone
MasterCard and the South African Social Security 
Agency (SASSA) have announced that there are  
10 million active SASSA Debit MasterCard cards in 
South Africa, following the introduction of the new 
biometric grant payment disbursement system that 
commenced in March 2012.

This milestone marks the conclusion of the re-
registration phase of the project, with social grant 
beneficiaries having received their new Debit 
MasterCard cards with biometric functionality, issued 
by Grindrod Bank in association with SASSA and Net1 
UEPS Technologies (Net1).

Since March 2012, just under 22 million social 
grant beneficiaries have re-registered onto the new 
system introduced by SASSA to minimise fraudulent 
grant applications and collections and reduce grant 
administration costs by distributing all grant payments 
electronically.

A crucial feature of the SASSA card’s biometric 
functionality is that it positively identifies social grant 
recipients using unique identifiers such as fingerprints, 
voice and other personal information, which means that 
the SASSA cards cannot be used by any person other 
than the approved beneficiary to collect his/her grant.

“A key driver of the new system was to put stringent 
measures in place for SASSA to ensure that only 
qualifying grant recipients – those really in need – are 
authorised to receive one of seven grants that SASSA 
offers. Between April 2012 and June 2013, over 150,000 
grants were cancelled, which has led to a saving of 
R150 million (about US$15.1 million) per annum,” says 
Virginia Petersen CEO, SASSA.

By simply moving all grant payments from largely 
cash payments, which were costly, cumbersome and 
riddled with inefficiencies, to electronic payments, the 
new system has already saved SASSA a considerable 
amount in grant administration costs. Before March 
2012, it cost SASSA on average R33 (US$3.33) per 
grant to pay beneficiaries. Under the new system, 
disbursement costs have been capped at R16.44 
(US$1.66) per payment.

German eGate contract largest  
in Europe
Germany has announced the winners of a major  
€30 million tender that will see biometric-based 
eGates rolled out across the country on a scale  
yet to be seen in Europe.

Some 90 eGates will be implemented across Germany’s 
major airports, including Frankfurt, Munich, Dusseldorf 
and Hamburg. The contract is valid for 10 years and 
includes an option for 180 more eGates.

The Bundespolizei (Federal Police) awarded the 
EasyPASS eGate contract to Bundesdruckerei and 
secunet Security Networks. Adding to the “Made in 
Germany” feel, Cognitec Systems will provide the 
face capturing and matching solution, while Magnetic 
Autocontrol Group is the provider of the physical gate.

Bundesdruckerei will provide document readers 
(VISOTEC Expert 600 readers) and the document 
database. These will be integrated into the secunet 
easygate solution, which takes advantage of secunet’s 
biomiddle middleware and software backbone.

When rolled out the ambitious solution will be usable 
by holders of 1st and 2nd generation EU/EER/CH 
ePassports, as well as German eID card holders.

The EasyPASS eGates that will be deployed are  
two door (entry and exit) mantrap solutions. This 
approach was mainly chosen for security reasons –  
as such a solution would be able to prevent travelers 
“escaping” if there is a positive hit against a watch 
list, for example. The face capturing unit (camera and 
illumination) is integrated in the exit door ensuring a 
smooth passage of the traveler through the eGates.

The new eGates are expected to process travellers in 
less than 18 seconds, including a validity check of the 
holder’s identity document.

A consequence of this new project roll out is that 
the existing iris recognition-based registered 
traveler system in Frankfurt – ABG (Automatisierte 
Biometriegestützte Grenzkontrolle) – will in future be 
replaced with the new eGates.

NIST iris tests show impressive 
performance
NIST has released results from its Iris Exchange 
(IREX) IV evaluation, clearly affirming the potential 
for iris recognition to accomplish large-scale identity 
management tasks.
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IREX IV evaluated the performance of 66 identification 
algorithm prototypes submitted by 12 research 
institutions. NIST said that the greater number of 
participants in this evaluation compared to the 
previous IREX III evaluation reflects the growing 
market for iris-based technology.

Performance was evaluated over a set of over  
four million field-collected iris images.

A unique model tested by IREX IV was the use of a 
cost estimation model as a new performance metric. 
A cost equation is introduced to assess recognition 
performance for particular applications. The equation 
defines a preferred trade-off between security and 
convenience.

For example, a system that controls access to sensitive 
information should prioritize security, while a system 
that grants access to rides at a theme park is likely to 
place greater emphasis on the user’s experience. The 
goal was to see if algorithm developers could optimize 
their algorithms for specific applications.

Key Results

The key results of the IREX IV evaluation are described 
below.

● Core Accuracy and Speed: Iris recognition 
is known to be one of the more accurate and 
computationally efficient biometric technologies. 
Some matchers are capable of searching a single 
iris image against an enrolled population of  
1.6 million people in less than a second (using 
just one processing core) while achieving false 
negative identification (i.e. “miss”), rates below 
1.5% at reasonably selective decision thresholds. 
This error rate drops by a factor of two when both 
eyes are used, but search time increases by a factor 
between 3 and 4. Identification failures for the most 
accurate matchers were almost always the result of 
poor sample quality, where the eye is closed, off-
axis, highly rotated, etc. Many of these errors can 
be corrected through the use of more advanced 
cameras or improved image collection and data 
handling practices.

● Cost Model Optimization: Participants submitted 
two classes of recognition algorithms, one intended 
for high-security applications and one intended 
to prioritize convenience for the user. Rather 
than attempting to optimize matching behavior to 
either type of application, most participants strived 
for across-the-board improvements in accuracy. 
However, one participant submitted algorithms that 
adjust well to the application. Part of the reason 
only one participant was successful at application-
specific optimization might be that participants 
were not provided with sufficient development data 
that could lead to specific algorithm modifications.

● Contingent Use of Second Eye for Rapid 
Identification: When applied to iris recognition, 
contingent fusion uses the second eye for 
identification only if the first does not return a 

decisive match. IREX IV found that contingent 
fusion achieves accuracy comparable to that of 
two-eye matching, while only using the second 
eye between 1% and 2% of the time. There are 
several advantages to requiring the use of only one 
eye for the majority of transactions. First, it is less 
computationally expensive. Second, it consumes 
less bandwidth when the samples are transferred 
over a network for a back-end search. Finally, 
it obviates the need for operators of single-eye 
cameras to capture an image of the second eye 
when the first proves sufficient.

● Comparison to IREX III: Although IREX III was 
conducted only 12 months prior to this evaluation, 
progress in automated recognition technology can 
occur fairly rapidly. Despite a moderately more 
difficult selection of iris images, the most accurate 
matcher in the current evaluation achieved slightly 
lower error rates than the most accurate one from 
IREX III. Participants who submitted algorithms that 
are not among the most accurate improved the 
most since IREX III. The disparity between best and 
worst matchers has also reduced since IREX III.

● IREX III tested over iris images that had been 
compressed with JPEG at a quality of 75, which 
introduced compression artifacts that are visibly 
apparent in some images. IREX IV measured 
the impact of this compression on recognition 
accuracy and found that it increases miss rates by 
2 to 11% depending on the matching algorithm. 
The ISO/IEC 19794-6 and ANSI/NIST-ITL 1-2011 
standards identify JP2 and PNG as superior 
compression methods for iris images.

● Image Compression: The ISO/IEC 19794-6 and 
ANSI/NIST-ITL 1-2011 standards define compact 
interoperable formats for storing iris images. 
Compact formats are useful for transmitting iris 
images across bandwidth-limited networks, or 
for storage on space-limited devices such as 
smart-cards. It is also critical that such formats be 
interoperable to facilitate inter-agency exchange of 
iris data and to prevent vendor lock-in. The most 
compact format defined in the standards is the 
Kind 7 record. When converted to Kind 7 records, 
iris images can be compressed with JPEG 2000 to 
a kilobyte at the cost of a factor of two increase in 
the miss rate. Further investigation into JPEG 2000 
image compression will be covered in a follow-up 
report.

Iris identification technology developed by 
MorphoTrust USA (Safran) proved to be the most 
accurate and among the fastest in evaluations 
conducted by the National Institute of Standards and 
Technology (NIST).

Biometric Voter Registration for the 
Solomon Islands
To prepare for Parliamentary elections in 2014, the 
Ministry of Home Affairs in the Solomon Islands 
has recruited Canadian firm Electoral Services 
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International (ESI) to register voters, clean up the 
present voters’ roll and produce a clean voters’ list for 
the countries Electoral Commission in Honiara.

The project was planned to start-up in August 2013 
and end in early 2014. There are about 350,000 voters 
in the country. One important aspect of the project 
is to provide an exact and real number of registered 
voters.

The Solomon Islands BVR project comes on the heels 
of a successful BVR project carried out in the Republic 
of Fiji, also implemented by ESI. This will be the fourth 
BVR project for ESI.

“The BVR project is the next logical phase on the road 
to upcoming elections, our selection of a trusted and 
respected international partner such as ESI will assist 
us in our challenges to properly register voters,” said 
Permanent Secretary Mr. Fred Fakarii of the Ministry 
of Home Affairs.

Solomon Islands is composed of just under 1,000 
islands and has a land area of 28,400 square 
kilometers, over a 1,000 km from one end of the 
country to the other, it is stretched out over more than 
a million square kilometers of the South Seas.

The project will help centralize data, establish back-
up systems, provide voters with instant secure voter 
ID cards, matching and verification of biometric data 
using fingerprints and facial recognition and ensure 
system management and support.

South Korean Immigration project uses 
multispectral fingerprint imaging
Foreign visitors entering the Republic of Korea go 
through an immigration clearance process that 
features multi-biometric acquisition stations (MBAS) 
including multispectral fingerprint imaging sensors 
from Lumidigm, the company has reported.

Upon arrival to Korea’s busiest airports and seaports, 
all foreign visitors proceed to Korea Immigration 
stations and submit their arrival card and passport 
to the immigration officer. They then place the index 
fingers of each hand on the two Lumidigm fingerprint 
sensors for simultaneous fingerprint verification. The 
MBAS also photographs the face of each visitor during 
the transaction.

Manufactured by SMARTCORE, an image processing 
and immigration solutions provider in South Korea, 
the MBAS is an integrated unit that captures both 
facial and fingerprint data at the Korean immigration 
stations. It minimizes imaging time and acquires high-
quality biometric data.

Because the fingerprint sensors use multispectral 
imaging technology, the MBAS is claimed to be able 
to read fingerprints on the first try. Multispectral 
imaging collects information about both the surface 
and subsurface fingerprint to capture reliable data, 
regardless of whether a user’s finger is dry, wet, dirty, 
slightly rotated, or difficult to capture. This capability

allows tired travelers to enter the country as quickly 
and easily as possible.

“When selecting a fingerprint biometric for the 
MBAS, we had to make sure every visitor could 
use the device,” said Bong Kyu Choi, President of 
SMARTCORE. “We looked to Lumidigm because 
of the extremely low ‘failure-to-enroll’ rates of their 
core technology. We were also able to leverage the 
superior performance of multispectral imaging to 
meet the liveness detection standards demanded by 
the Korean Immigration Service.”

New Zealand trials Morpho’s next-gen 
eGates
Morpho has announced it is providing the technology 
for New Zealand’s SmartGate Plus trial at Auckland 
International Airport, which began in June 2013.

SmartGate Plus is Morpho’s next generation 
automated border control solution based on the  
use of biometric technology. New Zealand Customs 
Service (NZCS) will be testing the system during  
an operational trial at Auckland Airport with over 
2,000 passengers per week expected to trial  
the technology.

Since 2009, New Zealand’s Auckland, Wellington  
and Christchurch airports have been using  
SmartGate to give eligible travellers the option of  
self-processing through passport control. The  
system uses facial recognition technology to compare 
facial images of the traveller against the data 
contained in the e-Passport’s chip. The project has 
been a great success with the travelling public, with 
six millions travellers having used SmartGate, and 
over 70 % of eligible travellers currently using  
the system.

SmartGate Plus brings additional convenience as 
it speeds up traveller processing with a one-step 
process, eliminating the kiosk and ticket part of the 
current system. It uses e-gates that have a smaller 
footprint to meet the space constraints of airports 
whilst also having Morpho’s latest workflow and vthe 
solution’s ability to add other biometric capabilities 
such as fingerprint and iris recognition  
at a future stage.

“The success of SmartGate in New Zealand has been 
phenomenal with 6 million people having successfully 
used the technology since it was introduced in 
2009,” commented Geoff Wilson, Customs Manager 
Passenger Facilitation at New Zealand Customs 
Service. “The biometric self-processing technology 
has streamlined passenger processing and provided 
a secure, efficient way to clear passport control and 
we are pleased to be involved in testing the next 
generation SmartGate Plus.”

Newsbyte content supplied courtesy 
of www.planetbiometrics.com
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If this fusing of biometric information had involved 
just government entities, it’s unlikely that it would 
have attracted much attention. Many people might 
have assumed that once biometric data is yielded up 
to a state organisation, that it becomes available to all. 
There are still issues with this – for example, whether 
an agreement by an individual to submit personal 
data for one purpose, such as a passport or driving 
licence, provides a mandate for it to be used for other 
applications. However, the inclusion of data drawn 
from private organisations raises this debate to a new 
level, and some of the sources of data being discussed 
might surprise people.

A spokeswoman for the Australian Attorney-General’s 
office said: “These changes will allow, for example, 
a pub to pass on to police a face scan of someone 
involved in a glassing attack.” Nightclubs in Australia, 
and elsewhere, increasingly use technology such 
as face or fingerprint recognition for membership 
purposes. And a great many commercial properties are 
equipped with CCTV that can provide images suitable 
for feeding to face recognition systems.

The new rules don’t mean that private organisations 
will be compelled to give up data such as fingerprint 
or face scans when asked to do so by, for example, 
the police. However, it’s likely that they may find 
it difficult to refuse if the request comes within the 
context of a criminal or anti-terrorism investigation.

At a superficial level, it might seem that giving up 
CCTV footage for the sake of a criminal investigation 
is fairly standard practice. However, this relaxation of 
Australia’s laws allows law enforcement organisations 
to go a step further – to turn the images into biometric 
data and then store it indefinitely. Combine this with 
aggregated data from biometric identity systems and 
you could have a national biometric database by the 
back door. At the very least, it seems that stored data 
may end up being used for purposes not foreseen 
when it was originally captured.

 “There is a concern that widespread use of 
biometric systems will enable extensive monitoring 
of the activities of individuals”

The Australian Government is not unaware of the 
delicate nature of this step and has reclassified 
biometric data as ‘sensitive’, which obliges 
government agencies to treat the information 
according to rigid privacy safeguards. Nevertheless, 
this doesn’t address the issue of whether such data 
should be amassed in the first place.

Privacy law
Back in 2008, an Australian Law Reform 

Commission report, ‘Australian Privacy Law 
and Practice’, included a section on biometric 

data in the chapter covering the impact of 
developing technology on privacy.2 This 
touched on some of the very issues that 
are being raised in connection with the 

government’s most recent moves.

In a short section about possible concerns 
relating to biometric systems, it says: 
“First, there is a concern that widespread 
use of biometric systems will enable 
extensive monitoring of the activities of 
individuals. This is so, particularly if the 
same form of biometric information is 
used to identify individuals in a number 
of different contexts – that is, if a type of 
biometric information is used as a unique 
multi-purpose identifier. Secondly, there 
is a concern that biometric technologies, 

One database to rule them all
A new Privacy Act passed by the Australian Government at the end of 2012 has rewritten 
the rules when it comes to how biometric data can be used.1 It allows official agencies – law 
enforcement and security services – to acquire, hold and merge biometric data, including 
information taken from third party sources such as private companies. This storing and 
aggregation of data is something that would previously have been unlawful.   
 Steve Mansfield-Devine, journalist
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such as facial recognition technologies, may be used 
to identify individuals without their knowledge or 
consent.”

Surveillance powers
The changes in official attitudes to biometric data in the 
Privacy Act didn’t come entirely out of the blue. There 
has been a process of strengthening surveillance and 
investigative powers in Australia, most notably in July 
2012 when Attorney General Nicola Roxon put before 
Parliament a series of proposals designed to bolster the 
country’s National Security Inquiry.3

Many of the potential reforms detailed in the 60-page 
paper are aimed at communications interception of one 
kind or another – including access to online services 
such as social media and mandatory data retention 
by internet service providers (ISPs). But there are also 
provisions that tie-in with the more recently announced 
biometric programme.

Stated aims such as “enhancing the operational capacity 
of Australian intelligence community agencies” can 
be very broadly interpreted. And the data retention 
provisions might easily be expanded to cover non-
government biometric systems. In fact, the biometric 
data aggregation plans would probably rely for their 
efficacy on private organisations being forced to retain 
data. This is controversial: data retention plans in other 
parts of the world – most notably in Europe – have 
met with significant resistance from ISPs and public 
alike. And the Australian government has already been 
defeated in one attempt to introduce such laws.

The July proposals were not universally welcomed. 
According to the Electronic Frontier Foundation (EFF), 
the Sydney Morning Herald described the proposals 
as, “the most significant expansion of the Australian 
intelligence community’s powers since … reforms 
following the terrorist attacks of 2001”, and an 
accompanying reader’s poll showed 96% against the 
data retention provisions.4

National databases
The possibility that aggregating biometric data from 
multiple sources could lead to a de facto national 
registry, and possibly one with poorly defined functions 
and improperly controlled users, is bound to be 
controversial. While such projects can have significant 
advantages – such as ensuring citizens’ entitlements to 
state benefits in developing countries – many people 
see the hand of Big Brother at work.

In Israel, there has been both public and judicial 
resistance to the creation of a national biometric 
database.5 Civil rights activists have been fighting 
to repeal a 2009 law that established the legal basis 
for such a database and led to a much-criticised pilot 
programme.6 The concerns are especially pertinent 
given that in late 2011, a database containing the 
biometric data of 9 million citizens was compromised 
and the contents leaked on the internet.7

 “NGI already holds iris, fingerprint, palm and 
facial biometrics, and is likely to be expanded with 
additional data such as DNA”

In the US, there has been a long-running controversy 
over the aggregation of data. The post-9/11 move 
to create a Total Information Awareness (TIA) 
database was defeated by a combination of public 
outcry and poor planning, but the concept – of an 
all-encompassing information repository drawing on 
many sources – never really went away. The FBI’s 
Next Generation Identification (NGI) programme 
– built by MorphoTrack and Lockheed Martin and 
officially launched in 2011 – is designed, in the 
agency’s own words, to collect “as much biometric 
data as possible within information technology 
systems”, and to “work aggressively to build 
biometric databases that are comprehensive and 
international in scope”.

NGI integrates data from the FBI’s Automated 
Fingerprint Identification System (IAFIS), one of 
the biggest biometric databases operated by a law 
enforcement agency, and systems operated by the 
Department of Homeland Security (DHS), and is 
designed to integrate with other US federal systems 
and those of international collaborators. The FBI has 
also said that it will use biometric data from “seized 
systems” and “open sources”. 

NGI already holds iris, fingerprint, palm and facial 
biometrics, and is likely to be expanded with 
additional data such as DNA. The agency has also 
said it is contemplating using data sources such as 
facial recognition scans of CCTV footage and images 
taken from social networking sites.8

Developing countries
Developing countries are some of the most 
enthusiastic adopters of biometric technology. India’s 
ambitious Aadhar project, to provide biometric-based 
identity credentials to its entire 1.2 billion-strong 
population, is a ground-up programme involving 
enrolment and original data. However, there was 
reportedly some conflict between the Unique 
Identification Authority of India (UIDAI), running 
the Aadhar programme and the Indian Income Tax 
department, which had its own biometric ID system 
– the Permanent Account Number (PAN) database. 
To avoid duplication of effort, these systems are now 
being merged.9

Africa is also witnessing a number of ground-up 
projects, but here there is also scope for using 
integrated ID systems for multiple applications in 
multinational solutions. It was recently announced 
that Nigerian firm Dragnet Solutions has teamed 
up with UK-based Warwick Warp, an offshoot of 
Warwick University, and Pattern Analytics Research, 
to work on a new biometric identity system. Dragnet 
is a computer-based testing company that has been 
facing significant identity issues.



10

Features

biometrics
EXHIBITION AND CONFERENCE 2013

Fea
tu

res

“In the UK, there was a scam a number of years ago 
when people took driving tests on behalf of someone 
else,” says Stewart Hefferman, CEO of Warwick Warp. 
“There’s a similar thing going on in that part of Africa 
where people are being employed when they have no 
right to be employed by those companies because a 
different person sat an exam or a test. So the purpose 
of the project is essentially to make sure that the 
individual who takes a particular test is the individual 
who should be taking that test and who is subsequently 
employed by a particular company. 

“In certain African companies there are huge numbers 
of applicants for jobs, so there is a lot of competition. 
So the potential to make money out of this is quite 
extreme. My understanding from people on the 
ground is that people actually make a living out of 
this.”

 “With a centralised system serving a range of 
applications, it’s harder to ensure that there’s no 

unauthorised access or inappropriate use of 
the data”

At the moment, this project is 
aimed at one country, and the 

biometric data will be acquired 
specifically for it as part of 
enrolment for the tests. 
However, Dragnet confirmed 
to Biometric Technology Today 
that the ultimate aim is to use the 

biometric database it’s creating 
as a centralised resource for a 

number of applications across 
several West African countries. It 

wouldn’t be drawn, however, on how it plans 
to manage the security or scope of the system.

Important issues
All of the merged, aggregated or centralised systems 
detailed above have to deal with a number of potential 
issues. With all that concentrated information, you 
clearly need to manage access to it very carefully. With 
a single-purpose system, such as a biometric passport 
application, it’s relatively easy to define who should 
and shouldn’t have access. With a centralised system 
serving a range (and possibly an ever-widening range) 
of applications, such definitions become murkier and 
it’s harder to ensure that there’s no unauthorised 
access or inappropriate use of the data. And this 
complexity also makes it harder to comply fully with 
data protection regulations.

“Biometric data is considered Personal Identifiable 
Information (PII),” explains Jay C Grant, senior 
manager, professional services at AccessData, a 
digital forensics and incident response firm. “As a 
result it is listed in PCI compliance, HIPAA [the US 
Health Insurance Portability and Accountability Act] 
and military regulations.” He points out that, “The 
US military and law enforcement has been using 
biometrics for over a decade to properly identify 
combatants. This requires soldiers to use these 

databases in the field.”

That has led to the US military developing detailed rules 
regarding the handling of PII as it relates to biometrics. 
The US Army’s Training and Doctrine Command 
(TRADOC), for example, has strict reporting procedures 
for breaches of PII which specifically includes biometric 
data.10 And the Department of Defense Biometrics Task 
Force has developed guidelines and best practice for 
maintaining privacy.11 

Controls and scope
The banking industry also has experience to share when 
it comes to ensuring privacy. “The banking industry 
was the first to mainstream biometrics, because in 2009 
and 2010 it began looking for ways to better secure the 
banking industry, instead of magnetic stripe cards,” says 
Grant. “When biometrics became the choice, it then 
opened up the research for how that data is categorised.”

When it comes to aggregated or centralised databases, 
it’s all about having the right controls in place. In 
reference to the Australian government’s plans, Grant 
says: “The legal questions truly depend on how the 
Australian government interprets its privacy laws.” And 
he adds: “In the US, unless it is related to a criminal 
offence or the Patriot Act, you have the right to control 
who can see your biometric data.”

 “Agencies should only collect PII that is directly 
relevant and necessary to accomplish the specified 
purpose(s) and only retain PII for as long as is 
necessary to fulfil the specified purpose”

A critical issue here is going to be about scope – and 
specifically about limiting the use of the data. In a 
presentation entitled ‘Privacy issues associated with 
biometrics’, given in 2010, Samuel P Jenkins, director of 
the Defense Privacy Office, US Department of Defense, 
spelled out that, “Agencies should only collect PII that 
is directly relevant and necessary to accomplish the 
specified purpose(s) and only retain PII for as long as is 
necessary to fulfil the specified purpose”.12 And while 
various military and intelligence agencies might share 
data, “Agencies should use PII solely for the purpose(s) 
specified in the notice. Sharing PII outside the agency 
should be for a purpose compatible with the purpose 
for which the PII was collected.”

Systems design
Aggregating data in an ad hoc way is going to be tricky. 
Getting reliable and trustworthy results may depend 

Jay C Grant,  
AccessData:  

“The banking  
industry was the first to 

mainstream biometrics”.

Stewart Hefferman, 
Warwick Warp: 
“The worry for  

me is just ensuring 
the robustness of 

the data sources.”
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system which is 99% accurate, which is utterly 
implausible at the moment, but suppose it was – that 
would mean that at the typical large airport you’d be 
shooting dead someone who isn’t a terrorist round 
about once every 40 minutes or something. Biometrics 
have that different mental model. People watch too 
much Hollywood and they think biometrics work 
perfectly, which they don’t.”

Working together
Interoperability is bound to be another challenge when 
dealing with data from multiple sources. Typically, 
biometric applications are point solutions, often tailored 
to specific requirements and based on proprietary 
technologies and data formats. However, there have 
been some advances in the area of data standards.

“If you’re talking specifically about fingerprints, then 
the standards and the interoperability are significantly 
more advanced than many of the other biometrics,” says 
Hefferman. “If you compare it with face, for example, 
combining templates at a face level is quite different and 
a lot more difficult than fingerprint. It’s just the nature 
of the beast – it’s been around for longer, it’s more 
advanced, and as with many markets, as they mature, 
interoperability becomes better defined.”

Fingerprint biometrics now benefits from a number 
of international standards that define how a template 
should look in terms of data, he adds. “It’s got a data 
structure and it tells you how to find the minutiae and 
so on. So it’s very well defined and equally importantly 
there’s an interoperability test called Minex which is 
operated by NIST in the US.13 Essentially, that Minex test 
ensures that template from vendor A can work with the 
algorithm from vendor B and vice versa. While it doesn’t 
say that you should have the same level of performance 
from someone else’s system used with your own system, 
it defines a basic interoperability. 

“Tests like that mean that the industry’s a lot more 
mature and that the interoperability issue is somewhat 
diminished, and you’re going to have a base level of 
performance that’s pretty good. So, with finger it’s 
fine; with some of the other technologies where that 
interoperability is very much more immature, then I 
would have my concerns.”

not on how the aggregated system is built, but on the 
design of the systems from which it is drawing.

“The first point is, where are the biometrics coming 
from?” says Dave Birch, a director and identity 
specialist with Consult Hyperion. “If we make some 
bad decisions about systems design, I think the 
argument of people who say that’s inevitably storing 
up trouble has some validity to it. Even if you start off 
with a lot of very good reasons and the best will in the 
world, the fact that that data’s sloshing around means 
that sooner of later the bad guys will get hold of it.”

There’s also the issue of whether you have a mandate 
to use the data. If someone has agreed to provide 
biometric data for, say, a driving licence, do you really 
have the right to hold on to that and use it indefinitely 
for other purposes, even as part of criminal 
investigations?

“That’s the second part of the problem,” says Birch. 
“What is the data being used for? Here, I think we 
have more of a problem than people realise, and 
that’s because the use of that data once it’s out there 
is essentially unrestricted. And whereas the kind 
of technology you needed to exploit it used to only 
belong to government or spy agencies, now anybody 
can do it. And that’s where I think the danger lies. 
Because you can’t control it. 

“It’s all very well to say, I’m sending you this photo 
only for these purposes, but the truth is, once you’ve 
got the photo, I don’t have any control over it any 
more and I have to assume you’re going to use it for 
that sort of thing. So here I think we’re going to have 
to rethink the basic data protection acts to include 
these kind of passively captured biometrics. We’re 
going to have to think about some changes.”

Ultimately, Birch believes some kind of compromise 
will need to be reached – for example, where data can 
be aggregated and used for other purposes, but only 
for a limited period.

 “Biometrics have that different mental model. 
People watch too much Hollywood and they think 
biometrics work perfectly, which they don’t.”

“I think people would be comfortable with a 
reasonable compromise,” he says, “you might almost 
call it a biometrics privacy settlement. But you have 
to have informed discussion to get to that settlement. 
I’m not putting forward some sort of militant position 
that this data should never be collected and never be 
used – what I am saying is that I don’t think we’ve had 
the right level of informed discussion to determine at 
what level that settlement should be.”

There’s also the issue of whether governments might 
collect and store this data for the wrong reasons, 
perhaps believing that it offers more than it can 
deliver.

“Although biometrics are not completely accurate, 
people think that because they’re biometrics, they 
are,” says Birch. “So if you’ve got a face recognition 

Dave Birch, Consult Hyperion: 
“What is the data being used for? 
Here, I think we have more of a 
problem than people realise”.



Reliability of data
When biometric data is coming from sources other than your 

own enrolments, there’s going to be an important issue 
concerning the reliability and quality of that information.

“There’s an important issue which is that, although 
you may have someone else’s data that you can read 

and interpret, how do you know it’s been gathered 
adequately well?” says Hefferman. “There are 

quality metrics, which are driven by international 
standards, and people can use those. All the 
vendors have their own quality standards. But 
they’re of a proprietary nature. There are things 
that we as Warwick Warp are looking for in 
fingerprints that are probably quite different 
from Cogent or Morpho or NEC or name 
anyone you care to think of. 

“So, although we’re all generally interested 
in ridges and minutiae and things like that, 
the specifics of that are quite different 
to each of us. It’s all to do with how 
our algorithms work. So when you 
don’t know the quality of how it’s been 
captured, it’s difficult to define it really.”

“ If you’ve got a closed system, then  
it becomes possible to eliminate at  
least some of the potential errors that 
creep in”

He adds: “While technically this is 
not an issue, the worry for me is just 
ensuring the robustness of the data 
sources. If you’ve got 10 sources and 
one’s wrong, it’s maybe not such an 
issue. But if you’ve got two and one’s 
wrong, who are you identifying?”

Although he’s not aware of other 
attempts to aggregate data in the way 
being suggested by the Australian 
Government, data aggregation per se 
is not unusual, he says. “I’m aware of 
systems that have aggregated data, but they 

tend to be more closed systems – military 
systems, for example. If you’ve got a closed 

system, then it becomes possible to eliminate 
at least some of the potential errors that creep 

in. You can probably trust that when it says it’s 
left forefinger it really is left forefinger because 

[you know that] the people have been trained well 
enough to do that.”

Conclusion
Biometric systems are complex, not just from a 

vtechnical perspective but also because of the legal, 
ethical and regulatory compliance issues they raise. 

Although most of these challenges have been met to 
varying degrees, the idea of aggregating biometric data from 

multiple sources, and storing that data outside of the systems 
and organisations originally responsible for it, means that we 
may have to tackle these challenges all over again.

About the author 
Steve Mansfield-Devine is a freelance 
journalist specialising in information  
security and e-identity. He is the editor  
of Network Security and Computer Fraud  
& Security, also published by Elsevier  
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ContraRisk.com.
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Movie director Steven Spielberg 
could never have imagined that his 
2002 science fiction film ‘Minority 
Report’ – starring Tom Cruise and 
featuring a raft of fictional future 
technologies – would set the minds 
of civil libertarians racing in the 
way it has done over the past 
decade.

It was fitting, perhaps, that when 
Global Rainmakers Inc (GRI) 
announced in August 2010 that it 
was rolling out an iris biometrics-
based citizen recognition system 

in the Mexican city of Leon, that it referenced 
Spielberg’s movie adaptation of Philip K Dick’s 
dystopian future in its launch marketing materials.

GRI called its project a design blueprint for the 
creation of ‘the most secure city in the world’ in 
partnership with Leon, one of the largest cities in 
Mexico with a population of more than a million.

“In the future, whether it’s entering your home, 
opening your car, entering your workspace, getting 
a pharmacy prescription refilled, or having your 
medical records pulled up, everything will come off 
that unique key that is your iris,” says Jeff Carter, GRI’s 
chief development officer.

Iris predictions
These were no ill-chosen words as, prior to joining 
GRI earlier that year (May 2010), Carter headed a 
think tank partnership between the Bank of America, 
Harvard and MIT, at which he caused a minor privacy 
stir by predicting that ‘every 
person, place, and thing on 
this planet will be connected 
[to the iris system] within the 
next 10 years’.

Critics of the GRI/Leon 
project have come out in 
force over the past two and 
half years, but the privacy 
concerns over iris-based biometrics systems go back 
around a decade to the summer of 2003 when the 
Greek data protection agency banned the use of a 
pilot fingerprint and iris biometric system at Athens 
airport.

The 2003 pilot system was part of an EU test programme 
aimed at testing methods of increasing security at 
border crossing.

The very limited programme to conduct fingerprint and 
iris scans on Alitalia passengers travelling from Athens 
to Milan’s Malpensa airport was cancelled after the 
agency concluded that these types of scans – and their 
consequential transfer of data – violated Greek privacy 
laws.

The pilot programme at the airport was to have 
operated on a volunteer basis and was due to start in 
November 2003, running for six months.

Retinal versus iris scanning 
Before we look at the privacy issues surrounding 
iris biometrics, it is helpful to understand the subtle 
differences between retinal and iris scanning – both of 
which fall under the heading of ocular-based biometric 
identification technologies, meaning they rely on the 
unique physiological characteristics of the eye in order 
to identify an individual. 

A retinal scan is carried out by casting a scarcely 
perceived beam of low-energy infrared light into a 
person’s eye as they look through the scanner’s eyepiece.

This beam of light traces a standardised path on the 
retina and because retinal blood vessels are more 
absorbent of this light than the rest of the eye, the 
amount of reflection varies during the scan.

Unlike retina scanning, iris recognition uses camera 
technology with subtle infrared illumination to acquire 
images of the detail-rich, intricate structures of the iris.

Digital templates encoded from these patterns using 
mathematical and statistical algorithms allow the 
unambiguous positive identification of an individual 

with almost impossibly small false 
match rates.

A key advantage of iris 
recognition, besides its speed 
of matching and its extreme 
resistance to false matches, is the 
stability of the iris as an internal, 
protected, yet externally visible 
organ of the eye.

An iris scan is considered to be no different than taking 
a normal photograph of a person and can be performed 
at a distance – whereas, for retinal scanning, on 
other hand, the eye must be brought very close to an 
eyepiece.

Iris biometrics: a legal invasion of privacy?
Steve Gold looks at the legal and privacy issues surrounding iris biometrics technologies,  
and why a growing number of legal and liberty professionals are worried that iris 
identification systems may be rolling out before the legal and political ramifications  
have been considered fully.     
 Steve Gold, journalist

Spielberg’s 
‘Minority Report’ 
set the minds of 
civil libertarians 
racing.

“It was fitting, perhaps, that when Global 
Rainmakers Inc (GRI) announced in August 
2010 that it was rolling out an iris biometrics-
based citizen recognition system in the 
Mexican city of Leon, that it referenced 
Spielberg’s movie adaptation of Philip 
K Dick’s dystopian future in its launch 
marketing materials”
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As a result of these differences, iris 
scanning has become more widely 
accepted in the biometrics industry as 
a commercial modality than retinal 
scanning: retinal scanning is also 
considered by many users to be an 
invasive technology, whereas iris 
scanning is not. 

Iris and retinal  
scanning: debate  
over commercial  

application.

New York  
Police Department 

started collecting 
iris scans in 2010. 2010 – police officers and court officials use a handheld 

scanning device to verify a prisoner’s identity in a matter 
of seconds when the suspect is presented in court.

The programme kicked off a raft of worries amongst 
civil libertarians and privacy advocates, who noted that 
the New York authorities’ cataloguing of defendants’ 
data could place innocent people under permanent 
suspicion.

“It’s really distressing that the Police Department is 
once again undertaking a new regime of personal data 
collection without any public discourse,” said Donna 
Lieberman, executive director of the New York Civil 

Liberties Union at the time.

Speaking to the New York Times in 
late 2010, Lieberman said that it is 
debateable whether the programme 
is cost-effective, let alone whether 
there are protective systems in place to 
mitigate against any misuse of the data 
that is collected.

Steven Banks, attorney-in-chief of the 
Legal Aid Society, meanwhile, told the 

newspaper that the programme was an unnecessary 
process.

“It’s unauthorised by the statutes, and of questionable 
legality at best. The statutes specifically authorise 
collecting fingerprints. There has been great legislative 
debate about the extent to which DNA evidence can 
be collected, and it is limited to certain types of cases,” 
he said, adding that the idea that the New York Police 
Department can forge ahead and use a totally new 
technology without any statutory authorisation is almost 
certainly suspect.

NYPD: looking crime in the eye
In the US, at least, the privacy issue surrounding 
iris recognition did not hit mainstream media 
until November 2010, when the New York Police 
Department (NYPD) announced it had started 
photographing the irises of people who are arrested, 
largely in an effort to cut down on escapes as suspects 
move through the complex New York court system, 
which spans five boroughs. 

The iris photography programme 
was implemented as an extension 
to the usual ‘mug shot’ scheme 
so beloved of US newspapers and 
TV dramas, after two episodes 
earlier in 2010 when prisoners 
arrested on serious offences 
tricked the authorities into freeing 
them by pretending to be a minor 
offence defendant when they appeared at their court 
arraignment.

At the time, the New York print and TV media were 
severely critical of the events – one of which took 
place in February 2010 in the Bronx, and another in 
Staten Island a month later – as exposing a weakness 
in the city’s handling of suspects as they move from 
police custody into the complex court and judicial 
system in the five boroughs of New York.

Under the iris biometrics programme – which was 
rolled out to all courts in New York by the end of 
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“Unlike retina scanning, 
iris recognition uses camera 
technology with subtle 
infrared illumination to acquire 
images of the detail-rich, intricate 
structures of the iris”

 “Under the iris biometrics 
programme – which was rolled 
out to all courts in New York 
by the end of 2010 – police 
officers and court officials use 
a handheld scanning device to 
verify a prisoner’s identity in 
a matter of seconds when the 
suspect is presented in court”
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The annual budget for the programme – which 
continues to this day – has been set at $500,000 and is 
being funded by a grant from the US Department of 
Homeland Security.

The privacy issue in detail
In one of biometrics security vendor M2sys’ Twitter-
based online discussions held in January 2013, Shaun 
Dakin, a privacy expert and the founder of the US 
National Political Do Not Call Registry, said there is 
a pressing need for a baseline US privacy legislation 
that takes into account the tremendous strides the 
biometrics industry has made in recent years.

This legislation, he says, needs to be enforced in the US 
by an agency ‘with teeth’ and he reminded attendees to 
the Twitter conference that, in the last session of the US 
Congress, there were more than 21 pieces of privacy 
legislation introduced, not one of which was actually 
passed.

Against this backdrop, Dakin said that the ‘Privacy by 
Design’ concept, which actively encourages embedding 
privacy designs into biometric systems, is a good idea 
on paper, but a tough one to implement in reality.

 “The ‘Privacy by Design’ concept, which actively 
encourages embedding privacy designs into  
biometric systems, is a good idea on paper, but a 
tough one to implement in reality”

He pointed out that most biometrics technology 
developers do not think about privacy as a necessary 
step for design, instead they – perhaps understandably 
– place their focus on revenue and number of user 
issues.

Dakin, a regular contributor to the Washington Post 
on privacy issues, said that the general public – in the 
US, at least – does not generally think of biometric 
technology as a threat to their privacy in the same 
way that they have concerns over how, for example, 
financial institutions use their personal data for 
marketing purposes.

He notes, however, that the recent announcement 
by Disney that it will be using RFID-based bracelets 
carrying the personal information of visitors to their 
parks has started to raise mainstream awareness of  
the biometrics privacy issue.

The EFF privacy view 
Perhaps surprisingly – especially given its track record 
or keeping a weather eye on emerging and potentially 
privacy-invading biometrics technology – it took until 
July of 2012 before the EFF, the Electronic Frontier 
Foundation, waded into the iris biometrics privacy 
argument.

According to Rebecca Bowe, a security and privacy 
governance specialist with the EFF – a US privacy 
agency founded in 1990 by IT industry veterans John 
Perry Barlow and Mitch Kapor – besides the invasive 
privacy issues that iris biometrics engender, there is a 
real issue with the technology’s accuracy.

Bowe, who moved on from the EFF at the start of 2013 
to become investigative projects editor with the San 
Francisco Bay Guardian newspaper, points out that, 
at the Black Hat July 2012 security conference in Las 
Vegas, Spanish security researcher Javier Galbally 
presented a paper on how it is now possible to spoof a 
biometric iris scanning system using synthetic images 
derived from real irises.

“The Madrid-based security researcher’s talk is timely, 
coming on the heels of a July 23 Israeli Supreme 
Court hearing where the potential vulnerabilities of a 
proposed governmental biometric database, drove the 
debate,” she said at the time, adding that these events 
are a stark reminder that – if the adoption of biometric 
identification systems continues as it has done and 
without serious contemplation of the pitfalls – we are 
all headed for trouble.

In her EFF Red Flag media report, Bowe points out 
that, when it comes to the collection and storage of 
individuals’ digital fingerprints, iris scans, or facial 
photographs, the system’s vulnerability is a major 
security concern.

A social security number, for example, she argues, 
can always be cancelled and reissued if it’s 
compromised, but it is impossible for someone to 
get a new eyeball if an attacker succeeds in seizing 
control of his or her digital biometric information.

 “Among all the various biometric traits that can be 
measured for machine identification – such 
as fingerprints, face, voice, or keystroke 
dynamics – the iris is generally regarded 
as being the most reliable,” she says. 
“Yet Galbally’s team of researchers 
has shown that even the method 
traditionally presumed to be 
foolproof is actually quite 
susceptible to being hacked,” 
she adds.

The EFF security and privacy 
governance specialist went on 
to say that in Galbally’s research 
– which was carried out against 
Neurotechnology’s VeriEye 
platform – the synthetic images were 
produced using a genetic algorithm. 

Police iris biometric programme 
has sparked privacy fears
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With the replicas, she added, Galbally found that an 
imposter could spoof the system at a rate of 50% or 
higher.

These revelations, she explained, not only expose a 
security hole in a commercial iris-recognition system, 
but also prove that B12 Technologies – an FBI contractor 
tasked with building a database of iris scans for the 
Next Generation Identification System – is wrong in 
claiming on its website that biometric templates “cannot 
be reconstructed, decrypted, reverse-engineered or 
otherwise manipulated to reveal a person’s identity”.

Bowe rounded off her EFF Red Flag alert by saying that 
any new detection of biometric system flaws is highly 
relevant in the context of the massive governmental 
identification programs moving forward at the global 
level.

There is, she says, India’s bid to create the world’s 
largest database of irises, fingerprints and facial photos 
(the Aadhaar project), as well as Argentina’s creation of 
a nationwide biometric database containing millions of 
digital fingerprints.

Lawmakers, she adds, who approve such identification 
schemes should give serious consideration to any 
new information surfacing about biometric system 
vulnerabilities.

The legality issues
The EFF’s Red Flag media release of July 2012 was soon 
followed by legal viewpoint white paper in September 
from Frédéric Desmarais, a leading lawyer with the 
Montreal-based law firm Heenan Blaike LLP.

The Canadian lawyer’s paper – which was published by 
McMillan and has since been presented at a number 
of North American conferences – centres on the legal 
and privacy issues surrounding the implementation of 
biometric identification programmes in Quebec.

In his paper ‘Quebec: convenience is not enough’, 
Desmarais argues that employers carrying out business 
in Quebec are increasingly considering the opportunity 
to implement biometric identification systems.

At first glance, he says, these systems may appear 
convenient and cost-effective, and, in some 
circumstances, they indeed are.

“Unfortunately, convenience is not the decisive 
criterion to justify their implementation: necessity is 
that criterion,” he says, adding that, under Quebec’s 
November 2001 ‘Act to Establish a Legal Framework 
for Information Technology’ it is a requirement that 
employers must comply with relatively burdensome 
formalities before proceeding with the implementation 
of such systems.

In his paper, Desmarais says that, depending on the 
nature and use of the biometric characteristics or 
measurements recorded, certain practices may lead to 
discrimination claims.

 “Depending on the nature and use of the biometric 
characteristics or measurements recorded, certain 
practices may lead to discrimination claims”

“They also beg the question whether they infringe 
section 46 of the Quebec Charter of Human Rights 
and Freedoms which provides that ‘Every person 
who works has a right, in accordance with the law, to 
fair and reasonable conditions of employment which 
have proper regard for his health, safety and physical 
wellbeing’,” he says.

The Canadian lawyer concludes his paper by noting 
that, while the convenience of biometric identification 
systems may appear unquestionable from an 
employers’ viewpoint, this does not prove that they  
are absolutely necessary, or legally permitted,  
in Quebec.

Employers wishing to implement these systems, he 
says, must first assess any available alternatives, even if 
they are more costly or difficult to set up. 

Furthermore, he adds, the consent of each employee 
who will be subject to the system must be obtained 
and employees may withhold their consent without 
providing any justification whatsoever.

“In any event, as soon as an employer wishes to 
implement a biometric identification system, legal 
counsel should be consulted in order to assess human 
rights issues that may be raised and to ensure that  
all the necessary legal requirements, including 
reporting obligations, are fully complied  
with,” he says.
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Cognitec

Cognitec develops market-leading face recognition 
technology and applications for enterprise and 
government customers around the world. In various 
independent evaluation tests, our FaceVACS® software 
has proven to be the premier technology available on the 
market. Cognitec’s portfolio includes products for facial 
database search, video screening and analytics, border 
control, ICAO-compliant photo capturing and facial 
image quality assessment. Corporate headquarters are 
located in Dresden, Germany; other offices are in  
Miami, FL; Rockland, MA; and Hong Kong.

Find out more at:  
www .cognitec .com

Credence ID

Credence ID envisions biometrics as a way to 
democratize and empower people by ensuring that 
everyone has a credible identity. 

All Credence products are designed around the Android 
OS, are integrated at a very low level, and are designed 
with the user in mind, utilizing a familiar interface that 
is as friendly and approachable as the latest consumer 
devices.

Find out more at:  
www .credenceid .com
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NEC Corporation is a Global Fortune  
500 company with more than 120,000  

employees worldwide. NEC has been one of  
the world’s leading organisation in the delivery 

of fully-integrated, high-availability biometric 
identification systems for more than 30 years. 

The unparalleled identification accuracy of 
NEC’s system coupled with our enviable track 

record in providing the world’s largest fingerprint 
identification systems, for both civil and law 
enforcement, makes us uniquely qualified to  
serve as a long-term identification partner.

 Find out more at:  
www .nec .com/security

Premier Sponsor

Hitachi Ltd

Hitachi offers a range of security-related solutions 
including a biometric system based on the award-
winning Finger Vein Authentication system. Hitachi’s 
technology provides a key element of the Identity 
Assurance process by delivering a fast, accurate and 
commercially usable, biometric test of identity.

Find out more at:  
www .hitachi .eu/veinid/
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Cross Match Technologies

Cross Match Technologies is a leading global provider of 
high-quality multimodal biometric identity management 
systems, applications and services. Offerings include 
multiple biometric technologies capable of wireless, 
mobile or stationary use that encompass fingerprint 
and palm scanners, facial capture software, iris capture 
devices, multimodal mobile solutions, document readers, 
biometric software, and related services. With more 
than 10,000 customers worldwide in a variety of vertical 
markets, Cross Match products are installed in over 80 
countries.

Find out more at:  
www .crossmatch .com
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3M Security Systems
3M Security Systems Division is a trusted partner and 
industry leader in delivering end-to-end, innovative 
security solutions to businesses and governments 
worldwide – helping to ensure the security of people, 
documents and goods. 3M uses its broadband knowledge, 
in-depth experience and technological expertise to help 
solve an array of security challenges, including brand 
protection, product security, efficient passenger check-in, 
secure ID and passport document issuance and hardware 
and software system solutions for border management. 
3M Cogent adds to these capabilities with biometric 
identification solutions for governments, law-enforcement 
agencies and commercial enterprises. 3M Cogent 
provides the highest quality identification systems, 
products and services with leading technology, accuracy 
and speed. 3M Security Systems technologies are used in 
over 100 countries around the world.

Contact Information 
• Richard Hall

• +44 1344 858869 

• Email: rchall@mmm.com  

• Web: www.3M.eu/SecuritySystems

Abilma LLC 
New Connection

Abilma is a newly formed company created to provide our 
customers with a new generation of multimodal biometric 
products, opening new horizons for their applications. 

Our creativity and innovation in developing new solutions 
helps us to design great products at affordable prices. We 
strongly believe that our knowledge and expertise will 
considerably contribute to a safer world. 

Contact Information 
• Claus Rubner

• Tel: +49 32 221 093 125

• Email: email@abilma.com

• Web: www.abilma.com

STAND: W40 STAND: B440

20biometrics
EXHIBITION AND CONFERENCE 2013

NEC Corporation is a Global Fortune 500 
company with more than 120,000 employees 
worldwide. NEC has been one of the world’s 

leading organisation in the delivery of 
fully-integrated, high-availability biometric 

identification systems for more than 30 years. 
The unparalleled identification accuracy of 

NEC’s system coupled with our enviable 
track record in providing the world’s largest 
fingerprint identification systems, for both 

civil and law enforcement makes us uniquely 
qualified to serve as a long-term  

identification partner.

Contact Information 
Tel: +81 3 3798 2893

Email: biometrics@security .jp .nec .com

Web: www .nec .com/security

Cross Match Technologies is a leading global 
provider of high-quality multimodal biometric 

identity management systems, applications and 
services. Offerings include multiple biometric 

technologies capable of wireless, mobile or 
stationary use that encompass fingerprint and 

palm scanners, facial capture software, iris 
capture devices, multimodal mobile solutions, 

document readers, biometric software, and 
related services. With more than 10,000 

customers worldwide in a variety of vertical 
markets, Cross Match products are installed in 

over 80 countries.

Contact Information 
Susann Reimann

Tel: +49 3641 4297 0
Email: international-sales@crossmatch .com

Web: www .crossmatch .com

Premier Exhibitor • Premier Exhibitor Premier Exhibitor • Premier Exhibitor

Premier Exhibitor • Premier Exhibitor Premier Exhibitor • Premier Exhibitor

STAND: W40 STAND: B440
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Accenture
Accenture is a global management consulting, 
technology services and outsourcing company that 
helps leading governments and businesses use biometric 
systems to protect citizens and customers – and their 
data – while improving efficiency. With an extensive team 
of more than 1,000 professionals dedicated to delivering 
robust, efficient, secure and scalable solutions to border 
management and public safety agencies, Accenture has 
in-depth experience around the world, including the 
world’s largest biometric systems – US-VISIT, the Unique 
Identification Authority of India Aadhaar program and the 
European Commission’s Biometrics Matching System.

Contact Information 
• Mark Crego, Accenture Global Border and Identity 

Management Lead 

• Tel: +1 (703) 947 1418 

• Email: mark.s.crego@accenture.com

• Web: www.accenture.com

STAND: B400

AOptix Technologies
AOptix delivers highly intuitive and accurate identity 
verification through the combination of iris recognition 
and other biometrics. AOptix Smart Mobile Identity 
solutions address a wide range of identity verification 
needs in public safety, mobile finance, disaster assistance 
and humanitarian aid. Our High Throughput solutions 
are being used in some of the world’s busiest airports to 
enhance the passenger experience and at air, land and 
sea crossings to boost border security.

Contact Information 
• David Johnston

• Tel: +1 610 986 4529

• Email: djohnston@aoptix.com

• Web: www.aoptix.com

Atkins 
New Connection
Atkins is a world leading, multi-disciplinary design and 
engineering consultancy, employing over 17,000 people 
worldwide. We have wide technology expertise in access 
control (both connected and disconnected), smart cards, 
barcodes and other biometric solutions. Our Passenger 
Authentication Scanning System (PASS), deployed at 
Heathrow, uses Aurora’s facial recognition technology to 
improve airport security and passenger processing.

Contact Information 
• Nicolas Whitehead

• Tel: +44 1252 89 9603

• Email: nicholas.whitehead@atkinsglobal.com 

• Web: www.atkinsglobal.com/communications

STAND: W50

STAND: W80

Aurora Computer Services Ltd
Aurora has been developing its own facial recognition 
technology since 2007, and is now the UK’s leading 
provider. Our infrared equipment logs millions of 
transactions each year and is part of Atkins Passenger 
Authentication Scanning System (PASS) at Heathrow. 
Our technology is now being introduced at Manchester 
Airport. Visit our stand, W80 to view our full range of 
technologies including infrared, colour and infrared to 
colour face biometrics, as well as a new innovative image 
recognition technology.

Contact Information 
• Gemma Turner

• Tel: +44 1933 413 800  

• Email: g.turner@auroracs.co.uk

• Web: www.facerec.com

Aware, Inc.
Aware, Inc. is a veteran of the biometrics industry, 
providing standards-compliant, OEM biometrics software 
for public sector applications since 1992. Our client- 
and server-based SDKs and applications are used by 
integrators and solution vendors to enable fingerprint, 
face, and iris autocapture and quality assurance, 
data formatting, workflow, and biometric matching 
for defense, credentialing, access control, border 
management and law enforcement.

Contact Information 
• David Benini

• Tel: +1 781-276-4000

• Email: dbenini@Aware.com

• Web: www.aware.com/biometrics

STAND: W80

STAND: W90
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Borer Data Systems
Borer delivers personnel identification and Access 
Control applications using smartcard and PoE technology. 
Borer has integrated biometric identification and 
smartcards, storing biometric templates onto the card’s 
memory. Multiple biometric templates including PIN and 
photo can be held on a single DES and AES encrypted 
smartcard. Privacy of information concerns are 
addressed because a person’s biometric details are held 
on their card and not on a database, ensuring possession 
of their personal data at all time.

Contact Information 
• Robert Chapman

• Tel: 0845 155 9623

• Email: info@borer.co.uk

• Web: www.borer.co.uk

STAND: F165
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Cross Match Technologies
Cross Match Technologies is a leading global provider of 
high-quality multimodal biometric identity management 
systems, applications and services. Offerings include 
multiple biometric technologies capable of wireless, mobile 
or stationary use that encompass fingerprint and palm 
scanners, facial capture software, iris capture devices, 
multimodal mobile solutions, document readers, biometric 
software, and related services. With more than 10,000 
customers worldwide in a variety of vertical markets, 
Cross Match products are installed in over 80 countries.

Contact Information 
• Susann Reimann

• Tel: +49 (0)3641 4297 0

• Email: international-sales@crossmatch.com

• Web: www.crossmatch.com

Daon
Daon is a leading provider of identity assurance software. 
Daon’s products are scalable, flexible and proven in real-
world environments. The product suite covers every 
aspect of identity management and utilizes an open 
standards based architecture. Daon’s software has been 
selected to secure hundreds of millions of identities 
worldwide. Daon also offers IdentityX, a cyber-security 
solution employing the end user’s mobile phone and a 
combination of security options to provide unprecedented 
levels of identity assurance for digital transactions.

Contact Information 
• Clive Bourke

• Tel: +353 18181661

• Email: clive.bourke@daon.com

• Web: www.daon.com

Credence ID
New Connection
Credence ID envisions biometrics as a way to democratize 
and empower people by ensuring that everyone has a 
credible identity. 

All Credence products are designed around the Android 
OS, are integrated at a very low level, and are designed 
with the user in mind, utilizing a familiar interface that 
is as friendly and approachable as the latest consumer 
devices.

Contact Information 
• Bruce Hanson

• Tel: +1 415 987 2163

• Email: info@credenceid.com

• Web: www.credenceid.com

STAND: W60

STAND: B420

STAND: F330

Cognitec Systems
Cognitec develops market-leading face recognition 
technology and applications for enterprise and government 
customers around the world. In various independent 
evaluation tests, our FaceVACS® software has proven to be 
the premier technology available on the market. Cognitec’s 
portfolio includes products for facial database search, video 
screening and analytics, border control, ICAO-compliant 
photo capturing and facial image quality assessment. 
Corporate headquarters are located in Dresden, Germany; 
other offices are in Miami, FL; Rockland, MA; and Hong 
Kong.

Contact Information 
• Tel: +49 351 862 920

• Email: info@cognitec.com

• Web: www.cognitec.com

STAND: F250

CMI-Tech 
New Connection
CMITech provides compact, easy to use and cost-effective 
iris biometrics systems for tomorrow’s enrolment and 
authentication deployments. The company’s binoculars 
type dual eye camera, the BMT-20, offers industry-leading 
performance and features designed expressly for large-
scale national identity and border crossing applications. 
The EM line of desktop and wallmount imagers has been 
expanded to include both embedded and USB options, 
as well as new physical access control configurations. All 
imagers deliver exceptional image quality with outstanding 
subject usability.

Contact Information 
• Philip P .Tusa

• Tel: +1 408 391 2929

• Email: ptusa@cmi-tech.com

• Web: www.cmi-tech.com

STAND: B520
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DERMALOG Identification Systems GmbH 
DERMALOG is one of the leading international companies 
in the field of biometric identification systems. With products 
ranging from automated fingerprint identification systems 
(AFIS) and high-tech border control systems to the most 
secure identity card in the world, DERMALOG has more 
than 20 years experience in the research and development 
of biometric products and procedures. With state-of-the-art 
biometric capuring devices Dermalog supplies the perfect 
complete solution to ensure highes performance.

Contact Information 
• Henning Nehse 

• Tel: +49 40 413227 0

• Email: sales@dermalog.com 

• Web: www.dermalog.com

STAND: F320

DigitalPersona Inc
DigitalPersona is a trusted partner for biometric identity 
verification solutions. We provide you with the ability 
to bind physical and logical identities to create a secure 
digital identity. Our software applications and range 
of optical and silicon standards-based, fingerprint-
biometrics solutions empower end-user organizations, 
integrator partners and developers to identify citizens, 
employees, patients and customers with efficiency and 
certainty. 

Contact Information 
• Chris Trytten

• Tel: +1 650 474 4000

• Email: info@digitalpersona.com

• Web: www.digitalpersona.com

Facebanx
New Connection
Facebanx combines face recognition,voice recognition 
and ID document verification into one easy to use process 
that helps with all KYC and AML issues. How can you 
prove to 99.9% certainty that the person who is opening 
an account is in fact the person who they say they are? 
Facebanx’s four stage verification technology provides 
the best verification software as it combines two biometric 
technologies into one seamless process. Data + Voice 
Recognition + Face Recognition + Document Verification 

Contact Information 
• Matthew Silverstone

• Tel: 0207 387 6499 

• Email: contact@facebanx.com

• Web: www.facebanx.com

STAND: F240

STAND: W55

European Association for Biometrics
The EAB is a non-profit organization seeking to advance 
the proper and beneficial use of biometrics in Europe, 
taking into account the interests of European citizens, 
industries, academia and governments.

The European Association for Biometrics (EAB) is 
the primary European multi-stakeholder platform for 
biometrics.

The EAB is committed to contribute to the development 
of technologies and services that ensure safety, security, 
interoperability and the protection of human rights, 
including the right to privacy.

Contact Information 
• Alexander Nouak

• Tel: +49 170 22991911

• Email: alexander.nouak@eab.org

• Web: www.eab.org

STAND: W62

Elsevier
Elsevier is a leading international publisher of Computer 
Science journals, books and electronic products. By 
delivering first class information and innovative tools, we 
continue to refine our portfolio to serve the research 
need of industry professionals, researchers and students 
worldwide.

We are proud to play an integral part within the computer 
science community and to participate in the advancement 
of this field. All our journals are available online via  
ScienceDirect (www.sciencedirect.com), the essential 
information resource for over 14 million scientists worldwide.

Visit Elsevier’s booth to meet our publishers in Computer 
Science, discuss with them your requirements and find 
out more about publishing your articles. 

Contact Information 
• James Palser

• Tel: +44 1865 843237

• Email: j.palser@elsevier.com
• Web: www.elsevier.com

STAND: F120

www.eab.org
www.elsevier.com


24

Speaker Profiles

biometrics
EXHIBITION AND CONFERENCE 2013

Exh
ib

ito
r P

ro
files

24

Exhibitor Profiles

biometrics
EXHIBITION AND CONFERENCE 2013

Green Bit S.p.A 
Green Bit, headquartered in Italy, with subsidiaries in 
China, the US and Kazakhstan, offers a complete product 
line of FBI-certified Livescans starting from single finger, 
rolled, 10-print up to palms for Law Enforcement and 
ID Management markets. Green Bit has been in the 
market space since 1997 and has a long track record of 
successful installations worldwide thanks to our strength 
to design and develop high quality, while affordable, 
solutions for all fingerprint-based applications. 

Contact Information 
• Christian Rutigliano

• Tel: +39 011 770 38 42

• Email: c.rutigliano@greenbit.com 

• Web: www.greenbit.com

Hitachi Ltd
Hitachi offers a range of security-related solutions 
including a biometric system based on the award-
winning Finger Vein Authentication system. Hitachi’s 
technology provides a key element of the Identity 
Assurance process by delivering a fast, accurate and 
commercially usable, biometric test of identity.

Contact Information 
• John Gilbert

• Tel: +44 1628 585581

• Email: john.gilbert@hitachi-eu.com

• Web: www.hitachi.eu/veinid/

id3 Technologies
Providing its clients with both hardware and software 
solutions, id3 Technologies is recognized as one 
of the best experts in biometrics and has already 
delivered more than 150 millions licenses of its Mach 
On Card algorithms. Id3’s portfolio includes AFIS 
with multimodal enrollment, Fingerprint SDK (Minex- 
compliant algorithm), and Fingerprint recognition 
modules. Interoperability is a core feature for all of 
them. These technologies target security applications, 
including identity and privacy protection, permissions 
management, e-ID documents readout. 

Contact Information 
• Marc Lavorel

• Tel: +33 (0) 4 76 75 75 85

• Email: marc.lavorel@id3.eu

• Web: www.id3.eu

GenKey 
GenKey is the leading provider of large-scale Biometric 
Identity Management solutions for Elections, Digital 
Healthcare and Identity Management with a focus on 
emerging economies. The solutions comprise all aspects 
ranging from biometric registration, deduplication and 
adjudication, to verification and identification services. 
More than 50 million people have been benefitting from 
these high-quality solutions. GenKey is multinational, 
headquartered in the Netherlands, with further offices in 
Africa (Ghana) and the US (Chicago).

Contact Information 
• Michiel Loeff

• Tel: +31 40 7513911

• Email: info@genkey.com

• Web: www.genkey.com

Fujitsu Technology Solutions
Fujitsu Technology Solutions provides an innovative 
biometric authentication system based on palm vein 
pattern recognition. This award-winning technology 
provides secure authentication for a broad range of 
identity management applications. Visit us at stand F220 
to see demonstrations of this technology.

Contact Information 
• Jhelanie Ahmed

• Tel: +44 (0)1494 520674 / +44 (0)7770 927215

• Email: jhelanie.ahmed@ts.fujitsu.com

• Web: www.fujitsu.com/fts/

Fastcom Technology SA 
SMACS, by Fastcom Technology, are the Swiss-made 
natural complement to any biometry-based identification 
system for efficient access control. SMACS provide 
automatic control against tailgating and piggybacking, 
thus preventing unauthorised access into proected areas. 
Used by many renowned companies around the world, 
SMACS products ensure high security. They can adapt 
to very different environments and allow flexible security 
processes. For instance, in parallel to high security anti-
piggybacking and anti-tailgating, SMACS can manage the 
flow of material and adapt itself to disabled people.

Contact Information 
• Fabrice Moscheni 
• Tel: +41 21 619 0675
• Email: moscheni@fastcom.ch 
• Web: www.fastcom-technology.com

STAND: F220

STAND: F340

STAND: F265

STAND: F125

STAND: F145

STAND: W67
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Lumidigm
Lumidigm Inc., a global authentication solutions company, 
is dedicated to enabling convenient, secure, and reliable 
identification of people, products and credentials. 
Lumidigm’s multispectral imaging technology and 
innovative software work in real world applications for 
those customers that need to know “who” or “what” to 
a high degree of certainty. Call Lumidigm for biometric 
fingerprint sensors and authentication solutions needed 
for banking, healthcare, entertainment and theme parks, 
government and civil ID, and transportation applications.

Contact Information 
• Phil Scarfo

• Tel: +1 505 272 7057

• Email: sales@lumidigm.com

• Web: www.lumidigm.com

Iris ID Systems, Inc.
Since 1997, Iris ID has been the leader and key developer 
and driver of the commercialization of iris recognition 
technology. IrisAccess, now in a fourth generation, is the 
world’s leading deployed iris recognition platform. Whether 
you are looking for a single biometric identification 
solution that leads the industry, or a multi-factor verification 
solution that works with cards, card readers or keypad 
solutions, the IrisAccess platform will meet your needs.

Contact Information 
• Bryan Alexander

• Tel: +1 609 819 4727

• Email: balexander@irisid.com

• Web: www.irisid.com

IEEE Certified Biometrics Professional 
(CBP) Program
IEEE, a leading authority in the advancement of emerging 
technologies, offers online resources vital to researchers 
worldwide. The IEEE Certified Biometrics Professional 
(CBP) is a certification program designed to help meet the 
training, hiring, and evaluation needs of professionals and 
organizations throughout the biometrics industry. The 
CBP exam focuses on the knowledge and skills necessary 
to apply the biometrics professional body-of-knowledge to 
real-world problems and situations.

Contact Information 
• Spring Shen

• Tel: +1 732 981 3448

• Email: info@IEEEBiometricsCertification.org

• Web: www.ieeebiometricscertification.org

M2SYS Technology 
New Connection
With over a decade of experience and millions of end 
users in more than 100 countries worldwide, M2SYS 
Technology provides technology that makes biometric 
software affordable, simple to integrate and inexpensive 
to support. The company continues to innovate, build, 
and deliver leading-edge multi-modal enterprise biometric 
solutions that transform the industry and expand the 
applicability of biometric technology in the marketplace.

Contact Information 
• Mizan Rahman

• Tel: +1 770 393 0986

• Email: mizan@m2sys.com

• Web: www.m2sys.com

MODI Modular Digits GmbH 
New Connection
MODI GmbH is a German company, which has specialised 
in identification products for more than 10 years. Based on 
their proved Adomo® Technology, MODI has designed a 
series of compact facial recognition systems for various 
applications. (EyeDent systems). MODI EyeDent terminals 
are already implemented in several airports. Technical 
competence in the field of biometric facial recognition 
has made MODI an admitted specialist in a number of 
organisations. In the FastPass project of the European 
commission with the aim of harmonization of Europe air-, 
see- and land- borders, MODI is the partner for biometric 
face and iris recognition camera technology.

Contact Information 
• Dieter Klawunder

• Tel: +49 2261 91552 0

• Email: info@modi-gmbh.de

• Web: www.modi-gmbh.de

STAND: B540

STAND: F100

STAND: F135

STAND: F200

STAND: F150

NEC Corporation
NEC Corporation is a Global Fortune 500 company with 
more than 120,000 employees worldwide. NEC has been 
one of the world’s leading organisation in the delivery of 
fully-integrated, high-availability biometric identification 
systems for more than 30 years. The unparalleled 
identification accuracy of NEC’s system coupled with our 
enviable track record in providing the world’s largest 
fingerprint identification systems, for both civil and law 
enforcement makes us uniquely qualified to serve as a 
long-term identification partner.

Contact Information 
• Tel: +81 3 3798 2893
• Email: biometrics@security.jp.nec.com
• Web: www.nec.com/security

STAND: F230



26

Speaker Profiles

biometrics
EXHIBITION AND CONFERENCE 2013

Exh
ib

ito
r P

ro
files

Exhibitor Profiles

Speed Identity AB
Speed Identity is a leading global provider of solutions 
for biometric data capture and enrollment. Our systems 
capture and provide quality assurance for biometric 
facial images, signatures and fingerprints for passports 
and other identity documents, and meet the standards 
set by ISO and ICAO, International Civil Aviation 
Organization. To date, Speed Identity has delivered 
secure, reliable and user-friendly systems in more than 
100 countries worldwide, making Speed Identity the 
partner of choice for both public and private sectors.

Contact Information 
• Claes Bohm 

• Tel: +46 709 414572

• Email: claes.bohm@speed-identity.com

• Web: www.speed-identity.com

Smart Sensors
New product launches from Smart Sensors Ltd: a truly 
mobile multi-modal biometric acquisition and recognition 
device on an Android™ platform, and the Iris Entra™ iris 
recognition hands-free Physical Access Control system. 
Smart Sensors offers cameras, software, know-how and 
licensing so integrators can deploy the precision of iris 
recognition biometrics in cost-effective solutions that 
authenticate each person’s unique ID. Our tools for iris 
feature extraction, biometric key creation and fast-matching 
operate on many product and processor platforms.

Contact Information 
• Louise Brett
• Tel: +44 (0) 1225 388690
• Email: lbrett@smartsensors.co.uk 
• Web: www.smartsensors.co.uk

secunet Security Networks AG
Since its founding in 1996, secunet has been one of 
the leading German IT-Security providers. In close and 
trusted cooperation with German Federal Authorities 
such as the Federal Office for Information Security (BSI), 
secunet has developed solutions in the fields of biometrics 
and eIDs which are now acknowledged as international 
standards. These include the GoldenReaderTool, secunet 
biomiddle and the eID PKI Suite. secunet supports OEMs, 
system integrators and public authorities worldwide in 
implementing flexible enrolment-solutions, verification-
scenarios and border control applications. 

The holistic consulting expertise and solutions that 
are consistently standard-compliant result in highly 
innovative eID-scenarios which meet current and future 
requirements. Customers such as the Federal German 
Police and the Austrian Ministry of the Interior trust in this 
quality “made by secunet”.

Contact Information 
• Georg Hasse

• Tel: +49 201 5454 3087

• Email: georg.hasse@secunet.com

• Web: www.secunet.com

NexID Biometrics LLC
NexID Biometrics provides a software-based, liveness 
detection and spoof mitigation solution for any fingerprint 
scanning device, (i.e., optical, capacitive, pad, swipe). 
In addition to utilizing our Liveness Detection SDK for 
incorporating NexID technology into their scanning devices, 
our customers also rely on NexID professional services 
for analysis and testing of their scanners for vulnerabilities 
against the latest spoofing techniques and materials, and 
offering solutions for mitigating identified vulnerabilities.

Contact Information 
• Mark Cornett

• Tel: +1 315 212 b6621

• Email: mark.cornett@nexidbiometrics.com

• Web: www.nexidbiometrics.com

SRI International Sarnoff
SRI offers field-proven biometric solutions that deliver 
exceptional security without compromising throughput 
or ease of use. From handheld systems to walk-
through portals, the Iris on the Move® (IOM) product 
suite provides indoor/outdoor identity verification at 
unprecedented speeds and distances. SRI’s industry-
leading IOM technology allows aviation authorities to 
accelerate screening processes while increasing overall 
safety.

Contact Information 
• Tel: +1 609-734-2553

• Email: info@sri.com

• Web: www.sri.com

STAND: W65

STAND: F160STAND: F245

STAND: F140

STAND: B520
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Thales Communications and Security
Thales harnesses the latest advances in smartcards, 
biometrics, cryptography and information systems to meet 
customers’ growing security requirements while protecting 
the privacy of new ID document holders. The Thales 
approach to identity management is an end-to-end solution. 
It encompasses everything from collection of biometric 
data from individual citizens (enrolment) through to the 
creation and management of secure ID systems, databases, 
production and personalisation of secure documents, and 
access control systems to authenticate document users as 
part of border control solutions.

Contact Information 
• Pascal Zenoni

• Tel: +33 1 73 32 00 00

• Email: pascal.zenoni@thalesgroup.com

• Web: www.thalesgroup.com

27

Techshino Europe Technology B.V.

New Connection

As a total solution provider, Techshino is a high-tech 
company providing products and services of biometric 
identification (face, fingerprint and iris) and data security. 
With 16 years of experience in the biometric identification 
industry, Techshino has accumulated 6 billion uses 
of devices and 700,000 devices in operation. In 2009, 
Techshino’s core iris recognition algorithm won the 
second place in NICE II. Techshino’s face recognition 
algorithm is ranked 3rd in FRVT 2006 standard.

Contact Information 
• Rui Wang

• Tel: +31 (0) 6 88 81 99 41

• Email: wangrui@techshino.com

• Web: www.techshino.com

STAND: F142
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WCC Smart Search and Match
WCC Smart Search and Match is a leading provider 
of meaningful search and match software. Its flagship 
product, ELISE provides fast and accurate identification, 
authentication and de-duplication using any combination of 
available biographic-, biometric-, and/or any other identity 
related data. ELISE is the most customizable and extensible 
platform of superior quality for delivering meaningful and 
actionable results from high volume of data and transactions.

Contact Information 
• Peter Went

• Tel: +31 30 750 3200

• Email: pwent@wcc-group.com

• Web: www.wcc-group.com

STAND: B510

In partnership

What’s on your 
biometrics checklist? 

www.atkinsglobal.com/communications 
www.facerec.com 

Atkins and Aurora 
offer an infrared facial 
recognition technology 
that can check off all the 
items on your ‘must have’ 
list. It’s user friendly, fast, 
accurate, compliant and 
it’s delivering results today 
at Heathrow Airport.

Visit us on stand W80 to 
find out if our biometrics 
solutions match your 
checklist.

 Fast

 Accurate

 Contactless

 Works in any lighting condition

 Intuitive and easy to use

  Suitable for reduced mobility and 
disabled people

  Applicable for all demographics, 
ages, ethnicities and gender

  Stable performance with or 
without glasses and beards

Vision-Box
Vision-Box is the leading provider of automated border 
control systems and electronic identity and passport 
related enrolment and verification kiosks, which use 
ICAO-compliant standards. The portfolio includes live 
biometric enrolment stations, document verification 
kiosks, digital document dispensers and personalization 
systems, portable and hand held biometric units and 
smart biometric ABC-gates. VB-iShield® is a powerful IT-
platform which enables centralized management. Vision-
Box operates in more than 30 international airports and 
over 2000 systems around the world.

Contact Information 
• Catarina Meleiro

• Tel: +351 21 154 3900

• Email: catarina.meleiro@vision-box.com

• Web: www.vision-box.com

STAND: F130
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Tuesday 15 October 2013
08:00 Coffee & Tea

Mountbatten Room
09.30 Welcome and Conference Opening

James L. Wayman, Research Administrator, San Jose State University, Biometrics 2013 Conference Chairman

09.45 KEYNOTE: The UAE e-Border: A successful border management system using three biometrics
Colonel Barakat Al Kindi, Section Manager, Systems Development Department, Abu Dhabi Police GHQ, 
Abu Dhabi, United Arab Emirates

10.15 KEYNOTE: Automated Border Controls (ABC) and the future of border checks 
Rasa Karbauskaite, Research Officer, Frontex, Poland

10:45 Coffee & Tea

Mountbatten Room Elizabeth Windsor Room
 Biometrics – Securing Identity,  

Facilitating Travel
Mobile Biometrics – The Future is Now

11.15 Session Chairman’s Introduction Session Chairman’s Introduction

11.20 Face, finger and iris for identity management at the 
US Department of State
Greg Ambrose, Director of Consular Systems 
and Technology, Bureau of Consular Affairs, 
Department of State, USA

Online biometric identity assurance
Clive Bourke, Regional Vice President Sales – 
EMEA and APAC, Daon, Ireland

11.50 To boldly go…where many travellers need to go
Joe Flynn, Director, Border and Identity 
Management Services, Accenture, Ireland

Identity Assurance – A vital component of the 
Information Assurance jigsaw
Martin George, CEO, Smart Sensors Ltd, UK  

12.20 Biometric facial recognition assisting with free-
flowing security checks
Hugh Carr-Archer, CEO, Aurora Computer Services 
vLtd, UK, and Nick Whitehead, Airports Development 
Manager, Atkins Ltd, UK

Smart mobile identity: Smartphone technology’s 
position with biometric identity verification
Chuck Yort, VP and General Manager, Identity 
Solutions, AOptix, USA

12.50 Lunch

Mountbatten Room Elizabeth Windsor Room
 Forthcoming Priorities in the  

Government Application of Biometrics
Mobile Biometrics – The Future is Now 
continued

13.45 Session Chairman’s Introduction Session Chairman’s Introduction

13.50 Outsourcing government identity services:  
An innovative, accessible and mobile solution
Tony Mercer, Consultant, Identity Management, 
Border Security and Migration, Tony Mercer 
Associates, UK

Mobile Biometrics – Empowering people
John Adye, Chairman, Identity Assurance 
Systems, UK

14.20 From ‘Old Bill’ to ‘Biometrics Bill’
Mark Crego, Global Lead, Border and Identity 
Management, Accenture, UK

How mobile biometrics is changing the 
landscape and the role of BYOD
Mizan Rahman, Founder and CEO, M2SYS 
Technology, USA

14.50 Innovation at the Finnish police: Moving from 
‘System-centric’ to ‘Person-centric’
Peter Went, CEO, WCC Smart Search & Match, The 
Netherlands and Peter Nevitt, Director and Senior 
Consultant, Hilger-Watts Ltd, UK

Mobile biometrics: Lessons from the past to 
propel future adoption
Yash Shah, SVP, Products and Programs, 
Credence ID, LLC., USA

15:20 Afternoon Tea

Mountbatten Room
Privacy at the Cross Road: A Debate on Frameworks

16.00 As biometrics become part of our daily lives, the issue of privacy and the protection of personal 
identifiable information (PII) such as biometric data is beginning to take centre stage.
This debate will review the pressing issues with respect to privacy and the role of the biometrics industry in 
it. The audience will hear the views of prominent privacy experts that will explain what is at stake and why 
legal frameworks have been difficult to develop so far, and also from industry experts who will give the market 
perspective and the industry concern regarding the chilling effect of over-reaching privacy legislation.
Delegates will also be invited to play an active role in what promises to be an exciting dialogue on the 
future of privacy and the role of the biometrics industry in it.
Session led by: Joseph Atick, Identity Counsel International, Director IBIA Cofounder & Director Emeritus, France
Panellists: Pam Dixon, Executive Director, World Privacy Forum, USA, Carl Gohringer, CEO, Allevate 
UK and Alexander Nouak, Head of the Competence Center “Identification and Biometrics”, Fraunhofer 
Institute for Computer Graphics Research IGD, Germany

17:30 End of Day One
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Wednesday 16 October 2013
08:00 Coffee & Tea

Mountbatten Room

 Biometrics in the Field – Military Applications

09:30 Session Chairman’s Introduction

09:35 Mobile multi-biometric solutions for military use
James Cambier, VP & CTO Iris Technology, Cross Match Technologies Inc., USA

10:05 Multi-modal biometrics in support of NATO operations
Marcel Boogaard, CEO, and Victor van Uitert, Chief Architect, HSB identification, The Netherlands

10:35 Military biometrics
Ian Gascoigne, Senior Biometric Architect, Steria, UK

11.05 Coffee & Tea and Exhibition Viewing 

Mountbatten Room

 Biometrics and Big Data – What Does the Future Hold?

11:30 Session Chairman’s Introduction

11:35 FBI perspectives and initiatives: Biometrics and Big Data analytics
James A Loudermilk II, Senior Level Technologist, Federal Bureau of Investigation, USA

12.05 Role of video analytics in Big Data solutions for public safety
Kris Ranganath, Director, Technology and Solutions, NEC Corporation of America, USA

12:35 KEYNOTE: Identity management in a data-centric world
Joseph Atick, Identity Counsel International, Director IBIA Cofounder & Director Emeritus, France 

13.05 Lunch and Exhibition Viewing

Mountbatten Room Elizabeth Windsor Room

 Biometric Technologies in Focus Voice Verification – Finally Coming of Age?

14.00 Session Chairman’s Introduction Session Chairman’s Introduction

14.05 Next-generation mobile fingerprint sensor 
technology: LES is more
Thomas Buss, Business Development Executive and 
Strategic Advisor, Integrated Biometrics LLC, USA

Speaker to be confirmed

14.35 Iris recognition for outdoor applications
Bobby Varma, Director of Business Development, 
Products & Services Division, SRI International 
Sarnoff, USA 

Voice verification in multi-factor authentication
Daniel Thornhill, Product Manager, Validsoft UK Ltd, 
UK

15:05 Biometrics on the fly: From dream to reality
Laurent Lambert, Product Manager, Safran 
Morpho, France

Voice biometrics enters mass market
Daniel Janulewicz, Vice President Sales, VoiceTrust 
GmbH, Germany

15:35 Afternoon Tea

Mountbatten Room Elizabeth Windsor Room

 Biometric Technologies in Focus Biometrics and Healthcare

16.00 An Overview of the Facial Identification Scientific 
Working Group (FISWG)
Nicole Spaun, Facial Identification Scientific 
Working Group Representative, USA

Health in emerging economies – How biometric 
solutions can help to improve claim handling 
efficiency and reduce fraud
Michiel van der Veen, Chief Executive Officer, 
GenKey, The Netherlands

16:30 Facewatch with Facematch: Coming to a store 
near you
Simon Gordon, Chairman and Founder, 
FaceWatch Ltd, UK and Brian Lovell, Research 
Leader, Advanced Surveillance Group, University 
of Queensland, Australia

Speech title to be confirmed 
Speaker to be confirmed

17:00-
18:30

Evening Drinks Reception
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Thursday 17 October 2013
08:00 Coffee & Tea

Mountbatten Room

09.10 Session Chairman’s Introduction

09.15 KEYNOTE: Title to be announced
Andrew Hopkins, Senior Registration Officer UNHCR Biometrics Programmes, United Nations High 
Commission for Refugees, Switzerland

09.45 Wearing biometrics - Google Glass in aid delivery 
Jonathan Cole, Managing Director, Skotkonung Ltd, UK

10.15 Coffee & Tea and Exhibition viewing

Mountbatten Room Elizabeth Windsor Room

 Facial Recognition to the Fore Innovation in Biometrics

10.45 Session Chairman’s Introduction Session Chairman’s Introduction

10:50 Latest results in face recognition
Patrick Grother, Computer Scientist Supervisor, 
National Institutes of Standards and Technology 
(NIST), USA

What’s trending in biometrics and social 
networking?
Michael Thieme, Vice President, International 
Biometric Group, USA

11:20 Facial recognition – Where to now?
Terry Hartmann, Vice President Security 
Solutions & Industry Applications, Unisys, USA

2D bar code use cases
Philippe Robin, Innovation and Technology 
Director, Thales Communications and Security 
Identity Management, France

11:50 Advances in state-of-the-art face recognition 
solutions in enabling identity
Shizuo Sakamoto, Chief Executive Expert, NEC 
Corporation, Japan

Safe and secure, here, there and everywhere
David Meehan, Lecturer & Researcher, College 
of Engineering & Built Environment, Dublin 
Institute of Technology, Ireland

12:20 KEYNOTE: Title to be announced
Shonnie Lyon, Acting Director, Office of Biometric Identity Management (OBIM), USA

12.50 Lunch and Exhibition Viewing

Mountbatten Room

 Biometrics and Payments – The New e-Commerce

14:00 Biometrics and payments – The key to e-commerce growth
Emma Jackson, Vice President, eBAM and Identity Product Manager EMEA,  Treasury & Trade 
Solutions Citi, UK

14:30 Payment cards, biometrics and mid-range contactless technology: Key results from a six month pilot
Andre Delaforge, Marketing Manager, Natural Security, France

15:00 Is it really about money? Payment and biometrics in the world of alternative payments
Sebastien Taveau, Chief Technology Officer, Validity, USA

15:30 Biometrics Industry Survey 2013 – Biometrics Everywhere and other Key findings
Isabelle Moeller, Chief Executive, Biometrics Institute, UK and Ted Dunstone, Chair, Technical 
Committee, Biometrics Institute, Australia

16:00 Closing Remarks
James L Wayman, Research Administrator, San Jose State University, Biometrics 2013 Conference 
Chairman

16:15 Close of Conference 
Followed by Afternoon Refreshments
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Mountbatten Room:  
Tuesday, 15 October 2013 • Time: 09.30

WELCOME AND 
CONFERENCE OPENING

James L . Wayman, Research 
Adminstrator, San Jose State 
University, USA, and  
Biometrics 2013  
Conference Chair

Biography

Dr Jim Wayman is a research administrator in the Office of  
Graduate Studies and Research at San Jose State University. 
He received his PhD degree in engineering in 1980 from 
the University of California, Santa Barbara, and has 
worked continuously in the field of automated human 
recognition since 1984. In the 1980s, under contract to the 
US Department of Defense, he invented and developed a 
biometric authentication technology based on the acoustic 
resonances of the human head. He joined San Jose State 
University in 1995 to direct the Biometric Identification 
Research Program, serving as Director of the US National 
Biometric Test Center from 1997-2000, reporting to the 
National Security Advisor through the Security Policy Board.

He is co-editor of J. Wayman, A. Jain, D. Maltoni and D. Maio 
(eds) Biometric Systems (Springer, London, 2005), a Fellow of 
the British Institution of Engineering and Technology and the 
Institute of Electronic and Electrical Engineers, a Principal 
UK Expert (PUKE) of the British Standards Institution 
(BSI) national body to the ISO/IEC JTC1 SC37 standards 
committee, the editor of ISO/IEC 19794-13 standard on 
voice data format, editor of the ANSI/NIST Type-11 “Voice 
Data Record”, a founding member of the Scientific Working 
Group for Forensic and Investigatory Speaker Recognition, 
and the former editor (acting) of the 19794-3 Finger Pattern 
Spectral Data Format. 

He represents BSI on the JTC1 Information Technology 
Vocabulary Maintenance Team.  He has previously served 
as a member of the US National Academies of Science/
National Research Council (NRC) “Whither Biometrics?” 
and “Authentication Technologies and their Implications 
for Privacy” committees and served for 4 years on the NRC 
Panel on Information Technology.  He is a technical assessor 
for the National Institute of Standards and Technology 
“National Voluntary Laboratory Assessment Program”, holds 
4 patents in speech processing, has served as a paid advisor 
on automated human recognition to 11 national governments 
and is currently an IEEE “Distinguished Lecturer”.

biometrics
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Mountbatten Room:  
Tuesday, 15 October 2013 • Time: 10 .15

Biography
Rasa Karbauskaite joined 
Frontex RDU in 2006. She 
manages the Automated 
Border Control (ABC)  
project at Frontex and 
leads the ABC Working 
Group, which is tasked with 
the elaboration of best-practice 
guidelines for ABC. Prior to joining Frontex, Rasa 
worked at DePaul University (United States) on 
research projects related to US-Mexico migration 
and immigrants in the labour force. She holds a MA 
in International Studies (United Sates) and a BA in 
Social Geography (Lithuania). She holds a certificate in 
Military Operational Research from Cranfield Academy 
(United Kingdom) and a diploma in Geodemography 
from Charles University (Czech Republic). Her 
research interests include automated border controls, 
vulnerability assessment and risk management of 
biometric systems, standardization and border control.  

Presentation Synopsis
• Increased mobility and related challenges 

at the borders.

• New opportunities and risks of automation.

• EU policy perspectives and the future of 
border checks.

• Frontex initiatives in the field of ABC.

Automated Border 
Controls (ABC) and the  
future of border checks
Rasa Karbauskaite, Research Officer,  
Frontex, Poland

OPENING KEYNOTE ADDRESS

Mountbatten Room:  
Tuesday, 15 October 2013 • Time: 09 .45

Biography
Colonel Barakat Al-Kindi, is Head of Systems 
Development in the Abu Dhabi Police and Vice-General 
Manager of Alrwoad Company (The privatization 
technology arm of the Abu Dhabi Police). He has more 
than 18 years of experience in the IT domain and a 
Master’s Degree in Information Technology from 
Australia.

His field of knowledge includes: Project Management, 
application development, biometric technologies.

He is the head of the e-Border committee, and is 
responsible for iris recognition system projects and 
several other internal security applications implemented 
for the Abu Dhabi Police.

Colonial Al-Kindi also heads several committees related 
to the Ministry of Interior e-government initiative, 
Border control automation (e-Border Project), GCC 
project for exchanging traffic information, and other 
internal and regional projects related to security. 

Presentation Synopsis
• UAE e-Border system using three biometrics.

• Iris, face and fingerprint biometrics integrated into 
a single system.

• Simplified, single visit automated process.

The main objective of the new UAE e-Border system 
is to streamline the identification and flow of travelers 
through immigration and borders using Machine 
Readable passports/ePassports, or the UAE ID card 
as the identification token. The system provides 
border control using three biometrics: Iris, face and 
fingerprints.

The target was to integrate all biometric-related 
technologies into one single system and validate the 
use of multi-biometrics for traveler flow processing at 
UAE airports. The e-Border comprises an e-counter 
and e-gate, where the registration and verification of 
travelers can be done in one visit and can be used by 
any traveler. 

The UAE e-Border: A successful 
border management system 
using three biometrics
Colonol Barakat Al-Kindi, Section Manager, 
Systems Development Department,  
Abu Dhabi Police, GHQ,  
United Arab Emirates

OPENING KEYNOTE ADDRESS
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Mountbatten Room:  
Tuesday, 15 October 2013 •  Time: 11 .10

Session: Securing Identity, 
Facilitating Travel

Face, finger and iris for identity management at the US Department of State
Gregory D . Ambrose, Chief Information Officer, Bureau of Consular Affairs and Director for the Office 
of Consular Systems and Technology, US Department of State, USA

Biography
Greg Ambrose is the Chief Information Officer for the 
Bureau of Consular Affairs (CA) and the Director for the 
Office of Consular Systems and Technology (CST). His 
organization plans, develops, implements, and maintains 
all of the IT systems that support CA’s critical diplomatic 
and Foreign Service missions at 30 domestic operation 
centers and 270 foreign posts worldwide. Mr Ambrose 
serves as principal advisor to CA’s Assistant Secretary and 
the Deputy Assistant Secretaries on all matters related to 
IT systems, services and data that support CA operations 
of visa, passport, and overseas citizenship services; the 
Department’s Border Security Program, as well as data 
and reporting systems required for the management of the 
Bureau.

Mr Ambrose joined CA from the National Protection 
and Programs Directorate (NPPD), United States Visitor 
and Immigrant Status Indicator Technology (US-VISIT) 
program (recently renamed the Office of Biometric Identity 
Management), at the Department of Homeland Security 
(DHS). As the Chief Information Officer/Assistant Director, 
he led the day-to-day operations and enhancements for 
both the Automated Biometric Identification System 
(IDENT) and the Arrival and Departure Information System 
(ADIS).

While at US-VISIT, Mr Ambrose managed an IT budget 
exceeding $180M and led over 300 federal and contract 
employees responsible for performing system operations, 
software development, information security, testing and 
deployment activities. The results of his close coordination 
with various law enforcement, national security, and 
intelligence communities, helped ensured that key DHS 
missions focusing on border security and management, 
as well as enforcing and administering immigration laws, 
were successfully supported.

Prior to US-VISIT, Mr Ambrose worked at the Department 
of Defense (DOD), where he led the development, 
integration, and modernization teams for the Defense 
Travel System, an extensive web-based travel management 
system that interfaces with more than 40 external systems 
and supports 1.5 million users. His DOD tenure also 
included managing a team of computer scientists and 
engineers in design, systems engineering, and information 
assurance activities under DISA’s Program Executive Office 
for Command and Control Systems.

Mr Ambrose holds a Master’s degree in information 
systems technology and Chief Information Officer 
Certification from The George Washington University. 
He also earned a bachelor’s degree in computer science 
from Franklin University and a bachelor’s degree in 
business administration from Robert Morris University. 
Mr Ambrose is a member of the Defense Acquisition 
Corps and has earned level III certification in program 
management; systems planning, research, development, 
and engineering – systems engineering; and test and 
evaluation engineering. He is also a level III certified 
acquisition professional as both a program manager and a 
test and evaluation manager.

Presentation Synopsis
• US Department of State face recognition system.

• Experience from enrolling over 230 million visa and 
passport images.

• Multi-modal biometrics and fusing modalities.

The United States Department of State is responsible 
for issuing passports to US citizens and visas to visitors 
and immigrants. To ensure the security of our borders, 
the Department employs biometrics and other identity 
discovery and management technologies to verify and 
credential applicants, as well as to detect potential fraud 
and identify those who may pose a threat to the US.  

Over the past decade, the Department’s face recognition 
(FR) system has enrolled over 230 million visa and passport 
images. Applicants’ images are searched against legacy 
and watch list images, and the results are reviewed by 
human examiners. Thousands of fraudulent applicants 
and many unlawful activities were identified using this 
biometric. Fingerprint and, in some cases, iris recognition, 
are also used to screen visa applicants. As datasets of 
biometric templates grow with travel document applicants, 
multiple biometrics can help maintain accuracy and 
address keeping response times for large at-scale systems 
to a minimum. Multiple biometrics makes it harder to 
create a fraudulent identity and ‘covers the bases” for 
biometric capture for all members of a population. Fusing 
modalities is a priority that will pay off in the future.

biometrics
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Mountbatten Room:  
Tuesday, 15 October 2013 • Time: 11 .50

Session: Securing Identity, 
Facilitating Travel

To boldly go... where many travellers need to go
Joe Flynn, Director, Border and Identity Management Services, Accenture, Ireland

Biography
Joe Flynn is a Director within Accenture’s Global Border 
& Identity Management team. With a strong technology 
background, he has deep experience working on national 
programs for governments worldwide, having worked on 
security projects with governments in the UK, EU, Ireland, 
Israel, South Africa and Australia. Projects included national 
identity, welfare, eVisa, Police, border control and biometrics.

Presentation Synopsis
We may still be light years away from the teleportation 
capabilities of Star Trek’s transporter room, but there is 
little doubt that the exponential rise of travelers accessing 
and exiting European Union borders demands a new way of 
facilitating both trade and travel.  Joe Flynn from Accenture 
discusses:

• How advances in automated recognition systems and 
the adoption of electronic passports has resulted in 
faster, cost effective, accurate, and secure options for 
border clearance.

• The latest trends in border clearance automation: 
eGates with liveness detection, multiple biometric 
modalities, and remote monitoring to provide secure, 
rapid, and cost effective immigration processes; 
Register Traveller schemes to vet and reduce the 
unknown population; and Entry/Exit schemes where 
biometric verification can achieved with minimal 
operator or subject interaction.

• Where automation is working today: practical 
examples of how some agencies/vendors are 
managing automated border clearance as a service 
and where “face in the crowd” technologies can seek 
out far more than the trekkies’ ‘new life and new 
civilizations.’

We believe automated border clearance is the answer to 
managing the demands of increased trade and travel – and 
helps border agencies avoid the equivalent of the immortal 
words, “Scotty, we need more power.”

Mountbatten Room:  
Tuesday, 15 October 2013 • Time: 12 .20

Session: Securing Identity, 
Facilitating Travel

Biometric facial recongnition assisting with free-flowing security checks
Hugh Carr-Archer, CEO, Aurora Computer Services, UK, and Nick Whitehead, Airports Development 
Manager, Atkins, UK

Biographies
Hugh Carr Archer’s career started in education (1970 
– 1989) as a teacher, deputy head, and deputy Chief 
Education Officer. In 1989 he became Executive Chairman 
of SIMS Ltd and grew the company to be the leading 
provider of management information systems in the UK 
to Schools, Colleges and the local authorities. Following 
a trade sale to Capita plc in 1994, Hugh stayed on for a 
further three years. In 1999 he joined Aurora and has 
subsequently overseen the growth of the company. In 
2007 he was elected Chairman of the Biometrics Group 
of Intellect (the largest UK trade association for the IT, 
Security and Telecoms Industry). Hugh has also been 
closely involved with the project that has led to the 
adoption of face recognition by BAA at Heathrow airport.

Nick Whitehead is currently working as the Airports 
Development Manager for Atkins. He has worked in 
software development and system integration for over 
25 years, working in both Defence and Commercial 
environments. The roles Nick has completed have allowed 
him to combine operational assessment of client needs 
with a sound understanding of what can be delivered 
within a cost–benefit framework. During the last 6 years 
Nick has focused on Identity Assurance within the Airport 
Sector, directing teams that have delivered solutions to 
European Airports. 

Presentation Synopsis
• Existing technology/applications.

• Colour-IR comparisons – verifying live images to 
passport images – security benefits.

• Intended future developments, Border Control and 
beyond (Colour–Colour comparison).

IATA’s (the International Air Transport Association) Global 
Passenger Survey, revealed that most travelers are 
receptive to the ideas of using biometrics during the border 
control process. By 2020, IATA envisage that a passenger 
will be able to flow through border checkpoints without 
interruption unless advanced technology identifies a 
potential threat. Atkins and Aurora have been working with 
IATA in 2012/13.

Aurora and Atkins are already working together to improve 
the passenger process in Terminals 1 and 5 in Heathrow. 
Since early 2012, the upgrade of Atkins Passenger 
Authentication Scanning System (PASS) to include Aurora’s 
Infrared Facial Recognition System, has increased the 
certainty with which identification is made, improving 
security and the overall passenger experience at the 
airport.

In February 2013 Heathrow’s Terminal 1 passengers were 
invited to take part in a two month self-boarding trial with 
South African Airways. This incorporated our existing 
technology with an automated gate.

With the technology already at a level where it is accepted 
both at industry level and by the public, the next step 
is to incorporate biometric facial recognition into other 
scenarios where high security and/or regulated flow of 
large numbers of people is required; including but not 
restricted to border control. 
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Tuesday, 15 October 2013 •  Time: 11 .20

Session: Mobile Biometrics –  
The Future is Now

Online biometric identity assurance
Clive Bourke, Regional Vice President Sales – EMEA and APAC, Daon, Ireland

Biography
With 13 years’ experience in biometrics, Clive Bourke 
has worked across many aspects including engineering, 
product development and commercialisation. He has 
in-depth knowledge of the biometric and identity arena.  
With over 20 years international experience in enterprise 
and public sector solutions, he brings significant domain 
knowledge, consulting experience and a track record in 
taking multiple first-of-a-kind projects from concept to 
completion.

Presentation Synopsis
• Feedback from an Identity Provider within the US 

NSTIC Pilot program.

• Discussion on the role of biometrics in the Identity and 
Attribute Provider models.

• Review of the mobile biometric authentication impact 
for business. 

This talk will focus on the trends related to online identity 
assurance anchored by multi-modal biometrics. It will 
include an update on the Daon-led pilot for the US National 
Strategy for Trusted Identities in Cyberspace program, an 
examination of the approach to enabling online services for 
governments and to increasing security and ease of use for 
commercial services with the Identity Assurance/Identity 
Provider (IDP) model and will also assess the business 
implications related to mobile biometric authentications.

Elizabeth Windsor Room:  
Tuesday, 15 October 2013 •  Time: 11 .50

Session: Mobile Biometrics –  
The Future is Now

Identity Assurance – A vital component of the Information  
Assurance jigsaw
Martin George, CEO Smart Sensors Ltd, UK

Biography
Martin George is CEO of Smart Sensors Limited, based at 
the University of Bath’s Innovation Centre. The company 
has developed a class-leading, independent set of 
algorithms for iris biometrics, with particular application to 
the field of mobile and small-footprint biometrics. Recently, 
the company has collaborated in the development of low-
cost, pocket-size iris capture cameras. Smart Sensors does 
business by licensing its algorithms to OEM equipment 
makers and to ID Systems Integrators, providing a variety 
of tools and analytics through which its customers can 
deploy the capability.

Holding a Master’s degree in Engineering from Cambridge 
University (UK), Martin has a strong background in systems 
and strategy consulting, specialising in the commercial, 
human factors and operations impact of ID technologies, 

including video analytics, RFID, smart cards and biometrics 
used in identity determination, protection and tracking 
applications. He has worked with clients including BAE 
Systems plc, Motorola Inc, ARM and Cambridge University 
Engineering Department, and has extensive experience of 
developing business around the incubation and licensing of 
Intellectual Property.

Presentation Synopsis
• When is cyber security not enough?

• What can biometrics add to the picture?

• Three key use cases in mobile devices.

• Principles of protecting Personal Identifiable 
Information (PII).

• Significant business opportunities.
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Elizabeth Windsor Room:  
Tuesday, 15 October 2013 •  Time: 12 .20

Session: Mobile Biometrics –  
The Future is Now

Smart mobile identity: Smartphone technology’s position with biometric 
identity verification
Chuck Yort, VP and General Manager, Identity Solutions, AOptix, USA

Biography
Chuck Yort has overall responsibility for the growth of 
AOptix’s Identity Solutions business, which includes the 
Insight family of products and Smart Mobile Identity. 
Chuck joined AOptix from Minerva Networks, a profitable 
TV-over-IP solution developer for pay TV service 
providers, where he was the Vice President of Marketing 
and Strategic Alliances. Prior to that, Chuck was the 
Vice President and General Manager of B2B Solutions at 
Plantronics, Inc. While at Plantronics, he led the growth of 
its flagship newly formed business unit, reaching over $500 
million in revenue in three years. Chuck also served as 
Vice President, General Manager, Business & Government 
at Palm Inc. In addition, Chuck has held management 
positions at start-ups such as Venturi Wireless and Polyfuel, 
as well as technology leaders such as 3COM and HP.

Chuck earned a BSE in Engineering from Princeton 
University and a Masters in Business Administration from 
Stanford.

Presentation Synopsis
• Era of Smart Mobile Identity.

• Needs for identity verification: including public 
safety and border management, national and civil 
identification programmes humanitarian aid and 
disaster relief, defense and healthcare.

• Requirement for portable and connected computing 
capability.

The remarkable advancements of smartphones and iris, 
fingerprint and facial biometrics have introduced the era of 
Smart Mobile Identity – a new category of identity verification 
that is accurate, intuitive and non-intrusive. It’s the ideal 
solution for a range of applications in which biometric identity 
verification is already used or was previously impractical, 
cost-prohibitive or impossible.

In his presentation, Chuck will address today’s wide-ranging 
needs for identity verification: public safety and border 
management, national and civil identification programs, 
humanitarian aid and disaster relief, defense and healthcare 
all require some form of identity verification. These industries 
require highly portable, yet connected, computing capability. 
They benefit greatly from the familiarity of the smartphone, 
the vast array of available apps, and the ability to easily 
develop customized apps to enhance and streamline the 
service to be delivered.

Today’s smartphones offer customized capability for nearly any 
application. Their versatility, paired with ease of use, allows 
smartphones to provide an ideal platform to deploy biometrics 
systems. Following the recent introduction of AOptix Stratus, 
the first mobile identity solution made for iPhone, Chuck will 
share his perspective on how Smart Mobile Identity is poised 
to revolutionize biometric identity verification.

Mountbatten Room:  
Tuesday, 15 October 2013 • Time: 13 .50

Session: Forthcoming Priorities in the 
Government Application of Biometrics

Outsourcing government identity services: An innovative, accessbile and 
mobile solution
Tony Mercer, Consultant, Identity Management, Border Security and Migration, Tony Mercer Associates, UK

Biography
Tony Mercer is a former Senior Civil Servant specialising 
in border security, migration and identity management, 
who has successfully directed two major transformation 
programmes involving the integration of biometric 
technology:  Biometric Visas and Identity Cards for 
Foreign Nationals. Tony has a background in operational 
management, outsourcing of government identity 
services and the strategic development of integrated and 
intelligence-led border, visa and in-country border and 
immigration systems.  In 2010, he was awarded the US 
Congressional Medal for Outstanding Public Service in 
support of the Department for Homeland Security. 

Presentation Synopsis
• Biometric technology an increasing feature of cross- 

government identity management strategies worldwide.

• Challenges around resources, infrastructure, 
technology and costs.

• The outsourcing of biometric identity services leads to 
innovative operational solutions and opportunities for 
industry.

As Governments worldwide address the challenges and 
opportunities around rapidly increasing international 
travel and migration, they place ever more reliance on 
individual identity to keep their country safe but open for 
business. The requirement to collect biometric data as part 
of this process presents a challenge in itself. Resource and 
infrastructure constraints have led to innovative strategies 
involving outsourced and mobile solutions managed by 
commercial service providers. The market for outsourced 
identity services is big and growing. It now covers visas, 
residence permits, migration management programmes, 
national identity cards, driving licence and verification for 
access to public services. The providers of these services 
increasingly recognise the need to develop partnerships 
with leading biometric technology providers; some have 
begun to develop their own solutions. The presentation will 
look at the growth of this market and the extent to which 
it allows governments and other organisations (such as 
UNHCR) to collect the data they require, whilst providing 
a secure, accessible and mobile biometric service at a 
reasonable cost. It will also explore its future development 
and the opportunities for industry.  
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Join us on  
Wednesday 16 October  
for our Exhibition Reception  
at Biometrics 2013  
17:00-18:30 and enjoy  
a glass of wine whilst  
browsing the exhibition...

Sponsored by:

Mountbatten Room:  
Tuesday, 15 October 2013 • Time: 14 .20

Session: Forthcoming Priorities in the 
Government Application of Biometrics

From “Old Bill” to “Biometrics Bill”
Mark Crego, Global Lead, Border and Identity Management, Accenture, UK

Biography
Mark Crego is the global lead for Border and Identity 
Management in Accenture. He is an Accenture Certified 
Master Technology Architect with specialized skills in 
biometrics, identity management, eBusiness, database, 
and legacy systems modernization.

Since arriving at Accenture in 1998, he has also most 
recently served as lead architect on the India Unique ID 
Aadhaar program and chief architect of US-VISIT/IDENT, 
the identity management system for the US Department 
of Homeland Security. Mark was responsible for the US-
VISIT architecture that implemented competitive fusion, 
reducing overall vendor costs by 60%, scaled US-VISIT 
from 7 million to over 120 million subjects, and decreased 
error rates significantly. 

He has also led Accenture’s Identity & Access 
Management service line, the eBusiness architect of the 
United States Postal Service, the legacy systems model 
lead for IBM, the North American director of the Global 
Billing Association and the chairman of the Spectrum 
Institute for Legacy Systems Modernization.

Mark has over 23 years of systems engineering and 
management experience, including 12 in identity 
management and biometrics. 

Presentation Synopsis 
Forever associated with the sleuthing genius and large 
magnifying glass of the fictional Sherlock Holmes, 
techniques such as fingerprinting captured from criminals 
or suspects, have been used at scale since the 1980s.  But 
although biometric records were a breakthrough for police 
investigations, more recently, the wider benefits of using 
biometrics to improve security, convenience, and inclusion 
in society—efficiently and at reduced cost—are being widely 
recognized. Mark Crego from Accenture discusses:

• How maturing technologies are now bridging the 
gap between the “promises” of the benefits of facial 
recognition and biometrics.

•  Where mobile, remote, and other biometric systems are 
aiding law enforcement agencies globally. For instance, 
while the United Kingdom riots showed how social media 
can be used for criminal intent, the police can adopt those 
same tools and techniques to foil the perpetrators.

• “Real world” examples around the biometrics impact on 
the management of prisoners in police custody and in 
the running of large events to ensure public safety. 

Hear how biometric solutions are reinventing policing – 
whether in investigations, or in custody, watch listing, or 
surveillance matters.
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Mountbatten Room:  
Tuesday, 15 October 2013 • Time: 14 .20

Session: Forthcoming Priorities in the 
Government Application of Biometrics

Innovation at the Finnish police: Moving from ‘System-centric’ to 
‘Person-centric’

Peter Went, CEO, WCC Smart Search & Match, The Netherlands, and Peter Nevitt, Director and Senior 
Consultant, Hilger-Watts Ltd, Hilger-Watts Ltd, UK

Biographies
Peter Went is the Chief Executive Officer of WCC, where 
his role is to oversee the company’s operations in The 
Netherlands and the United States.

Prior to WCC, Peter Went held a number of leadership 
positions with different high technology companies. He 
served as CTO of Quality System Development, which 
developed and marketed an integrated banking system for 
European banks. He also was Founder & CEO of UniSoft, 
where he orchestrated the company’s expansion into 
Prague.

Being an internationally recognized expert in Identity 
Management systems, Mr Went is a frequent speaker at 
international conferences. Mr Went was recently awarded 
the ID People Trailblazer Award, for his contribution to 
the integration of biographic and biometric identification 
capabilities. 

Peter Nevitt has held number senior roles within the 
industry, including Director and Global leader for 
Oracle Corp Industry Business Unit in Justice and Public 
Safety, where he led the global JPS strategy for Oracle, 
supporting customers and partners globally. He was 
responsible for the introduction of a holistic, integrated 
information system for the Police market to replace the 
many individual applications and systems that are typically 
found.  This approach has been successfully implemented 
in the Finnish National Police, and other European Police 
forces are adopting this transformational approach. 

Previously Peter was the CIO/Director of ICT of Interpol 
at General Secretariat in Lyon, where he worked closely 
with police executives in many countries, to encourage 
the adoption of information systems for international 
cooperation and collaboration. He led the modernisation 
of all information and communications systems at Interpol, 
including the i-24/7 global intelligence sharing network 
now serving 190 member countries and the General 
Secretariat. 

During the previous twenty-five years, Peter served at 
senior levels in the UK police service, occupying a range 
of operational posts including:

• Territorial Commander for all Police operations in 
Essex Police;

• Head of Special Branch – counter-terrorism and 
internal security team, including close liaison with 
internal and external security services;

• Head of Corporate Support Department;

• Head of Communications and Operations.

Presentation Synopsis
• Unifying IT systems at the Finish Police

• Migration from ‘system centric’ to ‘person-centric’

A few years ago the Finnish police embarked on a 
revolutionary journey to integrate its disparate IT-systems 
into a single unified system.

The idea was introduced by Peter Nevitt, then Director 
Justice and Public Safety at Oracle and with an extensive 
background with the police. The whole concept boils down 
to transforming police IT from ‘system centric’ to ‘person 
centric’.

Conventionally, police forces have many systems, ranging 
from an AFIS system for fingerprints, a mug shot system for 
pictures, a car registration system, gun registration system 
etc.  The new system will be built around just four primary 
object types: People, Objects, Locations and Events (POLE).

Each object type then holds all the information the 
police has on the object. So the person object will hold 
biographic data, biometric data, family and friend ties, 
related locations (e.g. addresses), related objects (e.g. cars, 
guns) etc.

This presentation by Peter Nevitt and Peter Went is about 
the journey, how the idea came about, the compelling 
arguments and the high-level solution architecture.

40biometrics
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Tuesday, 15 October 2013 • Time: 13 .50

Session: Mobile Biometrics –  
The Future is Now

Mobile biometrics – Empowering people
Sir John Adye, Chairman, Identity Assurance Systems, UK

Biography

Sir John Adye was in British Government service in charge 
of a broad range of security and intelligence activities for 
more than thirty years. His most recent official position was 
as Director of Government Communications Headquarters 
(GCHQ), counterpart of the US National Security Agency. 
On retirement from government service he was Chairman 
of the Country Houses Association in England. He joined 
the Board of the US National Biometric Security Project 
(NBSP) in 2003, and since then has been actively involved in 
promoting a systematic approach to the international use of 
biometrics for human identification. He has been Chairman 
of Identity Assurance Systems (IdAS) since 2010.

Presentation Synopsis

• At present it is difficult and dangerous for people to 
prove their identity on the internet.  

• Advances in systems design enable the secure mobile 
use of biometrics, which can offer people safe, easier 
access to a wide range of services and protect their 
personal privacy.

• Global systems architecture and standard procedures 
are also needed to link mobile devices safely with 
commercial and government services that people 
choose to use.

Currently, it is not easy or safe to establish identity for 
access to services on the internet. People don’t know 
what risks they take when providing credentials or other 
personal information, and most don’t use them securely. 
Companies and governments that provide services 
also incur large financial losses or security damage 
from people’s exposure in this largely uncontrolled 
environment. Such risks particularly apply to smart  
phones and other mobile devices.

Systems using biometrics can greatly to reduce these 
problems, since biometric credentials are securely tied to 
each individual, and cannot be lost or easily stolen. So far it 
has been difficult to establish the use of biometrics for this 
purpose, but recent advances in systems design will now 
enable these obstacles to be overcome. 

A comprehensive standards-based design is also required 
for this purpose, enabling people to use biometric 
credentials for secure internet access on different devices, 
to applications and services which they choose to use at 
each level of trust. Guidance on mobile biometrics is being 
prepared in the international standards organisation (ISO), 
and companies such as Identity Assurance Systems (IdAS) 
are working on systems that can securely link people’s 
mobile devices and the widely distributed services they 
need to access in the global economy.

41 biometrics
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Elizabeth Windsor Room:  
Tuesday, 15 October 2013 • Time: 14 .50

Session: Mobile Biometrics –  
The Future is Now

Mobile biometrics: Lessons from the past to propel future adoption
Yash Shah, Senior Vice President, Credence ID, Credence ID, USA

Biography
Yash Shah co-founded Credence ID, LLC. in mid-2012. 
Credence ID specializes in mobile, multi-modal biometric 
solutions principally targeted towards large civil programs. 
Prior to Credence ID, he served as the International 
Program Director at L-1 Identity Solutions for 4 years, and 
led several high visibility ID programs such as the Mobile 
biometric identification program in Saudi Arabia and 
Unique ID (Aadhaar) program in India. Over the years, 
Mr Shah has been involved in the development of many 
mobile ID products, and has applied the technology to 
create solutions for border security, empowerment of the 
marginalized, and consumer applications. 

Mr Shah holds a MS in electrical engineering with emphasis 
on biometrics from West Virginia University.  

Presentation Synopsis
• Jarring product experience: As users have begun to 

perform complex functions with child-like intuitiveness 
on smartphones and tablets, their expectation from 
mobile ID products has changed forever. Hence the 

lack of similar experience on mobile ID products causes 
a jarring experience thereby increasing resistance.

• Identity empowers multiple applications: However, 
today’s mobile ID products are single-application; they 
typically target one use-case or another, but just one. 
It is unrealistic to expect a business correspondent in a 
remote village to carry a product for banking and one 
for social insurance and another for food subsidies, etc.   

• Importance of an eco-system:  Solutions around mobile 
ID can quickly run into scalability and management 
issues without a cohesive eco-system, e.g. seamless 
upload/download data, regular software updates, fleet 
tracking, etc. 

There is no doubt that adoption of Mobile ID has begun 
accelerating around the world, especially in developing 
countries. However, in order for mobile ID to ‘Stick & Scale’ 
in large deployments, we will have to do more than merely 
‘cost-reduce’ current products. During the talk we will 
review following key ‘gaps’ identified by early adopters of 
mobile ID solutions and present ways of overcoming the 
above challenges and exploring areas of product innovation.

Elizabeth Windsor Room:  
Tuesday, 15 October 2013 • Time: 14 .20

Session: Mobile Biometrics –  
The Future is Now

How mobile biometrics is changing the landscape and the role of BYOD
Mizan Rahman, Founder and CEO, M2SYS Technology, USA

Biography
v is Founder and CEO of M2SYS Technology, which he 
established in 1998. Mizan oversees the strategic and 
operational interests of the company worldwide, combining 
his software engineering experience and entrepreneurial 
leadership with comprehensive international market 
intelligence to solve customer problems through identity 
solution ingenuity. He has successfully shepherded the 
growth of M2SYS as a global force in identity management, 
pioneering the development and launch of Bio-Plugin™ 
biometric middleware and Hybrid Biometric Platform™, a 
multi-modal biometrics system that supports fingerprint, 
finger vein, palm vein and iris recognition – both of which 
were recognized by Frost and Sullivan through prestigious 
awards for their design innovation.

Mizan has extensively traveled throughout the world 
sharing his domain experience and success methodologies 
through numerous speaking engagements at conferences 
and symposiums around the world. He continues to be 
recognized for his innovation and leadership in the field 
of biometric identification technology, most recently 
as recipient of “Technology Innovator of the Year” by 
InfoWorld. His proficiency and insight is widely sought 
after by journalists throughout the world and he has been 
interviewed many times for leading industry publications 
and resource journals. 

Presentation Synopsis
• Project administration: Mobile biometric authentication 

is replacing traditional hardware infrastructure in the 
BYOD era, creating notable project administration 
efficiencies and increased utility.

• Price: The rise of BYOD has significantly lowered 
the price point of biometric projects by replacing 
antiquated hardware with more flexible and affordable 
capture devices.

• Return on Investment: BYOD will completely alter 
biometric identification project resource allocations 
creating greater savings, efficiencies, and a stronger 
return on investment.

Market opportunities for mobile biometric authentication 
and identification are opening up amidst the universal push 
for bring-your-own-device (BYOD). Biometric enrollments 
for large- and small-scale deployments are fundamentally 
changing from the traditional cumbersome and restrictive 
hardware device infrastructure, to more agile, portable, 
innovative mobile devices that offer more utility and are 
less dependent on obsolete power sources. The rise of 
mobile biometric authentication will have a profound 
impact on the administration and use of biometric 
hardware in the field, and the technology is proven to be 
a perfectly suitable substitution that promises to create 
greater efficiency and value.

The advent of mobile biometric identification and 
authentication will become more prevalent as a component 
or add-on to devices, and fundamentally change the way 
that end users utilize the technology. There is a shift change 
occurring across the biometric industry landscape from 
bulky and inefficient laptop/desktop project administration 
to the flexibility of mobile devices, which present significant 
advantages but must be managed and protected with the 
same level of scrutiny and diligence. Mobile biometric 
authentication will positively impact the accelerated growth 
of BYOD initiatives and allow for more efficient and reliable 
enrollment and identification of end users.
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Tuesday, 15 October 2013 • Time: 16 .00

Session: Privacy at the Cross Roads:  
A Debate on Frameworks

Privacy at the Cross Roads: A Debate on Frameworks
Session led by: Joseph Atick, Chairman, Identity Counsel International, Director IBIA Cofounder & Director Emeritus, France

Panelists: Pam Dixon, Executive Director, World Privacy Forum, USA; Carl Gohringer, CEO Allevate, UK, and Alexander 
Nouak, Head of the Competence Center “Identification and Biometrics”, Fraunhofer Institute for Computer Graphics 
Research IGD, Germany

As biometrics become part of our daily lives, the issue 
of privacy and the protection of personal identifiable 
information (PII) such as biometric data is beginning to 
take centre stage. The issue grows even deeper when 
biometrics is viewed in the context of social media and 
other over-sharing sensors such as Google Glasses and 
smart mobile devices, and it points to a potential crisis 
that could negatively impact the biometric and identity 
industry.

Currently there is lack of coherence as to an approach 
for industry’s responsible behavior that can protect the 
legitimate concerns of individuals regarding their privacy 
and their free will yet that does not rob the world from the 
benefits brought about by recent technological progress. 
Some are calling for omnibus legislation to regulate PII (as 
has been happening with the European privacy activity), 
others see value in legislating only certain types of 
sensitive information (such as financial and health records 
without necessarily addressing biometrics data), while 
yet others advocate for self-regulation with or without 
governmental supervision (similar to what appears to be 
the trend in the USA with FTC acting as the supervisory 
body).  What has become clear is that there is no ‘one-
size-fits-all’ when it comes to privacy; local variations 
in expectations and social norms are pushing for the 
emergence of different types of legal frameworks in 
different parts of the world. Of course this magnifies the 
challenge that the global players in the industry face as 
it points to the need for harmonization of data protection 
practices across jurisdictions, over and above what ends 
up happening within each territories.

This debate on privacy has been designed to address 
these issues and many more as it takes place against 
this background. The audience will hear the views of 
prominent privacy experts that will explain what is at stake 
and why legal frameworks have been difficult to develop 
so far.

The audience will also hear from industry experts who 
will present the market perspective and the industry 
concern regarding the chilling effect of over-reaching 
privacy legislation in what promises to be an exciting and 
interactive dialogue on the future of privacy and the role 
of the biometrics industry in it.

Biographies
Dr Joseph Atick is a recognized identity industry veteran, 
having been involved in the space since its inception 
more than 20 years ago through a series of companies 
that he co-founded and led as President and CEO from 
the early development phase through validation and 
commercialization. These include Visionics, Identix, and 
L-1 Identity Solutions, until the latter was acquired by 
Safran Morpho in July 2011. Shortly after that, he founded 
the Identity Counsel, a strategic consultancy and advisory 
forum, which provides counsel to CEOs, company boards, 
investors, governments and international development 
organizations on strategic, operational and policy matters 
related to all aspects of identity. Dr Atick is the cofounder 
and director emeritus of the International Biometrics 
and Identification Association, representing the leading 

companies in the space. He is a frequent chairman for 
conferences in the sector and is a highly sought after 
speaker at industry events and a frequent commentator in 
the media. He also testifies frequently before international 
governmental bodies on issues related to privacy and the 
responsible use of identity technologies. Dr Atick holds a 
PhD in Mathematical Physics from Stanford University.

Pam Dixon founded the World Privacy Forum in November 
2003. An author and a researcher, she has consistently 
broken critical new ground in her work. She has written 
highly respected and influential studies in the area of 
privacy, including the impactful Medical Identity Theft 
report that named this crime for the first time and led to 
new understandings about health privacy and technology. 
Dixon is a lead drafter on the joint mobile app privacy 
voluntary code for the US Department of Commerce NTIA 
Multistakeholder process with civil society and industry. 
Recently, Dixon has completed more than 7 months of 
original research work in Asia focusing on technology 
and privacy; in particular, biometric ID systems in use or 
development.  Her most recent book, Online Privacy, was 
published in 2011/2012 by ABC-CLIO books. Dixon was 
formerly a research fellow with the Privacy Foundation 
at Denver University’s Sturm School of Law, where she 
worked with privacy and security technologist Richard M. 
Smith. Her books include titles for Random House/Times 
Books, among other major publishers. 

Carl Gohringer is the founder of Allevate, a company that 
works with law enforcement, intelligence and government 
agencies to enhance public safety by ensuring positive 
identification through the application of biometric and 
identification technology. He has significant experience 
with identification and public safety technologies including 
databases, PKI and smartcards, and has spent the past 10 
years enabling the deployment of biometric technologies 
to infrastructure projects. 

Alexander Nouak is head of the Competence Center 
“Identification and Biometrics” of the Fraunhofer Institute 
for Computer Graphics Research IGD in Darmstadt, 
Germany. He is responsible for the acquisition, 
management, and control of various applied research 
and development projects. His department staff currently 
consists of seven scientists, and several guest researchers 
and student research associates. 

Alexander Nouak was last coordinator of the project BEST 
Network funded within the 7th framework for research 
programme by the European Commission. Before that he 
was responsible for “Research and Technology” within the 
Integrated Project “3D Face” funded within the 6th FRP 
that aimed for unattended border control. He is an active 
member of the DIN NIA 37 working group on biometrics as 
well as a contributor to the WG5 on “Biometric testing and 
reporting” of ISO/IEC JTC1 SC37. Since 2009, Alexander 
Nouak is a certified Common Criteria Evaluator (CC 3.1) 
and a member of IEEE. As a member of the Gesellschaft für 
Informatik (GI) he participates in the steering committee of 
the special group BIOSIG. Alexander Nouak is co-founder 
and chair of the European Association for Biometrics. 
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Wednesday 16 October 2013
08:00 Coffee & Tea

Mountbatten Room

 Biometrics in the Field – Military Applications

09:30 Session Chairman’s Introduction

09:35 Mobile multi-biometric solutions for military use
James Cambier, VP & CTO Iris Technology, Cross Match Technologies Inc., USA

10:05 Multi-modal biometrics in support of NATO operations
Marcel Boogaard, CEO, and Victor van Uitert, Chief Architect, HSB identification, The Netherlands

10:35 Military biometrics
Ian Gascoigne, Senior Biometric Architect, Steria, UK

11.05 Coffee & Tea and Exhibition Viewing 

Mountbatten Room

 Biometrics and Big Data – What Does the Future Hold?

11:30 Session Chairman’s Introduction

11:35 FBI perspectives and initiatives: Biometrics and Big Data analytics
James A Loudermilk II, Senior Level Technologist, Federal Bureau of Investigation, USA

12.05 Role of video analytics in Big Data solutions for public safety
Kris Ranganath, Director, Technology and Solutions, NEC Corporation of America, USA

12:35 KEYNOTE: Identity management in a data-centric world
Joseph Atick, Identity Counsel International, Director IBIA Cofounder & Director Emeritus, France 

13.05 Lunch and Exhibition Viewing

Mountbatten Room Elizabeth Windsor Room

 Biometric Technologies in Focus Voice Verification – Finally Coming of Age?

14.00 Session Chairman’s Introduction Session Chairman’s Introduction

14.05 Next-generation mobile fingerprint sensor 
technology: LES is more
Thomas Buss, Business Development Executive and 
Strategic Advisor, Integrated Biometrics LLC, USA

Speaker to be confirmed

14.35 Iris recognition for outdoor applications
Bobby Varma, Director of Business Development, 
Products & Services Division, SRI International 
Sarnoff, USA 

Voice verification in multi-factor authentication
Daniel Thornhill, Product Manager, Validsoft UK Ltd, 
UK

15:05 Biometrics on the fly: From dream to reality
Laurent Lambert, Product Manager, Safran 
Morpho, France

Voice biometrics enters mass market
Daniel Janulewicz, Vice President Sales, VoiceTrust 
GmbH, Germany

15:35 Afternoon Tea

Mountbatten Room Elizabeth Windsor Room

 Biometric Technologies in Focus Biometrics and Healthcare

16.00 An Overview of the Facial Identification Scientific 
Working Group (FISWG)
Nicole Spaun, Facial Identification Scientific 
Working Group Representative, USA

Health in emerging economies – How biometric 
solutions can help to improve claim handling 
efficiency and reduce fraud
Michiel van der Veen, Chief Executive Officer, 
GenKey, The Netherlands

16:30 Facewatch with Facematch: Coming to a store 
near you
Simon Gordon, Chairman and Founder, 
FaceWatch Ltd, UK and Brian Lovell, Research 
Leader, Advanced Surveillance Group, University 
of Queensland, Australia

Speech title to be confirmed 
Speaker to be confirmed

17:00-18:30    Evening Drinks Reception
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Wednesday, 16 October 2013 • Time: 09 .35

Session: Biometrics and the Military

Mobile multi-biometric solutions for military use
James Cambier, VP & CTO Iris Technology, Cross Match Technologies, Inc., USA

Biography

Dr James Cambier is VP and CTO, Iris Technology at Cross 
Match Technologies and oversees hardware and software 
technology development related to iris recognition. 
He has over 30 years of experience in applying image 
processing to problems in military mapping, medical 
imaging, industrial automatic inspection, and biometrics. 
Prior to joining Cross Match he served as VP Research 
and CTO at Iridian Technologies, a provider of software 
solutions in iris recognition technology.

Dr Cambier has participated in the standards development 
work of the US M1 Committee on Biometrics and the 
ISO/IEC SC37 Biometric Standards committee, where he 
served as editor of the ISO/IEC 19794-6 standard on iris 
data interchange.   

He holds a BS degree in electrical engineering from 
the University of Missouri and MS and PhD degrees in 
electrical engineering from the University of Rochester. 

Presentation Synopsis

• Ruggedized multi biometric handhelds for military 
applications.

• Sunlight tolerant biometric sensing in mobile devices.

• Iris quality metrics and emerging quality standards.

Biometric capture and recognition devices have a 
number of military applications, including establishing 
the identity of enemy combatants, controlling access to 
facilities, and screening individuals seeking employment 
or other types of relationships with military units. Most, 
if not all, applications share a number of demanding 
requirements: including portability; ability to operate in 
outdoor environments; resistance to moisture, dust, shock, 
and vibration; functionality to support on-board quality 
assessment, data storage and matching; and provision of 
very intuitive, easily learned user interfaces. These devices 
must maintain high image quality in these demanding 
environments to ensure the best matching results.  

In this presentation we will describe physical design 
features that impart ruggedness and environmental 
robustness to a device. We will cover technical topics 
pertinent to several of these requirements, in particular 
the capture of finger and iris images outdoors in direct 
sunlight, implementation of iris quality metrics conformant 
to emerging quality standards, and design of a user 
interface that facilitates rapid iris image capture. 

Mountbatten Room:  
Wednesday, 16 October 2013 • Time: 10 .05

Session: Biometrics and the Military

Multi-modal biometric in support of NATO operations
Marcel Boogaard, CEO, HSB identification, The Netherlands, and Victor van Uitert, Chief Architect, HSB 
identification, The Netherlands

Biographies

Marcel Boogaard is CEO of HSB identification, The 
Netherlands. Working in the identification industry for 
almost 15 years, he has been involved in many large scale 
ID programs and biometric solutions for immigration, law 
enforcement, voter registration, healthcare organizations 
and NGO’s in Europe, Africa and the USA. 

Victor van Uitert is Chief Architect at HSB identification. 
He designed and led the implementation of several 
identification systems, including biometric voter 
registration and de-duplication, border control systems 
and extensible multi-modal biometric capture and 
identification solution.

Presentation Synopsis

• Enhancing proof of identity in operations by using 
multiple biometrics: fingerprints, iris, face, speaker 
verification and DNA.

• Building a universal architecture to share biometric 
information between national organizations.

• Developments in matching strategies for identity 
checks.

For many years biometrics has been used in military 
operations to identity people for various purposes. 
Fingerprints, face and iris biometrics are captured in the 
field. However, the success rate of identification is very 
much dependent on the quality and amount of collected 
information, and the accuracy and speed of the matching 
process.

This presentation will discuss new developments in central 
multi-modal matching; the use of new technologies, such 
as  speaker verification and DNA matching, as well as the 
architecture of a universal ABIS architecture. 

From a NATO perspective, next to technological 
innovations, the success of biometric systems is critically 
dependent on the ability to share data between partner 
nations, maximizing the opportunity for finding matches 
and extracting intelligence. The latest developments in 
standardization are discussed, as well as the construction 
of a universal solution for automated sharing, using pre-
negotiated parameters for routing, filtering and respecting 
national legal caveats. 



Speaker Profiles

S
pea

k
er P

ro
files

Mountbatten Room:  
Wednesday, 16 October 2013 • Time: 10 .35

Session: Biometrics and the Military

Military biometrics
Ian Gascoigne, Senior Biometric Architect, Steria, UK

Biography

Since joining Steria in 1997, Ian Gascoigne has been 
employed in a variety of technical and delivery roles in the 
provision of services and support to the UK Ministry of 
Defence (MoD). After becoming Service Manager for the 
UK Ministry of Defence Biometric Data Capture System 
(BDCS), a solution developed by Steria that revolutionised 
the way in which access  control to secure sites on 
deployed operations is managed  

Ian has grown the role significantly. He has recently been 
appointed as the Steria Senior Biometric Architect and 
is the design authority for the provision of systems and 
services that meet a range of client biometric and identity 
management requirements. 

Presentation Synopsis
• Challenges of military application of biometrics

• Biometric Data Capture System (BDCS)

• Access control for secure sites

Military Biometrics presents a range of different challenges 
for users, system designers and system integrators 
compared with normal peacetime environments.  Biometric 
Data Capture System (BDCS) is a solution developed 
by Steria for the UK Ministry of Defence, and has been 
used on military operations since 2004. The system has 
revolutionised the way in which access control to secure 
sites used by the British Armed Forces is managed. This 
presentation will draw on Steria’s unique experience 
from using, designing and supporting the system since its 
inception.  

Elizabeth Windsor Room:  
Wednesday, 16 October 2013 • Time: 11 .35

Session: Biometrics and Big Data –  
What Does the Future Hold?

FBI perspectives and initiatives: Biometrics and Big Data solutions for 
public safety
James A . Loudermilk II, Senior Level Technologist, Federal Bureau of Investigation, USA

Biography
James Loudermilk is a member of the US National Science 
and Technology Council’s Subcommittee on Biometrics 
and Identity Management, which he co-chairs. He 
serves on the FBI Biometric Steering Committee. He is 
an advisor to the Scientific Working Group on Speaker 
Identification. He envisioned and launched the Rapid DNA 
initiative in 2007. He is currently leading a major issues 
study on Video and Still Analytics. He entered on duty 
in July 1996 as the FBI’s first Senior Level employee, and 
was the executive responsible for design, development, 
installation, and transition to operations of the Integrated 
Automated Fingerprint Identification System (IAFIS). He 
also served as FBI Chief Architect, Chief IT Strategist, 
Deputy Chief Technology Officer, and Assistant Director 
of the IT Operations Division. Loudermilk holds Bachelor’s 
and Master’s Degrees in Mathematics and the Degree of 
Applied Scientist in Communications Engineering.

Presentation Synopsis
• A central concern of law enforcement is identification 

and attribution; biometrics plays a crucial role.

• Biometric systems are intrinsically difficult to scale, 
posing massive data volume, storage, and analytic 
demands.

• Looking forwards, there are additional modalities 
and capabilities needed with significant adoption 
considerations.

National level biometric identification systems are used 
by criminal justice, the military, and for pre-employment 
and licensing background screening for suitability. Due to 
their underlying nature, the size of the repositories, and the 
number of comparisons that must be made in very short 
periods, they present complex issues of big data ingestion, 
storage, and analytics. Unlike access control and entry/exit 
systems, for some of the major modalities, templates alone 
cannot be extracted and sent from the point of collection. 
The complete image must be submitted and maintained, 
often for periods measured in decades. These factors result 
in large, complex, and costly systems; which becomes a 
major consideration when considering the adoption of 
additional modalities.
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Session: Biometrics and Big Data –  
What Does the Future Hold?

Role of video analytics in Big Data solutions for public safety
Kris Ranganath, Director, Technology Solutions, NEC Corporation of America, USA

Biography
Kris Ranganath has over 27 years of experience solutions 
engineering with emphasis in public safety and biometrics 
technologies. At present, he is working at NEC Corporation 
of America as Director of Technology and Solutions. Kris 
is in charge of new product development, R&D, technical 
promotion, and solution engineering. 

Prior to this, he was the CTO of NEC Government and 
Public Global Solution Division (GPGSD). GPGSD provides 
biometrics-enabled public safety solutions around 
the world using multiple solution centers in different 
geographic regions. Kris has also served as director of 
engineering at NEC Corporation of America, where he 
led the development of NEC IntegraID AFIS product line, 
and he was one of the lead architects of NEC’s new multi-
biometrics software matching engine. Kris has participated 
in several biometrics solution designs globally for law 
enforcement and civil agencies. He actively participates 
in standards specifications and has presented in GSA, 
IAI, BCC, IJIS, UK biometrics and several other global 
biometrics conferences. He strives at integrating the latest 
innovative technologies to address current and future public 
safety requirements.

Presentation Synopsis
• Overview of Big Data solutions for public safety 

applications.

• Role of biometrics and video analytics technology in Big 
Data solutions.

• Offline and real-time video analysis to enhance public 
safety.

Public agencies have access to immense amount of recorded 
media. Today, ever-expanding video surveillance networks, 
smart phones, and social media sites continue to contribute 
overwhelming data that is simply archived. Progress in 
video analytics technologies, biometrics technologies, and 
Big Data solutions are now enabling public agencies to 
extract useful intelligence from this data. Public agencies 
can effectively use the analytics generated by processing 
this media through Big Data solutions to address both public 
safety and public convenience.

This presentation explains the role of biometrics in Big Data 
solutions, advances in video analytics technologies, and 
typical applications that public agencies can use to enhance 
public safety.
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Biography
Dr Joseph Atick is a 
recognized identity  
industry veteran, having 
been involved in the space 
since its inception more 
than 20 years ago through a 
series of companies that he co-
founded and led as President and 
CEO from the early development phase  
through validation and commercialization. These 
include Visionics, Identix, and L-1 Identity Solutions, 
until the latter was acquired by Safran Morpho in  
July 2011. 

Shortly after that, he founded the Identity Counsel, 
a strategic consultancy and advisory forum, which 
provides counsel to CEOs, company boards, investors, 
governments and international development 
organizations on strategic, operational and policy 
matters related to all aspects of identity. Dr Atick is the 
cofounder and director emeritus of the International 
Biometrics and Identification Association, representing 
the leading companies in the space. He is a frequent 
chairman for conferences in the sector and is a highly 
sought after speaker at industry events and a frequent 
commentator in the media. He also testifies frequently 
before international governmental bodies on issues 
related to privacy and the responsible use of identity 
technologies.

Dr Atick holds a PhD in Mathematical Physics from 
Stanford University.

 

Presentation Synopsis
• Where identity technologies are heading in this 

data-centric world.

• How changing societal notions about identity will 
impact the identity management industry.

• What technological, legal and policy choices can 
be made to drive towards responsible outcomes 
and continued relevance in society.

Identity is currently passing through a period of 
hyper change, the likes of which we have never seen 
before. Our notions of identity are rapidly changing, 
the needs for managing it in daily life are becoming 
more compelling, the technology to do it is becoming 
more scalable and widely accessible, and the sources 
of data that can inform identity knowledge are 
proliferating and becoming richer with the passage 
of time. This climate was created through the 
convergence of many technological advances that are 
leaping ahead of societal notions and expectations 
about identity. These include the profound changes 
in the way human relations and communications 
are now conducted via social media platforms, as 
well as the emergence of hyper-mobility and hyper-
connectivity. In this modern society, humans are 
transforming into mobile transactional identities, 
increasingly dependent on having convenient and 
secure proxies in order to conduct the business of 
their daily lives. Increasingly in their actions they 
are leaving behind a worrisome by-product, in 
the form of an audit trail which, in its totality, can 
provide an invasive insight into an individual that can 
be exploited by big data, threatening free-will and 
privacy.

In this presentation, Dr Atick will give a vision for the 
next frontiers for identity and will outline the exciting 
opportunities for the industry that can emerge 
from the commitment to methods of responsible 
management of human identity that will empower its 
actions, without robbing it of its humanity.

Identity management in a  
data-centric world
Joseph Atick, Chairman Identity Counsel 
International, Director IBIA Cofounder &  
Director Emeritus, Director IBIA Cofounder  
& Director Emeritus, France

KEYNOTE ADDRESS
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Session: Biometric Technologies  
in Focus

Next-generation mobile fingerprint sensor technology: LES is more
Thomas Buss, Business Development Executive and Stragetic Advisor, Intregrated Biometrics LCC, USA

Biography

Thomas Buss joined Intevgrated Biometrics in June of 
2012 to assist them in defining their technology and 
business development strategies for their newly emerging 
leadership LES fingerprint capture technologies.

Prior to joining Integrated Biometrics, Tom had retired 
from a 12-year career at Cross Match Technologies, where 
he played key business development roles in the creation 
and introduction of the most successful products in the 
history of the Company, which includes the Guardian 10 
print fingerprint scanner product primarily used by the 
Department of Homeland Security and Department of 
State and also the SEEK hand held multimodal enrollment 
and identification product, which currently is the product 
of choice in the DOD market space. 

Prior to joining Cross Match Technologies,  Tom worked 
at Motorola Inc. for 26 years in the communications 
industry, holding various positions as General Manager, 
Operations Manager, Business Unit manager, Product 
Manager, and various Engineering management positions. 
He has extensive experience in technical management, 
manufacturing, field deployment, customer development, 
and service.  Mr Buss received his BSEE from the 
University of Illinois and his MBA from Nova University. 

Presentation Synopsis
• Barriers to advancing the reach of Biometric enrolment 

and identification technologies to smaller, lighter, faster 
and more ubiquitous mobile platforms.

• LES is MORE’ (explains how LES technology addresses 
current barriers).

• Applications for the use of LES technology based 
mobile platforms.

The current limitations of high quality ‘certified’ fingerprint 
capture technology presents severe barriers to addressing 
the constant need for smaller, lighter, faster, more robust 
and more affordable mobile devices. The new LES (light 
emitting sensor) technology from Integrated Biometrics 
represents a paradigm shift for the industry and specifically 
addresses all current technology limitations. The talk will 
explain the new technology, compare it to the leading 
technology in use today, and give examples of where it is 
being designed into newly emerging multi-modal mobile 
and portable biometric platforms

Mountbatten Room:  
Wednesday, 16 October 2013 • Time: 14 .35

Session: Biometric Technologies  
in Focus

Iris recognition for outdoor applications
Bobby Varma, Director of Business Development, Products & Services Division, SRI International Sarnoff, 
SRI International Sarnoff, USA

Biography

Bobby Varma is Director of Business Development of 
Products and Services division at SRI Princeton. In her 
current role, she is accountable for leading ‘Iris on 
the Move’ products into Global security markets. Her 
responsibilities include development and implementation 
of long-term growth sales strategies while creating new 
business opportunities for near term sales.  Her current 
focus is on structuring business alliances with commercial 
and government entities across the world and educating 
the market on iris domain applications.

Varma holds her MS in Biomedical Science from Drexel 
University and BS in Biochemistry from Rutgers. She is a 
member of Association of the United States Army,  
National Defense Industrial Association, and 
Findbiometrics Association.

Presentation Synopsis
• Why iris compared to other biometrics?

• Advantages of Iris on the Move (IOM) products in 
outdoor environments.

• Case studies using IOM products.

This presentation will explain the challenges of deploying 
biometric products for use in outdoor applications. Due to 
variations in outdoor lighting, temperature, and humidity 
conditions, the performance of the most biometric systems 
degrades dramatically.

With decades of expertise in biometrics and patented Iris 
on the Move® technology, SRI International Sarnoff has 
developed a suite of iris recognition systems that work in 
harsh outdoor environments. These systems range from 
handheld mobile devices to walk-through portals for a wide 
variety of applications.  

Today, the deployment of this outdoor suite of products 
provides new opportunities in the highly competitive, 
security- and performance-driven, physical access control 
marketplace. We will explain how iris recognition for 
outdoor applications improves physical security, reduces 
fraud, and manages controlled populations in several case 
studies.
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Mountbatten Room:  
Wednesday, 16 October 2013 • Time: 16 .00

Session: Biometric Technologies  
in Focus

Session: Biometric Technologies  
in Focus

Biometrics on the fly: From dream to reality
Laurent Lambert, Product Manager, Safran Morpho, Safran Morpho, France

An Overview of the Facial Identification Scientific Working Group (FISWG)
Nicole Spaun, Facial Identification Scientific Working Group Representative, USA

Biography

Laurent Lambert has held various positions over the the 
past 10 years within Morpho. His current post is to define 
and manage the route to market for products involving 
either e-border identity operationnal requirements or 
leading edge biometric technology involving face, finger 
and/or iris and security such as ‘on the fly’ biometric 
products.  Over the past year, he has also been involved 
in mass biomeric enrolment (face and fingerprint) and 
verification solutions for the French e-passport.

Before joining the Border Control Programme 
Department, he held various positions in the Research 
and Technology Department, including working on 
the development of core biometric algorithms (face, 
fingerprints and iris) and being responsible for the 
development of biometric-associated operational 
functionality: fake finger detection; uniqueness detection 
in e-gates and different business environments (acces 
control, border control etc.).

Biography

Dr Nicole Spaun is the Biometrics Program Manager for 
Headquarters, US Army Europe in Wiesbaden, Germany, 
where she supports biometrics for intelligence and 
protection of forces. She received a Bachelor’s degree 
in Planetary Science from Boston University and then 
her MS and PhD in Geological Sciences from Brown 
University. As a postdoctoral associate at NASA’s Ames 
Research Center, she continued her doctoral research 
studying the moons of Jupiter by utilizing image analysis 
of Galileo mission data. Moving to the Federal Bureau 
of Investigation in 2003, Dr Spaun used her image 
analysis skills as a forensic examiner, specializing in 
photogrammetry and biometrics. She focused on the 
manual comparison of imaged people, developing 
training materials for human reviewers of the output 
of biometric systems. Dr Spaun continues to focus 
on user training, as well as the utilization and fusion 
of multiple modalities. Dr Spaun is a member of the 
Facial Identification Scientific Working Group and the 
Component Command Exploitation Working Group.    

 Presentation Synopsis

• Definition of ‘on-the-fly’ technology.

• Focus on ‘time to acquire’.

• Example of products.

• Don’t forget standards compliance.

• Perspective, challenges and new horizons.

Effortless, contactless, ‘on-the-fly’ biometric technologies 
have been promised by the industry for several years. So, 
what can be achieved by such technologies now? What 
is the current technical status and the main advantages 
that they bring? For which use cases can they be applied: 
border control, enrolment, flow management, access 
control, time and attendance? How can we make the best 
out of on-the-fly biometrics technologies? 

Presentation Synopsis
The mission of FISWG is to develop consensus standards, 
guidelines and best practices for the discipline of image-
based comparisons of human features, primarily face, 
as well as to provide recommendations for research and 
development activities necessary to advance the state of 
the science in this field.

FISWG focuses on: 

• The methodologies of comparing human features in 
images (both manually and automated).

• The training and proficiency of human practitioners.

• And the design and evaluation of facial recognition 
systems depending on use case. 
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Session: Biometric Technologies  
in Focus

Facewatch with Facewatch: Coming to a store near you
Simon Gordon, Chairman and Founder, FaceWatch Ltd, UK, and Brian Lovell, Research Leader, Advanced 
Surveillance Group, University of Queensland, Australia

Biography

Simon Gordon founded Facewatch in April 2010 with 
a team of senior business colleagues. The inspiration 
came from seeing how complex and time consuming the 
interface between businesses and the police had become; 
in particular with the delivery of CCTV evidence. He 
is Executive Chairman of Facewatch and proprietor of 
Gordon’s Wine Bar in London; he was also Chairman of 
the Charing Cross Safer Neighbourhoods ward panel for 
two years. Simon is a qualified Chartered Accountant, and 
formerly the Finance Director of the Skandia UK group, 
managing £10bn of assets. 

Brian C . Lovell was born in Brisbane, Australia in 1960. He 
received a BE in electrical engineering Honours I) in 1982, 
a BSc in computer science in 1983, and a PhD in signal 
processing in 1991: all from the University of Queensland 
(UQ). Professor Lovell is Project Leader of the Advanced 
Surveillance Group and the Research Leader of the Security 
and Surveillance Group in the School of ITEE, University 
of Queensland. He served as President of the International 
Association of Pattern Recognition 2008-2010, and is a Fellow 
of the IAPR, Senior Member of the IEEE, Fellow of the IEAust, 
and voting member for Australia on the Governing Board of 
the International Association for Pattern Recognition since 
1998. Professor Lovell was Program Co-Chair of ICPR2008 in 
Tampa, Florida, General Co-Chair of ACPR2011 in Beijing, and 
is General Co-Chair of ICIP2013 in Melbourne. His Advanced 
Surveillance Research Group works with port, rail and airport 
organizations, as well as several national and international 
agencies to identify and develop solutions addressing 
operational and security concerns. 

Presentation Synopsis
• Facewatch: solving the problem of low-level crime and 

safer cities. 

• Facematch: cloud-based noncooperative face 
recognition for CCTV. 

• Facewatch and Facematch: Partners in crime solving.

Facewatch is a free image sharing and online reporting 
system for low-level crimes in shops, hotels and licensed 
premises. In the UK, Facewatch is the only fully police-
approved online crime reporting and image sharing system 
for low-level crime in shops, licensed premises, hotels and 
other businesses. In 2013, Facewatch teamed with Imagus 
and The University of Queensland’s Advanced Surveillance 
Research Team to provide advanced cloud-based non¬-
cooperative CCTV face recognition services to Facewatch 
clients and police. The Advanced Surveillance Group has 
won numerous international awards for their CCTV-quality 
face recognition systems, including the prestigious Best 
CCTV System of 2011 at IFSEC for their face-in-the-crowd 
system (via a commercial partner). The presentation will 
show how Facewatch plus Facematch is an extremely 
powerful tool to reduce low-level crime and may now be 
extended to investigate major crimes such as terrorist 
attacks utilizing crowd-sourced visual information from 
mobile phones and social media.  

Facewatch with Facematch is currently being rolled out 
across Australia and the USA with the enthusiastic support 
of major police agencies.   

Elizabeth Windsor Room:  
Wednesday, 16 October 2013 • Time: 14 .35

Session: Voice Verification –  
Finally Coming of Age?

Voice verification in multi-factor authentication
Daniel Thornhill, Product Manager, Validsoft UK Ltd, Validsoft UK Ltd, UK

Biography
Daniel Thornhill is the Product Manager for ValidSoft. 
He has worked for ValidSoft for over 7 years, 
helping to establish the company as a world leader in 
telecommunications-based authentication. Daniel is 
responsible for ValidSoft’s multi-factor authentication 
platform and has been key in delivering this as a 
commercial proposition, as well as ensuring innovation is at 
the forefront of his team’s focus. Prior to joining ValidSoft, 
Daniel worked for British Telecommunications Plc (BT) 
at their research labs, Martlesham Heath. Completing 
his career with BT as the Lead Test & Diagnostics 
Solution Designer for their industry leading 21C IP-based 
telecommunications network. Before this, he held a 
number of significant technical roles providing him with 
an extensive telecommunications background. Daniel has 
as strong background in delivering IT solutions in complex 
environments, coupled with a strong understanding of 
telecommunications and related technologies. 

Presentation Synopsis
• The rise of cybercrime and why there is a need for 

voice biometrics.

• Voice Biometrics used for authentication and 
transaction verification.

• Why Voice over any other form of biometric.

As the convergence towards the smart phone crystallizes, 
the need for security is paramount, and telecommunications 
is at the core of the capability. ValidSoft offers world-class 
telecommunications-based security solutions to secure 
all banking channels, custom-built for the new mobile 
landscape. At the heart of our security model is a focus 
on real-time ‘invisible’ authentication and transaction 
verification utilising state-of-the-art voice biometrics. The 
use of voice biometrics forms an integral part of the multi-
factor authentication approach. As the only dynamic form 
of biometrics, voice is used to secure at a high level without 
compromising the consumer experience, providing a 
flexible solution for use for smartphones and feature phones 
alike.  As advocates of frictionless or low-friction security 
(to the user), ValidSoft see the voice as a natural way of 
securely authenticating users across a number of banking 
channels. ValidSoft’s patent pending technology is unique, 
and ValidSoft remains the only the security software vendor 
that offers context-aware voice biometrics model as part 
of a dynamic solution. Included in a number of security 
techniques is a full enrolment module, liveness validation, 
replay and synthesis-attack mitigation, as well as pseudo 
device theft detection. The VALid-SVP™ product also utilises 
more advanced techniques to ensure the integrity of voice 
verification in real-world usage. Our aim is to allow the user 
to transact securely in the manner they wish to operate 
within in the most frictionless way. 
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Session: Biometrics and Healthcare  

Health in emerging economies – How biometric solutions can help to 
improve claim handling efficiency and reduce fraud
Michiel van der Veen, CEO, GenKey, GenKey, The Netherlands, and Marcel Boogaard, CEO, HSB 
identification, The Netherlands

Biography

Michiel van der Veen is Chief Executive Officer of GenKey. 
In 2008, with a first round investment, Michiel founded 
priv-ID BV as a spin-off from Philips. In 2011, to accelerate 
the further growth, he successfully concluded the merger 
between priv-ID and GenKey and became the CEO of 
GenKey Group. Under Michiel’s leadership, GenKey, 
with offices in the Netherlands, USA and Ghana, has 
now grown to become the market leader for large-scale 
biometric identity solutions used in National Elections, 
National Health Schemes and National ID projects.

Prior to GenKey, Michiel worked at Royal Philips 
Electronics, where he was responsible for biometric 
developments. In 2007 and 2008, Philips awarded him the 
distinguished employee award and the entrepreneurship 
award, respectively.

Michiel holds MSc and PhD degrees in Geophysics from 
the University of Utrecht (the Netherlands), and the Swiss 
Federal Institute of Technology ETH Zurich (Switzerland), 
respectively.

Marcel Boogaard is CEO of HSB identification, The 
Netherlands. Working in the identification industry for 
almost 15 years, he has been involved in many large scale 
ID programs and biometric solutions for immigration, law 
enforcement, voter registration, healthcare organizations 
and NGO’s in Europe, Africa and the USA. 

Presentation Synopsis
• Digital healthcare: a solution for emerging economies?

• How to address identity theft and fraud in healthcare 
and medical claim systems?

• Case study about implementation of biometric 
solutions in Ghana’s national health insurance system.

Emerging countries are progressively introducing national 
health insurance schemes or improvements to their health 
systems to provide access to affordable quality health 
services for all citizens, independent of their financial 
situation. Although the implementation of health insurance 
schemes has been successful in many countries, some 
challenges frequently remain, such as poor data integrity, 
limited membership authentication at service providers, 
and manual vetting of claims. As a result, medical identity 
theft and fraud are widespread, which is a concern for 
healthcare providers and scheme members, as well as 
health insurance organizations. In this session, we will 
explain how these challenges could be addressed by 
introducing a biometric identity management solution into 
the system.

Recently, Ghana’s National Health Insurance Scheme 
(NHIS) introduced biometric member ID cards and 
electronic biometric-based claim processing to combat 
abuse and fraud within their program. By presenting 
this case study, we will illustrate how adopting biometric 
technology into healthcare and medical claim systems can 
prevent medical fraud and identity theft, while enhancing 
patient safety and the efficiency of the claim-handling 
system.

Elizabeth Windsor Room:  
Wednesday, 16 October 2013 • Time: 15 .05

Session: Voice Verification –  
Finally Coming of Age?

Voice biometrics enters mass market
Daniel Janulewicz, Vice President Sales, VoiceTrust GmbH, Germany

Biography
Daniel Janulewicz has over 25 years Sales and Business 
Development experience in the high-technology sector. 
Focused on large and complex telecommunications 
solutions with market sector development in finance/
banking, hospitality and other verticals in international 
markets (North and South America). Daniel joined 
VoiceTrust in March 2013 as Vice President Sales.

Presentation Synopsis 
• Evolution of voice biometrics

• New capabilities on the supplier, new demands on the 
customer side.

• Deployment examples and outlook.

Over the past decade voice biometrics has established in 
the companies’ internal Helpdesks, automating Password 
Resets. Enabled by innovations on the supplier side, like 
the combination of text-dependent with text-independent 
Voice Biometrics, and issues on the customer side, like the 
increasing amount of passwords, Voice Biometrics is now on 
the way to settle also in customer facing call centres. From 
thousands of users the deployments are growing to millions 
of users. Voice Biometrics deployments have to be easy to 
use, enough accurate, protected against replay attacks and 
financially beneficial. VoiceTrust’s Proof-of-Life ™ projects 
give an example of such mass market deployments. In 
emerging countries a proof to be still alive and in the country 
can’t be safer provided as by biometrics and because of 
the widely spread mobile phones easier implemented as by 
Voice Biometrics.
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Thursday 17 October 2013
08:00 Coffee & Tea

Mountbatten Room

09.10 Session Chairman’s Introduction

09.15 KEYNOTE: Title to be announced
Andrew Hopkins, Senior Registration Officer UNHCR Biometrics Programmes, United Nations High 
Commission for Refugees, Switzerland

09.45 Wearing biometrics - Google Glass in aid delivery 
Jonathan Cole, Managing Director, Skotkonung Ltd, UK

10.15 Coffee & Tea and Exhibition viewing

Mountbatten Room Elizabeth Windsor Room

 Facial Recognition to the Fore Innovation in Biometrics

10.45 Session Chairman’s Introduction Session Chairman’s Introduction

10:50 Latest results in face recognition
Patrick Grother, Computer Scientist Supervisor, 
National Institutes of Standards and Technology 
(NIST), USA

What’s trending in biometrics and social 
networking?
Michael Thieme, Vice President, International 
Biometric Group, USA

11:20 Facial recognition – Where to now?
Terry Hartmann, Vice President Security 
Solutions & Industry Applications, Unisys, USA

2D bar code use cases
Philippe Robin, Innovation and Technology 
Director, Thales Communications and Security 
Identity Management, France

11:50 Advances in state-of-the-art face recognition 
solutions in enabling identity
Shizuo Sakamoto, Chief Executive Expert, NEC 
Corporation, Japan

Safe and secure, here, there and everywhere
David Meehan, Lecturer & Researcher, College 
of Engineering & Built Environment, Dublin 
Institute of Technology, Ireland

12:20 KEYNOTE: Title to be announced
Shonnie Lyon, Acting Director, Office of Biometric Identity Management (OBIM), USA

12.50 Lunch and Exhibition Viewing

Mountbatten Room

 Biometrics and Payments – The New e-Commerce

14:00 Biometrics and payments – The key to e-commerce growth
Emma Jackson, Vice President, eBAM and Identity Product Manager EMEA,  Treasury & Trade 
Solutions Citi, UK

14:30 Payment cards, biometrics and mid-range contactless technology: Key results from a six month pilot
Andre Delaforge, Marketing Manager, Natural Security, France

15:00 Is it really about money? Payment and biometrics in the world of alternative payments
Sebastien Taveau, Chief Technology Officer, Validity, USA

15:30 Biometrics Industry Survey 2013 – Biometrics Everywhere and other Key findings
Isabelle Moeller, Chief Executive, Biometrics Institute, UK and Ted Dunstone, Chair, Technical 
Committee, Biometrics Institute, Australia

16:00 Closing Remarks
James L Wayman, Research Administrator, San Jose State University, Biometrics 2013 Conference 
Chairman

16:15 Close of Conference 
Followed by Afternoon Refreshments
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Biography
From Canada, Andrew 
Hopkins is a Senior 
Registration Officer with 
the United Nations High 
Commissioner for Refugees 
(UNHCR) based in Geneva. 
Mr Hopkins began his refugee 
work resettling Vietnamese 
refugees to the United States in 1991 at the US Orderly 
Departure Program out of Bangkok and Ho Chi Minh 
City.  He has since helped initiate several large-scale 
group resettlement projects in Kenya, Nepal and 
Thailand. 

In later assignments, Mr Hopkins contributed to the 
drafting of the UNHCR Registration Handbook, the 
development of the first versions and subsequent global 
rollout of proGres, UNHCR’s registration and case 
management software. He has experience working and 
supporting population data management in emergency 
operations most recently for the Syria situation in the 
Middle East.

Mr Hopkins is currently spearheading UNHCR’s global 
biometrics business effort to ensure that refugee 
identities are established and maintained throughout 
the refugee lifecycle.

Justin Hughes is an experienced 
procurement and contracts 

management professional 
with a background in 
security documents 
and biometrics. Justin 
originally trained in 

law before moving into 
strategic procurement and 

large project and programme 
management. Prior to joining PA 

Consulting, Justin was Head of Procurement and 
Supply Chain for De La Rue Identity Systems and 
worked on projects including the new UK Passport, 
the Maltese National Identity Card and the New York 
State Drivers Licence. Since September 2012, Justin 
has been supporting UNHCR in the sourcing of a 
global biometrics tool for use in refugee environments, 
leading the process through requirements definition, 
RFP production and evaluation, supplier assessment 
and project management. 

 

Presentation Synopsis
The Office of the United Nations High Commissioner 
for Refugees was established on December 14, 
1950 by the United Nations General Assembly. 
The agency is mandated to lead and co-ordinate 
international action to protect refugees and resolve 
refugee problems worldwide. Its primary purpose is 
to safeguard the rights and well-being of refugees. It 
strives to ensure that everyone can exercise the right 
to seek asylum and find safe refuge in another State, 
with the option to return home voluntarily, integrate 
locally, or to resettle in a third country. It also has a 
mandate to help stateless people. A few key facts:

• There were 15.4 million refugees worldwide at 
the beginning of 2013, 10.5 million under the 
mandate of UNHCR. 

• Developing countries host over four fifths (80%) of 
the world’s refugees. 

• Last year, 46% of refugees were under 18 years 
old.

• The Syria crisis alone has generated over 2 
million refugees since the conflict erupted.

UNHCR works in 125 countries worldwide mostly in 
harsh, uncompromising environments. The scale and 
complexity of its humanitarian operations present 
major challenges to the organisation, one of which 
is the challenge of preserving the identities of those 
who have lost theirs. 

In order to support this goal and to facilitate its 
global assistance activities and protection mandate, 
the organisation has embarked on an identity 
management programme based around using 
biometric technology in conjunction with existing 
population data management and individual 
documentation processes. 

The presentation will look at:

• Challenges faced by the UN’s Refugee Agency.

• The importance of biometrics in a humanitarian 
context.

• Insights on the UNHCR Programme and its 
developing identity management strategy.

The importance of biometrics  
in a humanitarian context
Andrew Hopkins, Senior Registration Officer 
UNHCR Biometrics Programme, United Nations 
High Commissin for Refugees, United Nations  
High Commissin for Refugees, Switzerland,  
and Justin Hughes, Principal Consultant,  
PA Consulting Group, UK

KEYNOTE ADDRESS
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Biography
Jonathan Cole is the 
Managing Director and 
co-founder of Skotkonung 
Ltd. Launched in 2011, 
Skotkonung Ltd is a 
specialised software 
development company 
focused on delivering 
technology solutions to international development 
and humanitarian aid communities. Jonathan has a 
strong track record in leading and delivering multiple 
government-funded programmes. He has acted as 
adviser to a number of trustees and organisations. His 
team of in-house developers deliver of a wide range, 
low-cost mobile and web application projects focused 
on the needs, budgets and timescales of their clients. 

Jonathan’s key successes include management and 
delivery of integrated mobile and web applications, 
and in particular biometric capabilities into low-end 
smartphone devices to use their built-in capabilities 
to capture and verify biometric data for an array of 
development-focused applications. These mobile 
biometric beneficiary enrolment and monitoring 
systems are currently deployed to assist the Nigerian 
government in delivery of greater transparency and 
to prevent corruption, as part of a UK Aid programme 
in Nigeria, supporting significant public works 
programmes. Earlier this year, he has led his team 
towards development of a Secure Cash and Voucher 
Transfer Solution, a field mobile system capable of 
tracking cash, grants, loans or assets on their journey 
from provider to beneficiary, ensuring full transparency 
and audit trail. The solution uses face and fingerprint 
biometric data capture and verification in addition 
to photographic and text based details capture and 
display.

Subsequently, Jonathan has recently worked on 
implementation of a proof of concept biometric 
system functioning on Google Glass, designed to 
improve security and safety in humanitarian aid 
delivery environments, enabling hands-free biometric 
identification of individuals. 

 

Presentation Synopsis
Field-portable biometric systems have significant 
application in international development and 
humanitarian aid delivery. Delivery of international 
development and humanitarian aid programmes 
uses a combination of local and international 
expert staff. Their safety is a key issue in any 
deployment. The drivers for deployment of 
biometric systems often go beyond basic proof of 
identity requirements.  

This presentation will explore the application 
of mobile biometric systems in international 
development and humanitarian programmes. 

The presentation will also explore the drivers that 
underpin the need for mobile solutions and how 
these have be developed and applied to support 
international development programmes. The 
need for wearable biometrics in this environment 
will be identified and explored, including the 
potential that devices such as Google Glass could 
have to address these needs considering results 
and learning from early application of biometric 
capabilities on a Google Glass.

Google Glass and potential 
humanitarian applications
Jonathan Cole, Managing Director,  
Skotkonung Ltd, 

KEYNOTE ADDRESS
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Session: Facial Recognition to
the Fore

Latest results in face recognition
Patrick Grother, Biometric Standards and Testing Lead, National Institute for Standards and Testing, USA

Biography
Patrick Grother is a staff scientist at the National Institute 
of Standards in Technology responsible for biometric 
standards development, algorithm testing and analysis. He 
leads the ongoing MINEX, IREX and FRVT/MBE evaluations 
of fingerprint, iris and face recognition technologies. These 
support biometrics in national scale identity management. 
He was the recipient, in 2003 and 2007, of Department of 
Commerce Gold Medals for, respectively, tests of border 
management technologies, and for the specification of 
biometric data elements and procedures needed for the 
US Government’s Personal Identity Verification program. 
He works with US Government agencies on a number of 
biometric projects and serves as editor of four ISO standards 
in the areas of interchange of facial imagery, biometric 
performance testing, fingerprint minutia detection and 
modular fusion processes.  

Presentation Synopsis
• Face recognition accuracy gains 2013 vs. 2010.

• Recognition from video: Results and recommendations.

• Limits of face recognition: How good is it? How 
good can it be?

The talk will cover NIST’s largest ever biometric 
evaluation, the Face Recognition Vendor Test, the 
largest public assessment of biometric technology 
ever conducted. The presentation will quantify the 
accuracy of face recognition for law enforcement 
and civil applications. It will address the question of 
how good face recognition can be: How well can a 
photograph be identified in an operational population 
of one million?  What about poor quality images from 
non-cooperative subjects.

The talk will document the design, progress and 
results in the five participation classes of the FRVT.  
These are one-to-one verification tasks, one-to-
many identification applications, video-surveillance 
applications, frontal image reconstruction tools, and 
age, sex, pose estimation tools. The presentation 
will define various conventional and novel metrics 
appropriate to these tasks and give results for all the 
major commercial face recognition algorithms.

Mountbatten Room:  
Thursday, 17 October 2013 • Time: 11 .20

Session: Facial Recognition to
the Fore

Facial recognition – Where to now?
Terry Hartmann, Vice President Security Solutions & Industry Applications, Unisys, USA

Biography
Terry Hartmann is Vice President for Unisys Security 
Solutions & Industry Applications worldwide. The 
Security Portfolio incorporates people identity solutions; 
public safety, justice and law enforcement; physical 
security; and cybersecurity. The Industry portfolio 
provides mission-critical solutions for Transportation 
(Airlines, Airports, Passengers), Financial Services 
(Banking, Transaction Management, Mortgages, Check 
Processing), Communications (Telco and Value Added 
Services) and Public Sector (Solutions for Government).   

Terry is the senior functional group leader responsible 
for the vision, mission and strategy for this portfolio set. 
His position is accountable for leading the management 
team that defines new solutions, products or services; 
and manages resources, market readiness processes 
and the lifecycle. He collaborates with sales leaders 
and market management to deliver plans for achieving 
revenue and market penetration targets. Terry provides 
strategic direction and business management to ensure 
the Unisys solutions portfolio is customer-centric, 
relevant, competitively differentiated, and profitable.  

In 2012, Terry was responsible for creating the Unisys 
whole-of-company Mobility Solutions portfolio and go-
to-market strategy from inception through business case 
investment, thought leadership, advocacy, to media 
launch. 

Terry has 30 years of experience in the IT industry 
and is an internationally recognized authority in the 
identification and biometrics industry. His opinion, 
insight and counsel is regularly sought by government 
and commercial organizations the world over. Terry 
wrote the ISO 19794-5 International Standard for Facial 
Recognition, and the original ICAO Technical Report 
that formed the basis of ePassports standards. He 
has spoken at over 80 conferences internationally on 
identity matters and continues to do so.  He has served 
on the Board of Directors for the Biometrics Institute 
since 2003; and is on the Planet Biometrics Expert 
Advisory Panel as a world-industry-recognized subject 
matter expert.  

Presentation Synopsis
Facial recognition biometrics has improved in leaps 
and bounds in the past 10 years from an emerging 
technology to a commodity product. 

We are now starting to see many ‘second generation’ 
procurements from customers who have had initial 
solutions in place for 5 years and are now re-tendering 
for next-generation solutions. What are they looking for 
this time round?  What are the new boundaries being 
pushed? What are the new applications able to do 
today?
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Session: Facial Recognition to
the Fore

Advances in state-of-the art face recognition solutions in enabling identity
Shizou Sakamoto, Chief Executive Expert, NEC Corporation, NEC Corporation, Japan

Biography
Mr Shizuo Sakamoto is a Chief Executive Expert at NEC 
Corporation, Japan. After joining NEC in 1989, he has been 
a leading scientist developing NEC’s image processing and 
pattern recognition technologies, and has mainly focused 
on NEC’s NeoFace face recognition solution. He is Japan’s 
national chair of ISO/IEC JTC 1/SC 17/WG 4 and WG 11, 
and also the project editor of ISO/IEC 7816-11 and co-editor 
of ISO/IEC 7816-8, which specify security and biometrics of 
IC cards.

Presentation Synopsis
• Overview of advancements in NEC’s state-of-the-art face 

recognition technology.

• Presentation of NEC’s innovative and market-leading 
solutions using face recognition. 

• Analysis of NEC’s industry leading accuracy and 
speed performance in face recognition.

The face has always been an absolute and vital aspect 
of human interaction and identification. Computer 
face-recognition technology has advanced to the point 
of being able to accurately and rapidly perform human 
identification, and in many scenarios even out performs 
a human being. 

This technology is becoming increasing important in 
ensuring safe and secure societies. This presentation 
highlights NEC’s industry-leading advents in face 
recognition technology and provides insight into 
innovative applications based on them. Additionally, 
independent performance evaluations conducted by 
the US National Institute of Technology (NIST) are 
highlighted.

Elizabeth Windsor Room:  
Thursday, 17 October 2013 • Time: 10 .50

Session: Innovation in Biometrics

What’s trending in biometrics and social networking?
Michael Thieme, Vice President, International Biometric Group, International Biometric Group, USA

Biography
Michael Thieme, Vice President at IBG, is an authority on 
biometric testing and performance and multi-biometric 
systems. Mr Thieme leads IBG teams delivering integrated 
biometric systems and conducting biometric technology 
evaluations for US Government and commercial customers. 
Mr Thieme leads IBG’s online identity services practice, 
leading advanced research and development in online and 
virtual identity, and is Chair of INCITS M1.5 - Biometric 
Performance Testing and Reporting as well as the editor of 
ISO and ANSI biometric performance testing standards.

Presentation Synopsis
• Social networking services such as Facebook and 

Google utilize face-processing technologies capable 
of detecting and grouping faces with surprisingly high 
degrees of reliability. 

• Metadata such as SNS connections, captions, and EXIF 
data may impact face processing behaviour.   

• Identity and privacy risks posed by online face 
processing vary across desktop and mobile platforms, 
and from service to service.

Social networking services (SNS) such as Facebook and 
Google offer surprisingly robust face processing capabilities, 
often detecting and matching off-angle faces captured in 
low-quality conditions. For hundreds of millions of users, 
automated face processing functions such as tag suggestions 
and grouping are central to interaction with social 
networking services. 

 Supporting USG customers, IBG tests and analyses 
online face-processing technologies, analysing hundreds 
of thousands of images from a variety of online sources. 
IBG will present and discuss high-level findings from these 
evaluations, discussing implications for identity, privacy, and 
face recognition in general.
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Session: Innovation in Biometrics

Session: Innovation in Biometrics

2D bar code use cases
Philippe Robin, Innovation and Technology Director, Thales Communications and Security Identity 
Management, France

Safe and secure, here, there and everywhere
David Meehan, Lecturer & Researcher, College of Engineering & Built Environment, Ireland

Biography
Following 20 years at the ‘Thales Research and Technology 
Center, in 2000, Philippe Robin took charge of the technical 
direction of the identity management segment of Thales. 

His work led to the development of a complete identity 
solution, from the acquisition to the production and the 
control of identity document. This work was also based 
on advanced technologies such as biometrics and the 
multimodal biometric identification system.

Philippe is currently in charge of Innovation & Technology 
inside Thales’ Communications and Security Division.

Presentation Synopsis
For many applications where the main usage requires 
physical user authentication such as access control; for 
example, opening a bank account opening, elections 
etc., the 2D bar code becomes an economic alternative 
that benefits from the widespread deployment of the 
smartphone and the native use of such technologies.

Biography
David Meehan was previously a lecturer in the College 
of Engineering & Built Environment, Dublin Ireland and a 
researcher in Biometrics for over 25 years at the Dublin 
Institute of Technology. He is currently an entrepreneur and 
consultant in industry and academia.

In 2009, he submitted a proposal for €4m for the ICT FP7 
call in Biometrics. He wrote the DSP module for Masters in 
Engineering Degree and has advised the Irish government 
on citizen BioID networks. He is developing major EU 
Horizon 2020 ICT funding proposals in Security, Analytics 
& Cloud Computing with a number of international 
industrialists, universities, governments & SME consortia. 

Presentation Synopsis
By 2015 it is predicted that there will be 25 billion connected 
products and processes such as smartphones, and tablets 
using eGovernments systems, eHealth systems and law-
enforcement agencies. This is of grave concern when 
set against a projected world population of 7 billion. It 
illustrates the need for a safe and secure Future Internet (FI) 
capable of allowing all to communicate without interference 
from cybercriminals and malicious intruders. 

Examples of Internet security breaches, including the 
possible misuse of PLC (Programmable Logic Controlled) 
nationally strategic systems by criminals having gained 
access via the Internet will be outlined. The development 
of secure Future Internet protocols (IPV7) in this area will be 
discussed.

Effectively, this technology will increase capacity and 
security, and has the benefit to be simple and not expensive 
due to the fact that the 2D bar code is printed on the 
document at the same time as the personal data.  

Smartphones already include a camera (allowing portrait 
acquisition) and continue their revolution with the 
integration of fingerprints sensor (allowing fingerprint 
control).

An identity control use case will be described as outlined 
below:

• Photograph and fingerprint templates in a QR code.

• Data encrypted before QR code generation and their 
printing.

• ID control application on the smartphone using a 
fingerprint sensor.

• A secured environment on the smartphone.

• Biometric authentication between the holder and the 
data stored in the QR code.

Crime and its prevention are multi-million euro industries 
that are developing rapidly. 

Biometrics can reduce crime rates by establishing 
secure banking transactions, improving Passport 
control, enhancing eGovernment activity, increasing the 
detection and prevention of human trafficking, preventing 
illicit terrorist activity as well as the development and 
improvement of policing and forensic crime detection 
techniques. 

Case studies of recent developments in the in the USA 
where UCLA is collaborating with law enforcement agencies 
in Los Angeles(LA)  using  Predictive Analytic techniques to 
forecast crime activity will be presented.  Linkages between 
the use of Biometrics and big open data bases in the EU 
that could mirror the activities in LA will be explored. The 
possibilities of obtaining funding from Horizon 2020 calls to 
develop these themes, which will improve the safety of EU 
citizens, will be outlined. 

Human and machine activity on the internet would be 
inherently more secure if Biometric access protocols were 
adopted.

This presentation will also give the results of recent research 
and developments of biometric security systems in the 
Social Welfare Public Services to combat fraud, waste and 
duplication.
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Biography
Shonnie R . Lyon is the Acting Director of the Office 
of Biometric Identity Management (OBIM) within 
the National Protection and Programs Directorate 
(NPPD) of the Department of Homeland Security 
(DHS). OBIM, formerly the United States Visitor and 
Immigrant Status Indicator Technology (US-VISIT) 
Program, is the lead entity in the DHS for biometric 
identity management services across Government. 
Mr Lyon is responsible for overseeing day-to-day 
operations of the program and working closely with 
the Department to advance biometrics.

Previously, Mr Lyon served as Deputy Director of 
US-VISIT a provider of identity management services 
– collecting, analyzing, and storing biometric and 
associated biographic data – to decision makers 
in Federal, State, and local law enforcement 
and intelligence agencies. Mr Lyon worked at 
USVISIT since its inception in 2003, first serving as 
Implementation Manager of the program’s initial 
deployment to over 115 airports and 15 major 
seaports in 2004.

Mr Lyon has over 25 years of management experience 
in the public sector. He served as Deputy Director 
of the Immigration and Naturalization Service (INS) 
Entry-Exit Program Office, and Chief of Program 
Development and Implementation Branch in the INS 
Office of Inspections. Mr Lyon also served as the 
Deputy Director for the Inspections Unit in the INS 
Office of Field Operations, where he held a variety of 
staff positions.

Mr Lyon is a former U.S. Army infantry officer. He has 
a bachelor’s degree in history from Louisiana College 
and a master’s degree in public administration from 
the University of North Texas. He is also a graduate 
of the Executive Education program at Harvard 
University’s Kennedy School of Government.

Mr Lyon holds a level III certification in acquisition  
from DHS.

 

Shonnie R. Lyon, Acting Director of the  
Office of Biometric Identity Management 
(OBIM), Department of Homeland  
Security, USA

KEYNOTE ADDRESS
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Session: Biometrics and Payments –
The New e-Commerce

Session: Biometrics and Payments –
The New e-Commerce

Biometrics and payments - The key to e-commerce growth
Emma Jackson, Vice President,  eBAM and Identity Product Manager EMEA, Treasury and Trade Solutions 
Citi, Treasury and Trade Solutions Citi, UK

Payment cards, biometrics and mid-range contactless technology: Key 
results from a six month pilot
André Delaforge, Marketing Manager, Natural Security, Natural Security, France

Biography
Emma Jackson has been the EMEA Head of eBAM and 
Identity Product within Citi Treasury and Trade Solutions 
(TTS) since October 2011. Emma has been with Citi for 
nine years. 

Prior to moving to TTS she held a number of roles 
working for Citi Private Bank running strategic business 
initiatives based in Zurich and London, respectively. 
Emma is based in London and is responsible for 
developing and commercialising Citi’s offering for 
eBAM and Identity Services in EMEA.

Emma is a graduate of the University of Liverpool. 

Presentation Synopsis
The global shift towards digital transactions is based 
on trust – over 90% of business-to-business transactions 
are already online. Technology development and many 
sectors are set to benefit.

Biography
André Delaforge joined Natural Security in February 
2010 to lead various aspects of marketing (market 
studies, brand management, positioning, case studies 
etc.) and business development. 

André is in charge of the definition of the natural 
security label, designed to express values of security, 
privacy and data protection of the company. 

Prior to joining Natural Security, André was in charge 
of business development for biometric and RFID 
technologies for a large electronic manufacturer. André 
worked for several technology market research firms 
where he led consulting activities regarding innovation, 
internet and technologies. 

He is also president of the Biometrics Alliance Initiative, 
which aims is to define a process for test, certification 
and approval of biometrics. This initiative will permit to 
guarantee levels of security and usability in coherence 
with needs and international standards, specifically 
those of the banking and payment processing industry. 

André earned a PhD in Information and Communication 
Sciences, a master in marketing and a master research 
in management.

With the increase of threats and their sophistication the 
need to adopt innovative solutions to increase the security 
of transactions is also increasing; Are biometrics be the 
key to a new trusted environment?

There is a growing need to ensure the person you are 
dealing with is who they say they are.  There are a myriad 
of possibilities and solutions that can be enhanced with 
biometrics, much depends on use cases. For example, 
biometrics such as voice, appear to have the potential 
to enhance and automate remote user authentication 
and increase client satisfaction without the need for any 
additional hardware on the user side, but can it really fulfill 
its promises?  Other biometrics also have their place, such 
as fingerprint or vein biometrics, although they generally 
require the user to install specific hardware.

Presentation Synopsis
Between October 2012 and March 2013 more than 
900 customers at Auchan, Leroy Merlin and numerous 
associated retailers in Villeneuve-d’Ascq and Angoulême 
had the opportunity to test a new payment method, one 
that is simple, convenient and without compromises on 
security, privacy and protection of personal data. 

Proving the technological independence of Natural 
Security’s standard, two different biometric technologies 
were tested in real transactions: fingerprint (Angoulême) 
and finger vein (Villeneuve d’Ascq). 

After six months of testing, the appeal of biometric 
payments was confirmed: 94% of participants said they 
were ready to use this means for all of their purchases in 
superstores and “small” shops. 

Modern, innovative, secure, convenient and fast were just 
some of the advantages consistently identified. 
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Biography
Isabelle Moeller has been working with the Biometrics 
Institute since May 2002 and after almost 10 years in 
Australia, she is now based in London.

She has extensive experience in the formation and 
management of new associations and conference 
development. This includes strategic planning for the 
organisation, development of new concepts and new 
business and overseas expansion as well as marketing 
and communication activities.

She has managed many government-funded projects 
successfully, including the current Biometrics 
Vulnerability Assessment Project, which is co-funded by 
the Australian Department of Prime Minister & Cabinet, 
and the Biometrics Institute Privacy Code, which was 
sponsored by the Australian Government through the 
National Office for the Information Economy.

She has played a key role in the establishment of 
independent and impartial international Biometrics 
Institute; in particular through bringing together 
biometric experts by organising regular conferences 
and member networking meetings. She has secured 
the participation of Ministers and senior executives 
at these events and grown the membership from 10 
organsations, to over 100 in 6 years.

She has been able to bring together technical and 
public policy people and create continued customer 
satisfaction, evidenced by the growth in membership of 
the Biometrics Institute. She has also engaged with the 
European Commission and other overseas organisations 
raising the Biometrics Institute’s profile and privacy-
related activities.

Presentation Synopsis
The Biometrics Institute conducts an annual Industry 
Survey, which is now running in its 4th year.  With 
the growing membership network of the Biometrics 
Institute, the survey has broadened its focus and 
was circulated to all members of the Biometrics 
Institute and other key stakeholders, as well as media 
contacts, in June 2013. 

This year’s Survey also compares the results to last 
year to see if the results have changed.

The survey has been summarised in a 42-page long 
report covering over 40 questions such as which 
modalities most respondents are involved in, or 
what respondents thought the single most significant 
development had been in the last 12 months.

Other questions are looking to the future suggesting 
that the adoption of biometrics in everyday life’ will 
remain the development expected to be of greatest 
significance over the next five years, with expected 
future implementations to focus on smartphones/
mobile devices.

Biometrics Industry Survey  
2013 – Biometrics everywhere 
and other key findings
Isabelle Moeller, Chief Executive,  
Biometrics Institute, UK

CLOSING SESSION

Mountbatten Room:  
Thursday, 17 October 2013 • Time: 15 .00

Session: Biometrics and Payments –
The New e-Commerce

Is it really about money? Payment and biometrics in the world of 
alternative payments
Sebastien Taveau, Chief Technology Officer, Validity, USA

Biography
Sebastien Taveau has more than 20 years of experience 
in embedded solutions, mobile, software, and 
security. Most recently, at PayPal, he led the Mobile 
Ecosystem and Technology Integration group and 
has led the Mobile Disruptive Innovation team. He is 
a member of the eBay Inventors Club for his multiple 
patent contributions, and is a two-time recipient of the 

PayPalian Award. Additionally, Mr Taveau, founded and 
led Fluctuat LLC and has held senior positions at Cardsoft, 
Renesas, Ridgerun, and Motorola SPS (now Freescale).

Mr Taveau acquired a postgraduate degree in 
International Business Administration (DESS GEI eq. IBA/
EBS) from the University of Paris 1 — Pantheon Sorbonne, 
and an MS in Business Management from the University 
of Tours in France.
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Biography
Dr Ted Dunstone, the CEO and founder of Biometix, is 
also the founder and chairman, Technical Committee of 
the Biometrics Institute.

He has personally provided consultancy and biometric 
evaluation services over the past 15 years to a wide 
range of government agencies and organisations. He is 
also a frequent speaker on the application of biometrics 
and is well known within the international biometrics 
community. He is now the Chair of the Technical 
Committee of the Biometrics Institute, as well as sitting 
on numerous international biometric policy committees.

Dr Dunstone is the co-author of a textbook on biometric 
data analysis, published by Springer. In 2005 he was 
awarded the NSW State Pearcey Award for innovative 
and pioneering achievement and contribution to 
research and development within the IT&T industry.

 

Presentation Synopsis
With an increased awareness of the importance of 
vulnerability testing for ensuring secure biometric 
systems, there is a growing demand for knowledge 
about vulnerability testing. Given the sensitivity of 
such testing it is often desired to be done in-house.

The Biometrics Institute has been running 
vulnerability workshops for select government 
clients showing agencies how they can conduct 
their own biometric vulnerability assessments. This 
presentation will talk about some of the important 
aspects of transferring the knowledge about 
conducting vulnerability testing.

In-house teaching of Biometric 
Vulnerability Assessments -  
A case study in up  
empowering staff
Ted Dunstone, Chair, Technical  
Committee, Biometrics Institute,  
Australia

CLOSING SESSION
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CLOSING 
REMARKS

James L . Wayman, Research 
Adminstrator, San Jose State 
University, USA, and  
Biometrics 2013  
Conference Chair

Biography

Dr Jim Wayman is a research administrator in the Office of  
Graduate Studies and Research at San Jose State University. 
He received his PhD degree in engineering in 1980 from 
the University of California, Santa Barbara, and has 
worked continuously in the field of automated human 
recognition since 1984. In the 1980s, under contract to the 
US Department of Defense, he invented and developed a 
biometric authentication technology based on the acoustic 
resonances of the human head. He joined San Jose State 
University in 1995 to direct the Biometric Identification 
Research Program, serving as Director of the US National 
Biometric Test Center from 1997-2000, reporting to the 
National Security Advisor through the Security Policy Board.

He is co-editor of J. Wayman, A. Jain, D. Maltoni and D. Maio 
(eds) Biometric Systems (Springer, London, 2005), a Fellow of 
the British Institution of Engineering and Technology and the 
Institute of Electronic and Electrical Engineers, a Principal 
UK Expert (PUKE) of the British Standards Institution 
(BSI) national body to the ISO/IEC JTC1 SC37 standards 
committee, the editor of ISO/IEC 19794-13 standard on 
voice data format, editor of the ANSI/NIST Type-11 “Voice 
Data Record”, a founding member of the Scientific Working 
Group for Forensic and Investigatory Speaker Recognition, 
and the former editor (acting) of the 19794-3 Finger Pattern 
Spectral Data Format. 

He represents BSI on the JTC1 Information Technology 
Vocabulary Maintenance Team.  He has previously served 
as a member of the US National Academies of Science/
National Research Council (NRC) “Whither Biometrics?” 
and “Authentication Technologies and their Implications 
for Privacy” committees and served for 4 years on the NRC 
Panel on Information Technology.  He is a technical assessor 
for the National Institute of Standards and Technology 
“National Voluntary Laboratory Assessment Program”, holds 
4 patents in speech processing, has served as a paid advisor 
on automated human recognition to 11 national governments 
and is currently an IEEE “Distinguished Lecturer”.
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