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Dear Industry Colleagues,

First and foremost on behalf of the organizers, Elsevier, in association with 
Planet Biometrics.com, I would like to extend a warm welcome and thank 
you for coming to this major international conference and exhibition looking 
at the practical application of biometrics.

Despite continued difficult economic times, this show continues to lead 
the way as Europe’s largest dedicated event – as well as being the most 
‘international’ biometrics show in the world with participation from almost 50 
countries. This is thanks, in great part, to the fact that the field of biometrics 
continues to be an important tool for organisations in both governmental and 
commercial sectors. As the industry matures, eyes are being opened to the 
potential power of the technology to enhance identity assurance, security, 
and, not to forget, user convenience.

As predicted for many years, the number of pure-play biometric technology 
companies in the industry is now decreasing, as consolidation takes centre 
stage. Whilst this can lead to short term pain, it will actually serve to make 
the industry’s foundations stronger, bringing together best-of-breed solutions 
under one roof. It creates increased resources to be ploughed into research 
and creates companies with the critical mass needed to compete in some of 
the large-scale identity-based projects now being specified across the world. 

Consolidation among technology providers may be on the way, but the 
market for solution-specific providers and ancillary companies is flourishing. 
The number of end users is also accelerating, as is the attention the world’s 
academic community is giving to this fascinating subject. 

Our show is supported by many partners, including industry, the media, 
government, academia and associations. Therefore we would like to take this 
opportunity to thank them, as well as our main sponsors. Our Gold Sponsors 
this year are: NEC and Northrop Grumman, while our Silver Sponsors are: 
Cross Match Technologies, DigitalPersona, Speech Technology Center 
and Wacom.

With an anticipated 1,500 people visiting the show this year, we look forward 
to continuing our show’s reputation as being a true ‘melting pot’ for the 
entire industry, from academia, to commercial entities and governments. Our 
exciting exhibition floor awaits your visit, and will demonstrate innovation, 
maturity and excitement in equal doses. Meanwhile, the expertise on display 
in our conference will help to guide those wanting to use biometrics in 
their organisations, and keep all attendees right up to date on the latest 
machinations in industry and research. 

I hope you enjoy this fascinating event and look forward to meeting you. 

Yours sincerely,

Mark Lockie, Conference Director, Biometrics 2011
Managing Director, Planet Biometrics.com
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Biometrics Newsbytes
Content supplied courtesy of www.planetbiometrics.com

Mobile biometric security 
market to take off
Biometric technology in mobile phones has existed for  
more than ten years but has struggled to establish itself in a  
suitable use case that results in significant adoption rates. 
New research suggests that the conditions are now right to 
create a strong market.

In its report – Mobile Phone Biometric Security Analysis and 
Forecasts 2011-2015 – Goode Intelligence forecasts that the 
current global user base of four million users in 2011 is set to 
grow to 39 million users by 2015.

Goode Intelligence predicts that initial growth will come from 
two technology groups:

• Embedded mobile biometrics (EMB); including fingerprint 
sensors embedded by device manufacturers.

• Third-Factor Authentication; mobile biometrics used in 
combination with multi-modal authentication solutions,  
in particular voice-based biometrics.

“There are an estimated 13 million mobile devices around 
the world that are already benefiting from embedded mobile 
biometrics in the form of fingerprint sensors” said Alan Goode, 
author of the report and founder of Goode Intelligence.  
“A significant number of these are being used in South-East 
Asia, particularly in Japan where consumers are benefiting 
from fingerprint-based biometric security to protect NFC 
payments at the physical point of sale (POS).” 
 
Goode believes that this model could be replicated elsewhere: 
“2011 is seen as a pivotal year in the adoption of mobile 
payments using NFC in the rest of the world and there is a 
strong possibility that the Japanese model of using mobile 
phone-based biometric security will be duplicated. It may not 
necessarily replace existing authentication methods, such as 
chip and pin, as the primary authentication method but could 
undoubtedly augment it in certain circumstances.” 
 
Goode believes that there are indications that more device 
manufacturers are turning to EMB to enhance security 
and differentiate their models in an ever-crowded market; 
“Motorola has been heavily marketing the security benefits of 
using biometrics (fingerprint sensor) to protect its enterprise-
ready Android smartphone, the Atrix, and there are rumours 
circulating of voice recognition features in the next generation 
of Apple’s iPhone 5. 

 
“We believe a biometric groundswell is building. The 
market is currently slow; but pressure is growing. The 
conditions are ripe for rapid change; for biometrics to 
move from an ‘interesting concept’ to a ‘must have’ 

for all smart mobile devices (SMDs).” 
 
The key drivers behind market growth 
and the adoption of mobile phone 
biometric security include:

•  Device security protection: Protecting the device against 
unauthorised access is the biggest driver for mobile phone 
biometric security. This includes protection both of apps and 
the data that resides on the device

•  Mobile Commerce: The growth of mCommerce and the 
need to effectively secure the ecosystem on the mobile

•  NFC: The contactless technology that is reaching tipping 
point could well be a major driver

•  Convenient alternative to PINs and password: Swiping a 
finger on a phone or providing a verbal ‘voiceprint’ can 
be an easier and far more convenient way to provide 
authentication than conventional technologies

•  As part of a multi-factor authentication solution: With the 
recent attack on RSA, leading to vulnerabilities being 
exposed in its SecureID token technology, there is a 
pressing need for strong and agile authentication solutions – 
mobile phone-based biometric security can be a viable part 
of this solution

•  Military and law enforcement: A cost-effective method for 
capturing biometric data and verifying identity in the field

Biometric riposte against 
restaurant theft
Garden Fresh Restaurant Corp is using biometrics at more 
than 100 locations to provide employee accountability and 
reduce unauthorized discounts and overrides.

U.are.U fingerprint systems, supplied by DigitalPersona, are 
in place at 122 Souplantation and Sweet Tomatoes restaurant 
locations throughout 15 states in the USA. Garden Fresh 
deployed the fingerprint readers in conjunction with Volante 
Systems’ Point-of-Sale (POS) software.

Prior to installing fingerprint biometrics, employees used 
electronic registers that required a key to manage refunds, 
voids and discounts. The system made it difficult to track  
and identify who was actually accessing the cash drawer  
and authorizing transactions because keys were often shared. 
As a result, restaurants suffered losses that directly impacted 
the bottom line.

Garden Fresh significantly reduced unauthorized transactions 
by replacing the electronic registers with new POS hardware 
software and U.are.U Fingerprint Readers.

In addition to combating employee theft, fingerprint 
biometrics help Garden Fresh show compliance with PCI-
DSS requirements that require proof of controlled access to 
credit processing devices. Fingerprint biometrics enhance 
the security of POS systems, making it very difficult for 
unauthorized users to access the system. Due to the success 
of DigitalPersona’s U.are.U fingerprint readers, the corporation 
plans to extend biometrics to its time and attendance system 
to eliminate buddy-punching and payroll fraud.
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9/11 Commission 
recommendations remain 
unfinished
The Bipartisan Policy Center (BPC) in the USA has released a 
report, which highlights nine of the 41 recommendations made 
by the 9/11 Commission in July 2004 that remain unfinished.

Biometrics feature strongly in the report. While much progress 
has been made to secure the USA’s borders since 9/11, 
including the US-VISIT biometric entry system, there is still no 
comprehensive exit system in place, the report notes.

“Despite the successful deployment of the entry component of 
US-VISIT… there still is no comprehensive exit system in place. 
As important as it is to know when foreign nationals arrive, it 
is also important to know when they leave. Full deployment 
of the biometric exit component of US-VISIT should be a high 
priority. Such a capability would have assisted law enforcement 
and intelligence officials in August and September 2001 in 
conducting a search for two of the 9/11 hijackers that were in 
the U.S. on expired visas,” BPC’s report says.

Another important shortcoming is the lack of standards for 
the issuance of birth certificates and sources of identification, 
such as drivers licenses, say the report authors.

“Eighteen of the nineteen 9/11 hijackers obtained 30 state-
issued IDs that enabled them to more easily board planes on 
the morning of 9/11. Due to the ease with which fraud was 
used to obtain legitimate IDs that helped the hijackers carry 
out a terrorist act, the 9/11 Commission recommended that the 
federal government should set standards for the issuance of 
birth certificates and sources of identification, such as driver’s 
licenses. The REAL ID Act established these standards by 
statute. In 2008, detailed regulations were issued setting 
standards and benchmarks for issuing driver’s licenses. While 
nearly one-third of the states have complied with the first 
tier of benchmarks, the deadlines for compliance have been 
pushed back twice to May 2011, and a recent announcement 
pushed back compliance again until January 2013.”

BPC says that the delay in compliance creates vulnerabilities 
and makes Americans less safe.

“No further delay should be authorized; rather, compliance 
should be accelerated. In addition, there are still no minimum 
standards for birth certificates in place, as required by the 
Intelligence Reform and Terrorism Prevention Act of 2004. 
These standards are needed to close a back door that 
terrorists could use to obtain driver’s licenses.”  

Gatwick Airport implements iris 
at a distance
In what is being claimed as the world’s first “Iris at a Distance” 
deployment within an airport, Gatwick Airport is understood to 
be securing its Common User Lounge using the new technology 
that takes iris recognition to a higher level of performance.

In late 2010, technology supplier, Human Recognition Systems 
(HRS), began work with Gatwick Airport on a series of new 
initiatives including studies and then trials into Iris at a 
Distance technology to help secure the Common User Lounge 
(CUL), where Domestic and International passengers mix, in 
the new South Terminal Passenger Search Area.

The challenge for Gatwick Airport was the ambition to create 
a ‘slicker, more straightforward experience for passengers’ as 
part of their £45m refurbishment of the South Terminal. MFlow 
Track complemented this task by ensuring the secure and 
easy flow of passengers in areas used by international and 
domestic travellers in the Common User Lounge.

The solution, which uses iris recognition technology from 
AOptix (who has since had more deployments of this 
technology in other world regions, such as the Middle East), 
prevents passengers swapping boarding passes within the 
CUL as well as speeding up passenger flow into the area by 
reducing the time taken to search and check individuals.

Opened in June 2011 the South Terminal is expected to 
process over 15million passengers a year.

US Army SEEKs out Cross Match 
mobile biometric devices
Cross Match Technologies has received a significant order 
for its SEEK II mobile biometric device from partner and prime 
contractor GTSI. This order is tied to GTSI’s recent award of 
the U.S. Army’s Biometrics Automated Toolset (BAT-A) contract.

The Cross Match devices procured as a part of the BAT-A 
program will provide the U.S. Army with one of the most 
advanced all-in-one handheld biometric unit available on the 
market today, combining multimodal biometric (fingerprint, iris 
and facial images) and demographic input capabilities.

The device is a lightweight, handheld mobile device and can 
connect wirelessly to military and law enforcement databases. 
The device is also capable of matching biometric inputs 
against an onboard “watch-list” database, providing immediate 
identification and verification of persons of interest.

“Today’s battlefield is complicated, and any tools Cross Match 
can provide to add clarity will go a long way toward making 
the world a safer place,” said Cross Match CEO David Buckley.

SEEK II is an Appendix-F certified mobile handheld device. 
Appendix-F standards enable biometric records enrolled via 
the device to be more easily shared across and accepted 
by the three authoritative databases maintained by the 
Department of Defense, the Federal Bureau of Investigation, 
and the Department of Homeland Security.

ISO asks - Is your biometric 
data safe online?
Biometrics are increasingly being used as a reliable form of 
authentication for online transactions. But how can we be sure 
that this data won’t be compromised? Enter a new standard 
from ISO and the International Electrotechnical Commission 
(IEC).

To ensure security and privacy when managing and 
processing biometric information, the standards bodies have 
jointly published a new International Standard called ISO/
IEC 24745:2011, Information technology – Security techniques – 
Biometric information protection.

Myung Geun Chun, Project Editor of ISO/IEC 24745 explains: 
“As the Internet is increasingly used to access services with 
highly sensitive information, such as eBanking and remote 
healthcare, the reliability and strength of authentication 

http://www.planetbiometrics.com/directory/details/u/711/
http://www.aoptix.com/iris-recognition/applications/aviation-security/airport-security-whitepaper


4

Newsbytes

mechanisms is critical. Biometrics is regarded as a powerful 
solution because of its unique link to an individual that is 
nearly or absolutely impossible to fake.”

He continues: “While the unchanging and distinct association 
with an individual on the one hand, provides strong assurance 
of authentication, this binding which links biometrics with 
personally identifiable information on the other hand, carries 
some risks, including the unlawful processing and use of data. 
ISO/IEC 24745 is an invaluable tool for addressing those risks.”

With biometrics, if the authentication information is 
compromised, usual solutions such as issuing a new 
password or token are not available because biometric 
characteristics are difficult or impossible to change. Moreover, 
as more and more personal identifiable information is linked 
with biometric references, and this data is shared across 
international borders, it is crucial to safeguard the security of 
a biometric system and the privacy of data subjects with solid 
countermeasures as outlined in ISO/IEC 24745.

The standard specifies:

•  Analysis of threats and countermeasures inherent in a 
biometric and biometric system application models;

•  Security requirements for binding between a biometric 
reference and an identity reference;

•  Biometric system application models with different scenarios 
for the storage and comparison of biometric references;

•  Guidance on the protection of an individual’s privacy during 
the processing of biometric information.

•  The standard was prepared by joint technical committee 
ISO/IEC JTC 1, Information technology, subcommittee SC 27, 
IT Security techniques.

New study finds face 
recognition and social media 
result in increased privacy risks
A new study at Carnegie Mellon University has warned that 
the merging of face recognition and social media could 
make it possible to identify strangers and gain their personal 
information – perhaps even their social security numbers.

Carnegie Mellon University’s Alessandro Acquisti and his 
research team are presenting the results of the study at Black 
Hat Briefings, a security conference in Las Vegas.

“A person’s face is the veritable link between her offline 
and online identities,” said Acquisti, associate professor of 
information technology and public policy at the Heinz College 
and a Carnegie Mellon CyLab researcher. “When we share 
tagged photos of ourselves online, it becomes possible for 
others to link our face to our names in situations where we 
would normally expect anonymity.”

Acquisti said his research team, which included CMU 
postdoctoral fellows Ralph Gross and Fred Stutzman, 
combined three technologies — an off-the-shelf face 
recognizer, cloud computing, and publicly available 

information from social network sites — to identify 
individuals online and offline – in the 
physical world.

Since these technologies are also accessible by end-
users, the results foreshadow a future when we all may be 
recognizable on the street — not just by friends or government 
agencies using sophisticated devices, but by anyone with 
a smartphone and Internet connection. The team ran three 
experiments and developed one mobile phone application. 
In one experiment, Acquisti’s team identified individuals on a 
popular online dating site where members protect their privacy 
through pseudonyms. In a second experiment, they identified 
students walking on campus — based on their profile photos 
on Facebook.

In a third experiment, the research team predicted personal 
interests and, in some cases, even the Social Security numbers 
of the students, beginning with only a photo of their faces.

Carnegie Mellon researchers also built a smartphone 
application to demonstrate the ability of making the same 
sensitive inferences in real-time. In an example of “augmented 
reality,” the application uses offline and online data to overlay 
personal and private information over the target’s face on the 
device’s screen.

“The seamless merging of online and offline data that face 
recognition and social media make possible raises the issue of 
what privacy will mean in an augmented reality world,” Acquisti 
said. Cloud computing will continue to improve performance 
times at cheaper prices, and online people-tagging and face 
recognition software will continue to provide more means of 
identification.

“Ultimately, all this access is going to force us to reconsider 
our notions of privacy,” Acquisti said. It may also affect how 
we interact with each other. Through natural evolution, human 
beings have evolved mechanisms to assign and manage trust 
in face-to-face interactions: “Will we rely on our instincts or on 
our devices, when mobile phones can predict personal and 
sensitive information about a person.”

India makes progress towards 
national offender fingerprint 
database
Offenders in India could soon come up against the power of a 
centralised offender fingerprint and criminal records database.

The Crime & Criminal Tracking Network and System (CCTNS), 
a project of Ministry of Home Affairs, is being implemented 
by the National Crime Records Bureau (NCRB). It seeks to 
connect all police offices of all States & Union Territories.

In a statement Shri Jitendra Singh, Minister of State in the 
Ministry of Home Affairs, said that all States/UTs of the 
country except for the UTs of Andaman & Nicobar, Daman 
& Diu, Dadar & Nagar Haveli and Lakshadweep, have an 
effective system of recording fingerprints.

24 States/UTs have the capability of recording fingerprints of 
offenders/criminals in an AFIS. Seven States/UTs namely Uttar 
Pradesh, Bihar, Himachal Pradesh, Jharkhand, Manipur, Sikkim 
and Chandigarh have older manual methods of recording 
fingerprints of offenders/criminals.

The CCTNS project envisages networking of criminal records 
at the level of police stations, District Offices and State Offices, 
with a national server at NCRB.
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USA sees first fingerprint-
enabled NFC payment
They are some of the hottest technology buzzwords around, 
so it’s little wonder that technologists are salivating at the 
prospect of the coming together of Near Field Communications 
(NFC), biometrics and mobile wallets.

NXP, AuthenTec and DeviceFidelity claim to have completed the 
first fingerprint-enabled NFC payment transaction in the USA. 
Together the companies hope to create solutions that transform 
today’s smartphones into highly secure mobile wallets.

Reference designs created by the companies are expected to 
help mobile phone OEMs and wireless carriers address the 
growing demand for NFC-capable smart phones, which are 
forecast to grow to nearly 300 million units worldwide by 2014, 
according to Juniper Research.

“Security is often cited as the biggest impediment to the 
broad adoption of mobile wallets, and we believe our jointly 
developed NFC reference designs will give consumers greater 
confidence that mobile wallets are not only an easier way 
to pay but are much more secure than other means,” said 
AuthenTec CEO Larry Ciaccia.

The landmark transaction in the USA was made possible via 
a Motorola ATRIX 4G smartphone equipped with AuthenTec’s 
AES1750 smart fingerprint sensor and DeviceFidelity’s In2Pay 
microSD card based on NXP’s secure NFC solution. The 
quick, convenient and secure mobile payment was conducted 
when the demonstrator swiped a finger over the smartphone’s 
fingerprint sensor, authenticating him as the pre-enrolled 
account owner and quickly launching a credit card app. 
Following authentication the user simply tapped the ATRIX 
smartphone against a payment terminal.

NXP, AuthenTec and DeviceFidelity plan to collaborate further 
on additional, similar NFC-based designs to help enable broad 
proliferation of mobile wallets in the U.S. and other regions.

Henri Ardevol, vice president and general manager, secure 
transactions, NXP Semiconductors. “The fingerprint 
transaction shows how future mobile transactions may 
become increasingly convenient through the use of NFC and 
biometrics.”

ePassport gates across the UK
ePassport gates have been installed at the UK’s Heathrow and 
Gatwick airports, bringing the number of automated border 
controls in place to 15 transport terminals across the UK, 
including all major airports.

The gates work by using facial recognition technology to 
compare the face of the traveller with that of the photograph 
stored on the chip inside their passport. Traveller details are 
also checked against the full range of UK Border Agency 
systems, just as if they were seen by an officer.

ePassport gates can now be found at all major UK airports 
including: Birmingham Terminals 1&2, Bristol, Cardiff, East 
Midlands, Gatwick North & South, Luton, Manchester 
Terminals 1&2, Heathrow T1, T3, T4, and T5 and Stansted.

According to the UK government, more than 4.5 million 
people have used the gates since the first gates went live at 
Manchester Airport in 2008.

UK police roll-out mobile 
fingerprint technology 
nationwide
Police officers in the UK will now be able to check an 
individual’s identity on the beat within two minutes, as the NPIA 
rolls-out new mobile fingerprinting devices to forces across the 
country.

The new Mobile Identification (MobileID) service allows police 
officers to scan a person’s fingerprints while on the beat and 
check them against information from the national fingerprint 
database, IDENT1 for verification. Fingerprints taken on 
MobileID devices are not retained after a search, officers said.

This will enable faster identification of individuals saving the 
public and police officers time and also help increase the 
number of offenders who are identified and brought to justice.

The devices have been deployed to more than half of forces 
in England and Wales this year, helping to cut the number of 
trips police made back to the police station and giving them 
more time to spend on the frontline. For example, rather than 
arresting and detaining an individual to establish their identity, 
which can take up to several hours, it will now take a couple of 
minutes.

The roll-out follows successful field trials which involved 
28 police forces using Lantern devices to test how mobile 
fingerprinting performs in an operational environment. Feedback 
from the field trials helped the NPIA manage the development of 
a smaller, hand-held national solution for use by all forces. 
 
Benefits reported from officers who used mobile identification 
devices as part of the national Lantern field trials, include:

•  An average saving of at least 30 minutes per case where used.

•  Identification of unconscious or fatal victims at a crime or 
accident scene.

Improved levels of public 
confidence
Tom McArthur, NPIA Director of Operations, said: “Identification is 
crucial to police investigations and giving officers the ability to do 
this on-the-spot within minutes is giving them more time to spend 
working in their communities, helping to fight crime, bringing 
more offenders to justice and better protecting the public.”

DCC Peter Goodman, ACPO lead on MobileID, said: “There is 
no doubt that this step forward in the use of technology will 
help police officers on the front line. It will identify offenders, cut 
down on wasted time in custody suites, enhance officer safety 
and it will be a powerful tool in the fight against criminals. One 
of the most powerful weapons criminals have is their ability 
to hide their true identity. With the advent of MobileID, this will 
become much more difficult, making our communities that 
much safer.”

The MobileID project forms part of the Information Systems 
Improvement Strategy (ISIS), a reform programme for the police 
service that is using IT to improve efficiency. This will release 
savings and deliver operational improvements across policing 
and into the wider criminal justice system.

MobileID devices have currently been deployed to 25 forces.
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New standard from BSI 
addresses public concerns 
over biometric technologies
The British Standards Institution (BSI) has launched a new 
standard to address growing concerns around the use of 
biometric technologies.

Biometric recognition systems are increasingly being 
introduced into a number of UK sectors, including schools, 
hospitals, construction sites and prisons. However proposals 
to use these unique ways of confirming identity are often 
accompanied by privacy concerns.

PAS 92 - Code of practice for the implementation of a biometric 
system - is intended to provide those managers considering 
the purchase of a recognition system with a framework to 
ensure that their organization demonstrates best practice 
before they buy a biometric system, as well as committing it 
to maintenance of a quality installation. The standard will also 
enable organisations to understand and comply with their 
obligations in respect of personal data.

PAS 92 will be of interest to a diverse market  
which includes procurement officials in sectors  
such as construction, local authorities (including 
health and education departments) and the 

emergency services. Other potential users 
of the standard are specialist security 
suppliers, small businesses, integrators, 
the licensing trade and managers of 
nightclubs.

“BSI is leading the way in supporting the biometric community 
with the creation of a standard that provides guidance on 
the specification of performance and security criteria for 
procurement and operation of the technology,” says Mike Low, 
Director of British Standards. “PAS 92 will enable procurement 
managers to confidently work with suppliers to design and 
deliver a system that works effectively within a defined budget.”

“Biometric systems can enhance the security of many 
systems, as biometric features are tightly coupled to the 
individual. However, their use in some applications has raised 
public concern.” says Marek Rejman-Greene, from the Centre 
for Applied Science and Technology (CAST) at Home Office 
Science. “The launch of the new PAS is to be welcomed, as 
it takes a practical and comprehensive view on the design 
and implementation of such systems. It offers a step-by-step 
approach to the specification of a biometric solution that 
should result in systems which are both legally compliant and 
fit for purpose.”

PAS 92 - Code of practice for the implementation of a 
biometric system is now available for purchase at  
www.shop.bsigroup.com.

The developing committee for PAS 92:2011 - Code of practice 
for the implementation of a biometric system – includes 
representatives from IBM, IBS, Fujitsu, Home Office Science – 
Centre for Applied Science and Technology (previously Home 
Office Scientific Development Branch), Identity and Passport 
Service (IPS), KeCrypt Systems, Morpho UK Ltd, National 
Physical Laboratory (NPL), National Policing Improvement 
Agency (NPIA), Phoneability, UK Government Biometrics 
Working Group (BWG) and the BSI Consumer & Public Interest 
Network.
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Steve Mansfi eld-Devine, freelance journalist

Steve Mansfi eld-Devine is a freelance journalist 
specialising in information and IT security. He is also the 
editor of the Elsevier newsletters Network Security and 
Computer Fraud & Security.

Introducing biometrics to Single Sign-On (SSO) 
offers a unique mix of convenience and security 
while boosting organisations’ abilities to meet 
their compliance requirements, discovers Steve 
Mansfi eld-Devine.

There’s a problem with passwords. The key mechanism on which 
we rely for so much of our IT security is not holding up well as 
technology becomes ever more pervasive. As the systems and 
services we use proliferate, so do the passwords we have to 
remember. The advent of Single Sign-On (SSO) solutions would 
seem to address some, if not all, of the issues. But it’s arguable 
that SSO only reaches its full potential when you do away with 
that fi nal password and use biometrics for authentication.

Password issues
The inherent fl aws of passwords have an impact on both security 
and productivity. Many of the problems are all too familiar; people 
choose weak passwords, write them down or use the same 
password in multiple places. System admins are often reluctant 
to enforce the use of strong passwords or frequent password 
changes because then security can cometo be perceived by 
ordinary users as a problem, and something to be circumvented. 
And bad habits are not helped by the need to remember multiple 
passwords.

Then there’s the nasty habit of password sharing. Sometimes 
this is innocent, just to get the job done. But it can also be 
malicious, a deliberate attempt to get around security processes. 
This practice makes auditing tricky – you know that an account 
has been used but not who was typing in that password. With 
increased regulation, such as PCI DSS or HIPAA and various 
data protection acts, auditing has become a critical component 
in compliance and this weakness in passwords is a serious 
hindrance to demonstrating tight security and accountability 
practices.

You can also crack passwords. Hackers have access to tools 
– such as rainbow tables – and computing resources that can 
render even reasonably long and randomly formed passwords 
vulnerable to cracking within hours, if not seconds.

Finally, there’s the issue that’s most likely to get the attention 
of the CFO or the board – money. Resetting forgotten or 
compromised passwords is a constant drain on help desk 
resources, commonly taking up as much as half of the support 
staff’s time. And that translates into high costs.

“One of our largest customers was experiencing as many as 
10,000 password calls per month,” says Fabio Santini, director 
of product marketing at DigitalPersona. “So it’s easy to imagine 
the cost of something like that. If you look at Gartner, password 
resets cost anywhere between $20-25. So 10,000 a month adds 
up to a quarter of a million just because people forget their 
passwords.”

In fact, other estimates put the cost of password resets even 
higher – as much as $70-100, depending on company size and 
how support is provided. And the problem only gets worse if 

Single Sign-On: 
matching convenience with security

Fingerprint and face recognition are the key 
technologies that allow organisations to do away 
with that fi nal password and provide login systems 
that match convenience with security. 

Biometric SSO solutions also provide accountability 
and non-repudiation capabilities that help 
organisations with their compliance requirements. 
Steve Mansfi eld-Devine looks at the benefi ts and 
the challenges of biometric SSO.
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you impose good password practices – long, 
randomly formed passwords, which are 
harder to remember, and regular changes.

The issues associated with passwords 
have become more pressing at the same 
time that strong authentication has grown 
in importance. For example, organisational 
structures and work practices have changed 
out of all recognition. The idea that you could 
identify someone from the PC at which they 
sat is long gone. It’s not just the increasing 
mobility of workforces, although that’s a 
strong factor, but also greater flexibility within 
the workplace, with staff wanting to be able to 
connect via workstations, laptops and mobile 
devices from multiple points both on and off 
company premises. The virtual enterprise has 
eroded traditional organisational boundaries 
and made the securing of networks and 
applications even more important. And yet 
this new, fluid environment has made support 
that much more difficult.

Benefits of biometric SSO
Clearly, reducing many passwords to just 
one that can be used for everything from 
connecting to corporate applications, 
through using VPNs and file encryption to 
logging on to websites has obvious benefits. 
Adding biometrics into the mix takes SSO 
that one step further. Using fingerprint or 
facial recognition (to mention the two most 
commonly used modalities) does away with 
that final password. By itself, that wouldn’t 
seem to warrant the cost and complication of 
introducing biometrics into the organisational 
IT environment, but the addition of biometrics 
brings other benefits that SSO by itself can’t 
realise. Many of the vendors in the biometric 
SSO space offer alternative authentication methods, such 
as smartcards or other tokens. But while they are all, pretty 
much, better than using passwords and may be able to offer 
some of the advantages we’re about to explore, only biometric 
technology provides all of these benefits.

The most immediate selling points are speed and convenience. 
Tapping in passwords is a remarkably clumsy way of getting 
access to an application. And in some environments, staff have 
to authenticate time and again. In a retail outlet, for example, 
sales staff want to be able to use any Point of Sale (PoS) 
terminal quickly and easily. In healthcare, it’s common for staff 
to have to log in to multiple workstations many times a day 
and for them, getting access to information quickly can be 
critically important.

“Doctors didn’t want to type user names as they roam from 
machine to machine in doing their rounds. It’s very convenient 

for them to walk up, put their finger down and log in.”

“We saw very rapid adoption in healthcare to the 
point where, I think, about 70% of customers in 

healthcare that used our solution had biometrics 
deployed somewhere within their organisation,” 

says David Ting, CTO of Imprivata. “And 
it was almost universally one-to-many 
fingerprint matching because the doctors 
didn’t want to type user names as they 

roam from machine to machine in doing their 
rounds. It’s very convenient for them to walk 
up, put their finger down and log in.”

This is appealing in part because it makes 
security almost invisible. “Basically, end users 
want no security,” says George Brostoff, 
CEO of Sensible Vision. “It doesn’t matter 
how convenient it is. Essentially, you have 
to have a solution that provides the ability to 
implement security but with high end user 
acceptance.”

With the ability to perform 1:N searches, 
biometric SSO moves from simple 
authentication (yes, this person is who 
they say they are) to identification (who is 
this person?). You can log someone into a 
system purely as the result of a fingerprint or 
face scan – in the case of facial recognition, 
it may require no action at all by the user. In 
that sense, it’s far more than a fingerprint 
replacement. The resulting speed and 
convenience are a great boost to productivity. 
And while productivity and security are 
usually inversely proportional, with biometric 
SSO both are increased.

“It really has a lot to do with the workflow,” 
says Ting. “If you look at the re-authentication 
scenario where, every time you enter a 
transaction, you want to validate that the 
right user is accessing and committing that 
transaction, you really want something that’s 
easy and fast. At one hospital where they 
were doing electronic prescriptions, the 
number of prescriptions they generated in a 
week was close to 100,000. If you required a 
password, how much time would you spend 
typing that in?”

Instant accountability
The fundamental nature of biometrics is what makes the 
technology so suited to this application. Using ‘something 
you are’ immediately eliminates the problem of the sharing of 
login credentials that undermines passwords and even tokens. 
The assurance this gives – that you know, without doubt, who 
is authenticating – is the reason we use biometrics in many 
applications, but for SSO it is particularly appealing. In one 
stroke, you apply this high level of accountability and non-
repudiation to all the applications you use.

Organisations will feel the benefit of this when it comes to 
auditing and compliance. “We immediately saw an upturn 
in the adoption of biometric solutions and SSO in regulated 
industries, with healthcare being one of the first to adopt it 
because they were faced in the US with HIPAA regulations for 
privacy and security of access to health information systems,” 
says Ting. “That drove the need for passwords, which doctors 
never had to enter before, and many passwords for each 
of those back-end systems they needed to get into. CIOs 
struggled with how to provide this in a convenient manner, 
recognising that doctors would never use a token if they had 
to enter a one-time password, that they were more prone 
to losing or forgetting smartcards or any other kind of card. 
So they focused on using biometrics, something the doctors 
couldn’t forget or lose.”

Fabio Santini, ‘password 
resets an issue’

David Ting,  
‘health staff need fast access.’
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In fact, says Ting, doctors warmly embraced biometric 
systems: “One doctor I talked to said, ‘I like it when the 
computer knows it’s me’. He personified it to the point that the 
computer recognises that he is the all-powerful doctor.”

When it comes to auditing, biometric SSO has a strong story 
too. “You can provide a very comprehensive set of reports that 
allows you to recreate the timeline of how a user got into the 
system,” says Ting, although he doesn’t think this is a major 
driver for adoption of the technology.

“Biometrics offers you a very nice audit trail because you know 
for a fact that so-and-so accessed that information at that 
time, that it wasn’t someone else borrowing a smartcard or 
password.”

Santini isn’t so sure. “Audit trails are very  
important for compliance,” he says, pointing out that 
regulatory requirements are pushing the introduction of many 
technologies. “For example, in healthcare, whenever 
it comes to medical records, auditors and 
regulators want to make sure the right 
doctor accesses the right information at the 
right time. Biometrics offers you a very nice 
audit trail because you know for a fact that 
so-and-so accessed that information at that 
time, that it wasn’t someone else borrowing 
a smartcard or password.”

Although most biometric systems work 
using templates, rather than the original 
biometric data, some systems offer the 
option of effectively ‘signing’ a record for 
sensitive transactions. Brostoff explains 
that the Sensible Vision system, which 
uses face recognition, doesn’t store the 
face image captured during authentication 
by default, but this is an option, putting a 
‘photo signature’ next to each transaction. 
A small proportion of the firm’s customers do this. “It really 
depends on the application,” he says. “We have one group, for 
example, that takes a photo signature when a prescription is 
signed, in addition to the authentication.”

Convenience is clearly a factor here, too. And that’s relevant 
not just for the initial authentication but throughout the session. 
Brostoff believes that market acceptance of biometrics in 
general won’t be driven by simple password replacement but 
by tackling issues and vulnerabilities that no other technology 
can address. That’s why his firm went for face recognition, 
he says. “It was one of the only technologies we saw that 
really addressed some fundamental issues,” he says, “and 
that is, authentication after the login. That’s why we talk about 
continuous security, because that’s one thing the appropriate 
biometrics can do that passwords can’t do, that tokens can’t 
do very effectively – and that’s know who’s in front of the 
system on an ongoing, continuous basis.”

Appropriate applications
Healthcare crops up time and again when you seek  
examples of how biometric SSO is being used. A lot of that 
is driven by regulatory requirements. But it’s not just that 
regulations demand rigid security and accountability. It’s a 
matter of how you achieve that with the kinds of users you 
find in that sector.

“The users have a lot of power,” says Brostoff. “You can’t 
simply say to a user – in this case a doctor – you’re going 

to do XYZ otherwise you’re going to lose your job, because 
the doctor tells the healthcare facility, ‘good, I’ll go down the 
street’. I’m almost quoting verbatim some of our customers. 
You have to have solutions that help meet the compliance but 
also enhance the workflow, and protect the patient record.”

There are other sectors that seek similar benefits. In process 
control and manufacturing, for example, a worker may need 
access to a variety of machines and applications on the shop 
floor. And if that worker is making changes to a computer-
controlled machine, you want to have an accurate and detailed 
record of who made those changes and when. Similarly, 
financial institutions want the accountability that biometric SSO 
offers, especially when it comes to moving large amounts of 
money.

“If I’m working in a financial institution and my job is to 
transfer millions of euros from one location to another, 

I probably want to add a factor such as facial 
or fingerprint recognition and maybe a PIN, 
because that kind of authentication is very 
important.”

Not everyone in an organisation has an equal 
degree of responsibility and not all transactions 
are equally critical. And while you might want to 
roll out SSO across the organisation, you may 
not want to implement biometrics for everyone, 
especially if there’s user resistance to the 
technology. This is why, says Ben Boulnois, 
EMEA regional manager for DigitalPersona, 
it can be an advantage to offer a range of 
authentication methods for the SSO system, 
including smartcards, tokens and strong 
passwords, in addition to biometrics. The 
method can then be tailored to the task. “For 
example, if I’m working in a financial institution 
and my job is to transfer millions of euros from 
one location to another, I probably want to add 

a factor such as facial or fingerprint recognition and maybe a 
PIN, because that kind of authentication is very important,” he 
says.

Two-factor authentication
In most cases, biometric SSO uses a single factor for 
authentication or identification where the matching is done on 
the local machine or, more commonly, over the network against 
a centralised directory. There is another approach, however.

Precise Biometrics, for example, offers a match-on-card system 
– effectively a two-factor method, with fingerprint being one 
factor and the card the other. To some extent, this undermines 
some of the advantages of biometric SSO: as with password or 
token-based systems, a match-on-card approach suffers from 
the problem that you can lose or forget the card. However, 
there are compensating benefits.

“It all depends on what level of security you want to apply to 
your solution,” says Per Bahr, UK sales director for Precise 
Biometrics. “The strength of a smartcard is that the verification 
is taking place in the secure environment of the smartcard 
itself. Computers can be hacked, but there’s no way to 
circumvent the secure environment of the smartcard for 
authentication.”

That also makes the solution portable and highly suitable 
for organisations or applications where users are widely 
distributed geographically and where centralised management 

Ben Boulnois:  
‘range of methods is best’
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of ID or the matching of biometrics might be challenging. The 
solution adds a little complication in terms of managing the 
issuing and distribution of the cards. Cancelling them isn’t a 
problem, though. With card profiles tied to Microsoft Active 
Directory records, all the organisation has to do is delete the 
record and logging on with that card is disabled. 

This technology may also make the use of biometrics 
more acceptable from the staff member’s perspective. “The 
biometry isn’t stored anywhere other than the card,” says 
Bahr. If an employee quits and wants to ensure the biometric 
data isn’t retained, ‘the employee can take the card, cut it in 
two pieces and that’s it’.s

Implementation issues
While implementation requirements vary widely from one 
solution to another, there are some common issues. For 
example, in order to avoid any additional ID management 
burden, it’s essential that the biometric SSO system integrates 
with existing authentication applications. Fortunately, most 
SSO solutions are designed to integrate with industry-standard 
systems such as Microsoft’s Active Directory or LDAP servers, 
so that there’s a single place where identities are managed.

Even so, there might be some work to do. “Each organisation 
has so many applications and not all of them are AD-aware, 
so the SSO system really has to know how to handle those 
products,” says Mizan Rahman, CEO of M2SYS. 

Some bespoke or legacy applications may have idiosyncratic 
ways of handling authentication. “There’s a huge challenge 
in how you make the SSO talk to those products. So you 
may have a situation where you don’t have 100% of the 
applications benefiting from this implementation. Or there may 
be additional customisation or development involved.” 

“The technical implementation is a matter of defining 
workflows, and making sure that the workflow matches how 
users use the system.”

One concern for many potential customers of biometric SSO 
solutions is whether they’ll work with corporate applications. 
Most SSO solution providers will offer patches or modules 
to enable them to work with industry-standard applications 
such as SAP, Oracle, Siebel and so on. And web applications 
are usually dealt with through browser plug-ins. But bespoke 
applications might require some development work, by the 
customer or the vendor. As a last resort, screen-scraping 
techniques are often used where direct integration proves too 
difficult or costly. 

An organisation will only benefit fully if all applications work 
with the new system. “Otherwise it becomes useless,” 
says Santini. “As a user, if I have to use fingerprints for five 
applications but then I have to remember passwords for the 
other five, what’s the point? I need something that gets used 
universally.”

You also have to ensure that the solution matches how 
people actually work. “The technical implementation 
is a matter of defining workflows, and making 
sure that the workflow matches how users use the 

system,” says Brostoff. And there will be trade-offs 
involved: security professionals, for example, 

might want to impose restrictions that 
have negative effects on usability.

Infrastructure investment
Another concern for some companies will be the investment 
in infrastructure – specifically, the fingerprint scanners or 
webcams needed at every workstation where someone might 
need to log in. This isn’t as much of a barrier as it once was. 
Indeed, something in favour of facial recognition is the fact 
that virtually all laptops and even many desktop machines now 
come with webcams built-in. 

An increasing proportion of computers – especially those 
sold into the corporate market – also now come fitted with 
fingerprint scanners. And the price of standalone units or 
keyboards with built-in fingerprint scanners is now low enough 
that the expense is easily justified by the saving on support 
costs and as part of your compliance efforts. However, more 
sophisticated biometric methods, such as palm vein or iris 
scanning, may be locked out of the SSO market for some time 
purely because of the higher investment required.

It’s not just cost that’s driving the choice of biometric 
modalities. Fingerprints and facial recognition also tend to 
be a better fit with the workflow that organisations are trying 
to achieve – after all, convenience and improvements in 
productivity are major incentives for doing this. So how do you 
decide which modality to use?

“Biometric people think there’s a one size fits all,” says 
Rahman. They think, ‘fingerprints, sure, we can use that 
everywhere’. That’s not the case. You have to do it on a 
case-by-case basis. It’s all driven by requirement and the 
environment. People have to think, how do I want this to 
behave? It’s the only way you will get the technology that fits 
your needs. Environment drives the modality. So a solution 
might be a hybrid. For example, facial could be used to detect 
the person’s presence but it’s not used to log you in. You still 
have to scan a fingerprint.”

Even once you’ve decided on the modality you want to use, 
you have to look at how it’s used. A scanning process that’s 
difficult or time-consuming won’t work in this case. In contrast 
to many other biometric applications, speed takes precedence 
over accuracy. For example, with fingerprint scanning, you 
might have to accept a very wide capture angle and rotation 
angle. “Most users have a very difficult time keeping their 
fingers within a narrow plus or minus five degree off-axis 
rotation,” explains Ting.

False acceptance
One serious concern with biometric SSO is the False 
Acceptance Rate (FAR). Being locked out of a system 
because it fails to identify you is annoying. But being falsely 
logged into the system under someone else’s account is a 
disaster, especially when it gives you access not to just one 
application but to all of them. Most biometric SSO solutions 
are configured, out of the box, with very low FAR settings 
and will typically have a challenge mechanism – a second 
authentication method such as a master password or tokens – 
when verification is uncertain. This might seem to place a limit 
on the usefulness of SSO, but most systems are able to learn 
and the frequency with which users are challenged or rejected 
falls over time.

It’s also a case of adapting the system to the environment. 
With facial recognition, for example, Brostoff explains: “Typical 
applications using facial recognition to identify people are 
looking to maximise the acceptance rate with improper 
recognitions being a secondary concern. In our case, it’s 
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a controlled environment. We need to have a 1x10-7 false 
acceptance rate, which is based on the US Government’s 
database for facial recognition testing. And we achieve that 
by having many templates which accommodate differences 
in lighting, differences for angle of view, differences when 
people’s beards change or they wear something substantially 
different.”

False acceptance and rejection can also be reduced through 
analysis of workfl ow patterns – for example, you give specifi c 
people access only to certain machines. If that person tries 
to log on elsewhere – in a different department or building, 
perhaps – you would challenge for secondary authentication. 
These workfl ow patterns might also be linked to shift hours 
or even physical access systems, so that staff can log into a 
building’s terminals only if they have carded into that location.

“If you’re doing one-to-many, with user ID being solely 
biometric, then defi nitely size will matter.”

It’s also important to set the FAR thresholds to something 
appropriate to the business. “Our default values allow for false 
reject rate of less than 1% with a false accept rate of 1 in 
100,000,” says Santini. “This is a very low value – appropriate 
for most organisations. At the same time, there’s only one 
chance in 100 that you can’t log on.” However, systems 
managers can tweak those values and organisations with very 
large numbers of users might want something more stringent. 
“Some very large deployments use a false accept rate of one 
in one million,” he says.

It might appear that the need for a very small FAR might place 
a limit on scalability. The more users you have, the more likely 
a false acceptance will occur. “If you’re doing one-to-many, 
with user ID being solely biometric, then defi nitely size will 
matter,” says Rahman. But that can be dealt with through data 
segmentation, he explains, breaking down the databases, 
perhaps by department or location, so that matching occurs 
against much smaller numbers of records. “If you have 
someone in IT, you’re not going to match them against the 
people who work in fi nance,” he says. “Data segmentation 
makes it a smaller pool. There’s always a context involved.”

Ultimately, the success of a biometric SSO roll-out may depend 
on how well you’re handling authentication now. Implementing 
biometric SSO won’t fi x current weaknesses in your identity 
management processes and it’s not an alternative to tight 
control over authentication via systems such as Active 
Directory – in fact, it depends on those processes being 
in place and working well. But if done properly, biometric 
SSO not only offers huge convenience, it can make you 
considerably more secure.

This article was fi rst published in the July/
August 2011 issue of Biometric Technology 
Today
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Enter NIST (National Institute of Standards and Technology, 
formerly the National Bureau of Standards, NBS, who 
had authored the 1986 standard previously cited). NIST 
was tasked to accelerate the development of the needed 
biometric standards, a task they embraced and acted upon. 
By December of 2001, a new technical committee (TC) on 
biometrics (designated M1) was formed within the ANSI 
accredited INCITS (International Council on Information 
Technology Standards, formerly ANSI X3) and its first meeting 
was held in January of 2002. In parallel, the US proposed 
a new biometrics subcommittee within ISO (International 
Organization for Standardization) which was approved in 
June 2002 as SC37 and first met in December of that year, 
with 17 countries signed up to participate. By 2004, seven 
new American National Standards for biometrics had been 
approved and published, with more to follow. Internationally, 
by 2005 the first four international biometric data interchange 
format standards had hit the street.

Why Standards?
For biometrics to be used effectively, they must be exchanged. 
That exchange may only be between the capture device and 
a local resource or it could be between a collection system 
and a backend matching system or data interchange between 
systems, agencies, or governments. To support data exchange 
in a heterogeneous environment, standards are required to 
achieve interoperability.

IEEE estimates that $1.5B is invested globally each year in the 
creation and management of standards.[1] Does this surprise 
you? Perhaps it is because, as documented in a study by 
the German institute for standardization – DIN, standards 
contribute more to growth than patents and licenses and 
companies that participate actively in standards work have 
a head start on their competitors in adapting to market 
demands.[2] To integrators and end users, open standards are 
a way to reduce cost, schedule, and technical risks and to 
avoid “vendor lock-in” issues.

As stated in the Economist, “Without standards, a technology 
cannot become ubiquitous, particularly when it is part of a 
larger network.”[3]

However, like everything in life, there is a trade-off. To achieve 
the benefits of standards, you may have to compromise 
in other areas – for example, system performance – as 
sometimes there is additional overhead involved or loss of 
ability to fully optimize for a specific application.

Standards – Getting Started
Catherine J. Tilton
 
VP for Standards & Emerging Technologies at Daon.  
More information at: 

www.planetbiometrics.com/biometric-standards/

Introduction (and a little history)
Biometric standards are one of the most important but least 
interesting topics in the biometrics field. Most practitioners see 
them as a necessary evil; however, they play a critical role in 
the adoption and successful implementation of biometrics in 
applications where interoperability and interchangeability are 
needed.

Prior to the events of 9/11, few biometric standards existed. 
The law enforcement community had developed the ANSI/
NBS-ICST 1-1986 standard for the exchange of fingerprint data 
and its successors are used worldwide for the exchange of 
forensic biometric data today. By that time, a few “commercial” 
biometric standards had also emerged, most notably BioAPI. 
However, it was not uncommon to hear the refrain, “The trouble 
with biometrics is that there are no standards” as one of the 
reasons for the lack of large scale adoption of the technology. 
Those who understood the potential of biometrics in identity 
management and authentication were frustrated that sales had 
not lived up to that potential (or the hype).

At that time, the landscape was dominated by proprietary 
products and custom implementations. Outside of the criminal 
justice domain, Interoperability was nearly non-existent. For 
example, it was difficult if not impossible to enroll using Vendor 
A’s device/algorithms and later verify using Vendor B’s device/
algorithms due primarily to data format incompatibilities. 
Vendors with an installed base tended to like it this way as 
it created a “vendor lock-in” effect and a barrier to entry to 
new vendors. However, concurrently it increased risk for the 
end-user. Vendors did not always stay in business. System 
expansion and technology refresh were more difficult, 
sometimes requiring re-enrollment of users.

All of a sudden, biometrics were center-stage. Once an obscure 
technology, people were now talking about how they could be 
used to enhance national security. The US president actually 
used the “B-word” in a speech. But how could this technology 
be used effectively without associated standards?
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Standards Development
There are two types of standards organizations – formal 
and informal. Formal standards bodies, also known as ‘de 
jure’ organizations, comprise the official national standards 
bodies and internationally recognized bodies – for example 
the British Standards Institute (BSI). These may or may 
not be government sponsored. International standards 
development organizations (SDOs) include the International 
Organization for Standardization (ISO) and the International 
Telecommunications Union (ITU).

Informal standards bodies, also known as defacto standards 
organizations, generally comprise industry consortia. 
Organizational structures and rules vary more widely across 
informal bodies. Examples include the IETF, W3C, and OASIS. 
Some bodies that have specifically addressed biometrics 
include the BioAPI Consortium, the JavaCard Forum, and the 
Voice XML Forum.

In addition, there are “defacto” or “industry standards”. 
These are usually developed by a single company or group 
of companies that create specifications that become widely 
adopted due to the market share represented.

ISO and IEC have a joint technical committee for information 
technology standards called JTC1. In 2002, ISO/IEC JTC1 
established a subcommittee to develop generic biometric 
standards, which was designated as SC37. This subcommittee 
is chaired by the US and is composed of six working groups, 
each addressing a specific area of work, as shown below:

New work item proposal (NP)
•  Working draft (WD)
•  Committee draft (CD)
•  Draft international standard (DIS)
•  Final draft international standard (FDIS)
•  International standard (IS)

Current Status and Trends
As of September 2010, ANSI/INCITS has published 28 
biometric standards covering technical interfaces, data 
formats, application profiles, and performance testing. ISO has 
published 38 in these same areas plus vocabulary and societal 
related standards. In addition, other standards development 
organizations (SDOs) have also developed biometric related 
standards in the areas of finance, security, smartcards, 
telecommunications, and Web services. 

It is not possible in a brief article to list all of the biometric 
standards that have been developed by these organizations; 
however, the Table 1 provides a summary level listing. Note 
that many standards are “multi-part.” That means they 
comprise a family of related standards, usually consisting of 
a general or base standard as part 1, followed by additional 
parts. The best example of this is the ISO/IEC 19794 family 
of data interchange format standards which includes a Part 1 
Framework standard plus Parts 2-x for the modality specific 
(i.e., fingerprint, face, iris, etc.) data formats.

The first set of biometric standards developed are becoming 
known as the ‘Generation 1’ (G1) standards. Once published 
and in use, corrections and enhancements are frequently 
identified. Some of these are addressed through corrigenda 
and amendments; however, when the changes are extensive 
revision projects are initiated. This also happens when the 
original domain of use is broadened or the technology itself 
evolves. 

An example of domain expansion relates to the ANSI/NIST 
standard. Originally used exclusively by the law enforcement 
community, its use has expanded to civil applications primarily 
related to background screening. For both this and its original 
purpose, the application of modalities beyond fingerprints has 
also led to the need to revise this standard.

Technology evolution is exemplified by the advent of 3D 
facial recognition and compact iris formats. The original face 
format addressed the traditional 2D facial image; however, 
as the 3D facial technology matured and multiple providers 
entered the field, the need to define an interchange format 
emerged as well. In the case of the iris format, the original 
(2005) standard included both a rectilinear image and a polar 

Within ISO, other technical committees and subcommittees 
have also addressed biometrics. This includes, for example, 
TC68 (Financial Services), JTC1 SC17 (Cards and personal 
identification), and SC27 (IT security techniques). The SC37 
biometrics group has a liaison relationship with each of these 
groups to coordinate efforts in this area.

The most well known informal biometric standards 
organization is the BioAPI Consortium. This group 
was formed in 1998 to develop a common biometric 
application programming interface to allow software 
applications to communicate with biometric 
technologies in a platform and device independent 
manner. This group produced a specification in 
2001 and it was later adopted as an ANSI standard 
in 2002 and an ISO standard in 2006. 

Standards development follows a process wherein a 
project is proposed and then moves through a series 
of steps towards publication. In ISO, these steps are:

Figure 3.  
Standards development 

organizations involved in 
biometric standards

Figure 2. SC37 work areas

WG1 – Harmonized Biometric Vocabulary (Convener UK)

WG2 – Biometric Technical Interfaces (Convener Korea)

WG3 – Biometric Data Interchange Formats (Convener Germany)

WG4 – Biometric Profiles (Convener US)

WG5 – Biometric Performance Testing and Reporting (Convener UK)

WG6 – Cross-Jurisdictional and Societal Aspects of Biometrics (Convener Italy)
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image, the latter intended for use as a compact format – when 
space or bandwidth constraints limited the record size, when 
stored on a smartcard for example. However, since the original 
publication, NIST conducted a large scale iris test called IREX 

which tested the interoperability performance of 
different interchange formats and compression. This 
showed that a cropped, masked, and compressed 
rectilinear iris image performed better than a 

compressed polar image in this environment. In 
both of these cases, resulting changes 
are being reflected in revisions to these 
standards (known as ‘Generation 2’ or 
G2) which are expected to be published 
in mid-late 2011.

Another trend being reflected in newer biometric standards 
and in amendments to older standards is the inclusion of 
XML encoding. As biometrics are more often used within 
service oriented architectures, this is a natural evolution. Some 
examples of XML-based standards in development are:

• The new DNA and voice data formats are being developed 
natively in XML.

• The existing binary data formats are being amended to 
include an XML encoding option.

• In 2008, an XML format was added as part 2 of the ANSI/
NIST standard (ANSI/NIST-ITL 2-2008) and specifications 
based on this standard (e.g., the FBI and Interpol) are also 
being updated to take advantage of this option.

• OASIS and INCITS are jointly developing standards for 
Biometric Identity Assurance Services (BIAS) which are XML 
based and include a SOAP Profile (WSDL implementation).

• The current CBEFF (Common Biometric Exchange Formats 
Framework, ISO/IEC 19785) standard contains an XML 
patron format to encode metadata and security information.

Category Published In progress

Vocabulary 2382-37 Vocabulary - Biometrics

Interfaces 19784 BioAPI (with subparts)
19785 CBEFF (with subparts)
24709 BioAPI Conformance
24708 BioAPI Interworking Protocol
29141 Tenprint Capture using BioAPI
OASIS XCBF (XML CBEFF)
ITU-T 108x Telebiometrics

29164 Embedded BioAPI
19784-x BioAPI security & sensor interface
30106 Object Oriented BioAPI
30108 Biometric Identity Assurance Services (BIAS)

Data Formats 19794-1 Framework
      -2 Finger Minutiae
      -3 Finger Pattern Spectral
      -4 Finger Image
      -5 Face
      -6 Iris
      -7 Signature (time series)
      -8 Finger skeletal
      -9 Vascular
      -10 Hand geometry
29109 Conformance testing (formats)
       (Parts 1,2.4,5,9,10)
29159 Fusion data
ANSI/NIST-ITL 1-2007 Data Format for the Interchange of 
Fingerprint, Facial and other Biometric Data
ANSI/NIST-ITL 2-2008 XML version

19794-11 Dynamic Signature
      -13 Voice
      -14 DNA
29109-x Conformance testing (formats), other parts
30107 Liveness detection
ANSI/NIST-ITL 1-2011

Quality 29794 Sample Quality (with subparts)
NISTIR 7151 Fingerprint image quality
FBI EFTS Appendix F – Fingerprint Image Quality

29794-x Sample quality for other modalities

Profiles 24713-1 Reference architecture
24713-2 Physical access control for airport employees
24713-3 Biometric identification and verification of seafarers
FBI Electronic Biometric Transmission Specification (EBTS)
INT-I Interpol Implementation of ANSI/NIST ITL1-2000
ICAO 9303 MRTDs

Testing 19795 Biometric Performance Testing
-1 Principles
-2 Technology & scenario evaluation
-3 (TR) Modality specific testing
-4 Interoperability performance testing
-5 Access control scenario & grading scheme
-7 Testing of on-card biometric comparison algorithms

19795-x Additional parts
29120 Machine readable test data (with subparts)
29189 (TR) Examiner assisted applications 29197 Environmental influence 
29198 (TR) Measurement of difficulty for fingerprint DBs

Societal 24714-1 (TR): Guide to Accessibility, Privacy, Health and Safety 
Issues

24779 Pictograms, Icons, and Symbols (with subparts)
29144 Use of biometric technology in commercial identity management 
29194 Guidance on Inclusive Design and Operation of Biometric Systems

Security 19092-1 Biometric security framework (TC68)
24761 Authentication Context for Biometrics
19792 Security evaluation of biometrics

24745 Biometric information protection

Smartcards 7816-11 Biometric verification 24787 On-card matching

Technical Reports  
(not specific to 
above)

24722 Multimodal Fusion
24741 Biometrics Tutorial

29196 Guidance for Biometric Enrollment
29195 Passenger Processes for Biometric Recognition in Automated Border 
Crossing Systems
29156 Guidance on security and usability

*Notes:
a) Does not include national standards except for those used internationally. 
b) Full titles are not provided.
c) Standard numbers are ISO/IEC unless otherwise indicated.
d) Revision projects, amendments, and corrigenda omitted.
e) Does not include data compression standards.

Table 1. Biometric Standards Summary*



15

Feature

What other recent trends and activities may be of interest? 
Besides revisions and XML, work has begun in a number of 
other areas. Now that the basic set of standards is in place, 
experts are looking into more specific topics. For example, 
standards related to sample quality, fusion, and conformance 
methodologies have recently been developed. New 
projects have begun on usability, environmental influence, 
characterizing difficulty levels, icons and symbols, and the 
role of biometrics in identity management. Others have been 
proposed for object oriented APIs and liveness detection.

Little known is the fact that besides standards, many SDOs 
including ISO also develop technical reports. This is done when 
either the subject is not yet mature enough for standardization 
or the topic is informative in nature or more suitable as 
guidance. SC37 has published a number of such reports (e.g., 
related to multimodal fusion, cross-jurisdictional and societal 
considerations, and modality specific quality and testing). New 
projects on enrollment guidance and automated biometric 
border clearance are also targeted as technical reports.

Two important biometric standards events have recently 
occurred. The first was the SC37 meeting held in July 2011 in 
Kyoto (http://www.planetbiometrics.com/article-details/i/723/) 
at which many of the recent developments above occurred. The 
second was the ANSI/NIST update workshop held in March 
2011 at which the content of the 2011 version of this important 
standard were decided. This includes the addition of new 
modalities, geolocation data, and security features as well as 
extension of existing fields/values and deprecation of old record 
types (http://www.planetbiometrics.com/article-details/i/500/).

So who says standards work is not exciting? Keep watch as 
the biometric standards saga continues and interoperability 
benefits are realized.

Adoption
What about adoption of these standards? If you build them, 
will they come??? Three examples are offered for your 
consideration.

On August 27, 2004, the US President signed HSPD-12 “Policy 
for a Common Identification Standard for Federal Employees 
and Contractors” which required the development and agency 
implementation of a mandatory, government-wide standard 
for secure and reliable forms of identification (credentialing) 
of Federal employees and contractors. NIST was tasked with 
creating the technical specifications for this credentialing 
program, which had to be interoperable across government 
agencies which may independently implement it (i.e., use 
different vendors). Biometrics were key to this Personal Identity 
Verification (PIV) as it became known and NIST relied on the 
recently developed INCITS data format standards, as well as 
the ANSI/NIST standard, for this purpose.

On the international front, work had been ongoing since 
1996 by ICAO (International Civil Aviation Organization, a UN 
agency) on machine readable travel documents (MRTDs) 
such as ePassports and eVisas. By 2003, ICAO had “adopted 
a global, harmonized blueprint for the integration of biometric 
identification information into passports and other MRTDs”, 
selecting facial recognition as the globally interoperable 
biometric and high-capacity, contactless integrated circuit (IC) 
chips to store identification information within these MRTDs 
(http://www.planetbiometrics.com/article-details/i/757/). 
Following this announcement, ICAO (in conjunction with ISO) 
began work on the technical specifications, including the 
logical data structure (LDS), eventually selecting the SC37 data 

structure/format standards for the biometric data to be stored 
therein (the need for interoperability of passport data between 
countries being fairly obvious).

More recently, India has initiated the world’s largest biometric 
project. The Unique Identity Authority of India (UIDAI) Aadhaar 
project will enroll 1.2B residents with the goal of financial 
inclusion (http://www.planetbiometrics.com/uidai/). In order 
to ensure uniqueness of the identities it registers, it uses 
multi-modal biometric 1:many matching to identify duplicates. 
Residents will be able to assert and prove their identities as 
well through biometric verification. The UIDAI chose the SC37 
suite of biometric data packaging and format standards to 
ensure interoperability across its many enrollment agencies, 
authentication locations, and backend systems.

Conclusion
In the past few years, the adoption of biometrics and the 
maturity of its standards have both increased. Although we 
now have an extensive suite of standards to work with, efforts 
continue to make them more complete and usable. What is 
most needed now is their adoption and participation in their 
development from a broader cross-section of users. 

References:
[1] Benefits of standardization and standards,” IEEE Think Standards,  

http://www.thinkstandards.net/benefits.html 

[2] “The fortune of the commons,” The Economist, 8 May 2003,  
http://www.economist.com/PrinterFriendly.cfm?Story_ID=1747362 

[3] “Economic benefits of standardization – Summary of results”, DIN,  
http://www.din.de/sixcms_upload/media/2896/economic_benefits_
standardization.pdf

http://www.planetbiometrics.com/article-details/i/723/
http://www.planetbiometrics.com/article-details/i/500/
http://www.planetbiometrics.com/article-details/i/757/
http://www.planetbiometrics.com/uidai/
http://www.thinkstandards.net/benefits.html
http://www.economist.com/PrinterFriendly.cfm?Story_ID=1747362
http://www.din.de/sixcms_upload/media/2896/economic_benefits_standardization.pdf
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Sponsor Profi les

NEC Corporation
NEC Corporation is a Global Fortune 500 company with 
more than 120,000 employees worldwide. NEC is a world 
leader in the provision of government and law enforcement 
solutions, and for over 30 years has been one of the 
world’s leading organisations in the delivery of fully-
integrated, high- availability biometric identifi cation systems. 
The unparalleled identifi cation accuracy of NEC’s systems 
coupled with our enviable track record in providing the 
world’s largest fi ngerprint identifi cation systems, both civil 
and law enforcement, makes us uniquely qualifi ed to serve 
as a long-term identifi cation partner. 

Find out more at: 
www.nec.com

Speech Technology Center
Speech Technology Center (STC) is a leader in voice-
based solutions in speech recording, processing and 
analysis. STC has over 20 years of experience in speech 
technology development. Its world-class R&D team 
numbers over 150 specialists, including 28 PhDs. STC 
provides competitive solutions across a range of fast-
growing technology sectors, including multi-channel 
and hand-held digital recording, noise cancellation and 
speech enhancement, and biometric authentication and 
identifi cation. STC is also a leading developer of speech 
recognition and synthesis engines for the Russian 
language. Among STC’s key clients are governmental 
institutions and law enforcement agencies, which rely on 
STC expert solutions for use in forensics.

Find out more at: 
www.speechpro.com

Northrop Grumman
Northrop Grumman’s Identity and Business Solutions 
(I&BS) business area located in Herndon, VA, provides 
mission-critical products and services for military, 
federal, and international customers related to Identity 
Management (IDM), travel, human capital, and 
public safety mission areas. I&BS is part of Northrop 
Grumman’s Information Systems, which is a leading 
global provider of advanced solutions that deliver 
timely, enabling information where it’s needed most 
for its military, intelligence, civilian, state and local and 
commercial customers.

Find out more at: 
www.northropgrumman.com

DigitalPersona
DigitalPersona has a strong and proven track record 
for supplying fi ngerprint biometrics used in critical 
voting, micro payment, entitlement and other large-
scale identifi cation programs. Our fi ngerprint readers 
are designed with high-volume manufacturing as a key 
requirement while still providing industry leading accuracy 
and maintaining the highest levels of reliability.            

DigitalPersona PIV-certifi ed fi ngerprint readers are the 
natural choice for large scale Civil ID or commercial 
projects that demand superior image quality, fast time-to-
volume, all delivered with an attractive price performance 
proposition. 

Find out more at: 
www.digitalpersona.com

Wacom
Wacom, a global company with its parent company based 
in Japan, is the market leader for pen input solutions. 
Wacom tablets are utilised in a variety of application areas 
in which achieving a digital workfl ow and high levels of 
security are crucial.

Wacom´s patented technology is perfect for capturing 
handwritten signatures as it works with a high resolution 
and accuracy. The tablets are installed in many different 
scenarios such as: POS, ePayment, electronic passports, 
insurance, banking and hotel check-in. With a Wacom 
signature tablet, customers optimise, secure and facilitate 
their workfl ows wherever documents are fi lled out, signed 
and verifi ed. 

Find out more at: 
www.wacom.com

Gold SponsorsGold SponsorsGold SponsorsGold Sponsors

Silver Sponsors

Cross Match Technologies
Cross Match Technologies is a leading global provider 
of high-quality multimodal biometric identity management 
systems, applications and services. Offerings include 
multiple biometric technologies capable of wireless, 
mobile or stationary use that encompass fi ngerprint 
and palm scanners, mobile solutions, facial recognition 
systems, iris scanning technology, document readers, 
biometric software, and related services. 

Find out more at: 
www.crossmatch.com
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3M Stand: 206 Aware Stand: 416

Accenture Stand: 309 Borer Data Systems Ltd  Stand: 319

AuthenTec  Stand: 419 Cognitec Systems Stand: 507

For more than 30 years, 3M Security Systems has been a 
trusted partner, helping governments and organizations all 
over the world develop successful security initiatives through 
advanced strategies, solutions and technologies. As the 
complexity of personal identification and brand protection 
grows, we continue to provide innovative solutions — from 
security materials to document personalization, printing and 
issuance through to document reading and authentication. 

Contact Details:
• Graham Cutting, 3M United Kingdom PLC, 3M Centre,  

Cain Road, Bracknell, Berkshire RG12 8HT, UK 
• Tel: +44 7836 543772
• Email: gbcutting@mmm.com
• Web: www.3M.com/security

Aware Inc. is a veteran of the biometrics industry, providing 
standards-based client- and server-based biometrics 
software for public sector applications since 1992. Our OEM 
software components are usedby integrators and vendors 
to enable biometric autocapture and analysis, workflow, 
and connectivity for credentialing, access control, border 
management and background checks. 

Contact Details:
• Aware Inc., 40 Middlesex Turnpike,  

Bedford, MA 01730, USA 
• Tel: +1 781 276 4000
• Fax: +1 781 276 4001
• Email: sales@aware.com
• Web: www.aware.com/biometrics

Accenture is a global management consulting, technology 
services and outsourcing company that helps leading 
governments and businesses use biometric systems to 
protect citizens and customers — and their data — while 
improving efficiency. With an extensive team of more than 
1,000 professionals dedicated to delivering robust, efficient, 
secure and scalable solutions to border management and 
public safety agencies, Accenture has in-depth experience 
around the world, including the world’s largest biometric 
systems including US-VISIT and the Unique Identification 
Authority of India Aadhaar program. 

Contact Details:
• Cyrille Bataller, Accenture Technology Labs 
• Email: cyrille.bataller@accenture.com
• Web: http://www.accenture.com/us-en/company/events/

Pages/event-biometrics-2011.aspx

Borer delivers personnel identification and access control 
applications using smartcard and PoE technology. Borer has 
integrated biometric identification and smartcards, storing 
biometric templates directly on the card’s secure memory. 
Multiple biometric templates including PIN and digital image 
can be held on a single smartcard. The information is 
protected with DES and AES encryption. Card security can 
be further enhanced with the inclusion of a digital signature.
Privacy of information concerns are addressed because a 
person’s biometric details are held on their card and not 
on a central database, ensuring the cardholder can retain 
possession of their personal data at all times. 

Contact Details:
• Robert Chapman, Borer Data Systems Ltd, Crown House, 

Toutley Road, Wokingham, Berkshire, RG41 1QN, UK 
• Tel: +44 (0)845 155 9623
• Fax: +44 (0)118 977 3526
• Email: info@borer.co.uk
• Web: www.borer.co.uk/biometrics

AuthenTec is the world’s #1 provider of fingerprint sensors, 
identity management software, and embedded security 
solutions. AuthenTec solutions address enterprise, consumer 
and government applications for a growing base of top tier 
global customers. Already shipped on hundreds of millions of 
devices, the Company’s smart sensor products, software and 
embedded security solutions are used virtually everywhere, 
from the PC on your desk, to the mobile device in your hand, 
to the server in the cloud. AuthenTec offers developers and 
users secure and convenient ways to manage today’s rapidly 
evolving digital identities and security needs. 

Contact Details:
• Brent Dietz, Director of Corporate Communications 
• Tel: +1 321 308 1320
• Email: brent.dietz@authentec.com
• Web: www.authentec.com

Headquartered in Dresden, Germany and with offices in 
Miami, FL; Hingham, MA; and Hong Kong, Cognitec develops, 
markets and deploys the well-established and market leading 
FaceVACS® face recognition software to global customers and 
government agencies. Cognitec’s software experts have been 
developing face recognition technology since 1995. In various 
independent evaluation tests including the Media Release 
Face Recognition Vendor Tests in 2002 and 2006 as well as 
the Multiple Biometric Evaluation in 2010, FaceVACS® has 
proven to be the leading technology available on the market. 

Contact Details:
• Juergen Pampus, VP, Sales & Marketing, Cognitec 

Systems, Grossenhainer Str. 101, 01127 Dresden, Germany 
• Tel: +49 351 862 921
• Fax: +49 351 862 9210
• Email: info@cognitec.com
• Web: www.cognitec.com

http://www.accenture.com/us-en/company/events/Pages/event-biometrics-2011.aspx
http://www.accenture.com/us-en/company/events/Pages/event-biometrics-2011.aspx
mailto:info@borer.co.uk
http://www.borer.co.uk/biometrics
mailto:info@cognitec.com
http://www.cognitec.com
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Cross Match Technologies Stand: 100 DigitalPersona Stand: 411 

DAON Stand: 306 Elsevier  Stand: 423

Dermalog Identification Systems Stand:204

DigitalPersona has a strong and proven track record for 
supplying fingerprint biometrics used in critical voting, micro 
payment, entitlement and other large-scale identification 
programs. Our fingerprint readers are designed with high-
volume manufacturing as a key requirement while still providing 
industry leading accuracy and maintaining the highest levels of 
reliability. DigitalPersona PIV-certified fingerprint readers are the 
natural choice for large scale Civil ID or commercial projects 
that demand superior image quality, fast time-to-volume, all 
delivered with an attractive price performance proposition. 

Contact Details:
• DigitalPersona, Inc., 720 Bay Road, Redwood City,  

CA 94063, USA 
• Tel: + 1 650 474 4000
• Fax: + 1 650 298 8313
• Email: info@digitalpersona.com
• Web: www.digitalpersona.com

Daon is a leading provider of biometric identity assurance 
software products and services focused on meeting the 
needs of governments and large commercial organizations 
worldwide. Typical projects include registered traveler, 
border control, immigration and large-scale credentialing 
programs. 

Contact Details:
• Cheryl Walker Waldrup, Director, Global Marketing,  

11955 Freedom Drive, Suite 16000, Reston, VA 20190,  
USA 

• Tel: +1 703 984 4040 • Fax: +1 703 984 4099
• Email: info@daon.com
• Web: www.daon.com

As the world’s leading publisher of science and health 
information, Elsevier (www.elsevier.com) serves more than 
30 million scientists, students and health and information 
professionals worldwide. We help customers by providing  
world-class information and innovative tools that help them make 
critical decisions, enhance productivity and improve outcomes.

Elsevier has an established partnership with the Biometrics 
community through this annual conference (www.biometrics.
elsevier.com) and through the publication of Biometric 
Technology Today (www.biometrics-today.com), a business 
newsletter which provides immediate access to authoritative 
information on key industry developments and covers the 
industry on a global scale.

Contact Details:
• Christopher Greenwell, Publisher, Control  

and Signal Processing, Elsevier Ltd
• Tel: +44 (0)1865 84323
• Web: www.elsevier.com

The Hamburg software company is the global market leader 
in the field of automated fingerprint identification systems 
(AFIS). With products ranging from high-tech border control 
systems to the most secure identity card in the world, 
DERMALOG Identification Systems GmbH has more than 
20 years experience in the research and development of 
biometric products and procedures. 

Contact Details:
• DERMALOG Identification Systems GmbH, Mittelweg 120, 

20148 Hamburg, Germany 
• Tel: +49 (0)40 413227 0 
• Fax: +49 (0)40 413227 89
• Email: info@dermalog.com
• Web: www.dermalog.com

ELYCTIS Stand: 403

ELYCTIS specialises in developing hardware material 
and software applications dedicated to Secured Identity 
Documents (e-passport, e-ID, e-DL etc.)

Our ID BOX product range is a compact USB device family, 
gathering all peripherals required to read any electronic 
document: RFID reader, ISO contact reader, OCR scanner  
and fingerprint sensor. Thanks to our expertise in the  
relevant standards (ICAO, IAS, 7816, 14443, PC/SC,  
Biometry), we provide our customers with support and 
software developments on fixed and mobile terminals. 

Contact Details:
• Alexandre Joly, ELYCTIS, 240 rue de Gernelle,  

84120 Pertuis, France
• Tel: +33 6 2771 37 68
• Email: alexandre.joly@elyctis.fr
• Web: www.elyctis.fr

Cross Match Technologies is a leading global provider 
of high-quality multimodal biometric identity management 
systems, applications and services. Offerings include 
multiple biometric technologies capable of wireless, mobile 
or stationary use that encompass fingerprint and palm 
scanners, mobile solutions, facial recognition systems, 
iris scanning technology, document readers, biometric 
software, and related services. 

Contact Details:
• Anja Kraut, Cross Match Technologies GmbH, 

Unstrutweg 4, 07743 Jena, Germany 
• Tel: +49 (0) 3641 42970 • Fax: +49 (0) 3641 429714
• Email: international-sales@crossmatch.com
• Web: www.crossmatch.com

mailto:info@digitalpersona.com
http://www.digitalpersona.com
mailto:info@daon.com
http://www.daon.com
mailto:info@dermalog.com
http://www.dermalog.com
mailto:alexandre.joly@elyctis.fr
http://www.elyctis.fr/
mailto:international-sales@crossmatch.com
http://www.crossmatch.com
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GENIE CCTV Ltd Stand: 409

Green Bit S.p,A  Stand: 315 GenKey  Stand: 301

Hitachi Europe  Stand: 303 Human Recognition Systems Stand:205

Genie CCTV Ltd is an ISO 9001 registered international 
supplier of high grade security products, suitable for 
all commercial, industrial, retail, transport and domestic 
applications.

The company manufactures a comprehensive range of 
CCTV, IP and Access Control equipment. Genie Access, 
our Access Control range of security products comprises 
of Biometrics, Electronic Access and Locking solutions. 

Contact Details:
• GENIE ACCESS T/A GENIE CCTV LTD., CCTV 

House, City Park, Watchmead, Welwyn Garden City, 
Hertfordshire, AL7 1LT, UK

• Tel: +44 (0) 1707 330541 
• Fax: +44 (0) 1707 330543
• Email: sales@genieaccess.com
• Web: www.genieaccess.com

Green Bit, in the market since 1997 and headquartered in Turin 
(Italy), develops and markets a complete product line of FBI 
certified fingerprint livescan solutions from single finger, rolled, 
10-print up to palm scanners for Law Enforcement and ID 
Management markets. A slim organization combined with an 
unequalled flexibility to develop custom solutions for biometric 
enrolment applications provides a competitive edge to our 
customers, which is proven by a long track record of successful 
installations worldwide. Green Bit is acting worldwide with 
subsidiaries in the US, Argentina, Spain, Kazakhstan and China. 

Contact Details:
• Christian Rutigliano, International Marketing Manager, 

Green Bit S.p.A.,Strada Antica di Grugliasco 116,  
10095 - Grugliasco (TO), Italy 

• Tel: +39 011 7703811 
• Fax: +39 0117703880
• Email: c.rutigliano@greenbit.com
• Web: www.greenbit.com 

GenKey is the leading provider of ISO 24745 compliant  
PET (Privacy Enhancing Technology) that eliminates 
privacy and security concerns in biometric deployments. 
The BioHASH® solution stores and matches fingerprint 
information using an irreversible binary hash code. The same 
hash technology is routinely used in securing PIN codes in 
financial transactions and passwords in IT security. GenKey 
is headquartered in the Netherlands, with further offices 
in Ghana, India and US (Chicago). In 2011, the new GenKey 
was formed as a result of a merger between the former 
GenKey, founded in 2001 and priv-ID B.V, founded in 2008 as 
a spin-off from Royal Philips Electronics. 

Contact Details:
• Michiel van der Veen, GenKey, High-Tech Campus 9, 5591 

AE, Eindhoven, The Netherlands 
• Tel: +31 6 10392077
• Email: Michiel.van.der.Veen@Genkey.com
• Web: www.genkey.com

Hitachi Europe offers a range of security-related solutions 
including a biometric system based on the award winning 
Finger Vein Authentication system. This practical and effective 
technology has several advantages over existing systems. 
It is secure, resilient to copying and is highly accurate and 
fast. Hitachi Europe offers solutions for physical and logical 
access control, and embedded applications. 

Contact Details:
• Hitachi Europe Ltd, Systems Solutions Division, 

Whitebrook Park, Lower Cookham Rd, Maidenhead, 
Berkshire SL6 8YA, UK 

• Tel: +44 (0) 1628 585581 
• Fax: +44 (0) 1628 585440
• Email: veinid@hitachi-eu.com 
• Web: www.hitachi-eu.com/veinid

Human Recognition Systems (HRS) is the UK’s market leader 
in biometrics and human behaviour analytic technology, 
developing and delivering innovative solutions and services 
to resolve clients’ challenges with identity management. HRS 
operates in aviation, civil and government, energy and mining 
and construction, helping clients to manage operational 
challenges in security; access control; people flow; identity 
verification; monitoring behaviours and policy enforcement. 

Contact Details:
• Human Recognition Systems, 1st Floor, Building 2000, 

Vortex Court, Enterprise Way Wavertree Technology Park, 
Liverpool L13 1FB, UK 

• Tel: +44 (0) 151 254 2888 
• Fax: +44 (0) 151 254 2999
• Email: contact@hrsid.com
• Web: www.hrsid.com

Fujitsu Frontech Limited Stand: 307

Fujitsu provides a highly reliable biometric authentication 
system based on palm vein pattern recognition technology. 
PalmSecure™ features industry-leading authentication 
accuracy with extremely low false rates, and the non-
intrusive and contactless reader device provides ease of use 
with virtually no physiological restriction for all users. Visit us 
on stand 416 for demonstrations of PalmSecure Physical and 
Logical access control solutions. 

Contact Details:
• Fujitsu Frontech Ltd, Hayes Park Central, Hayes End Road 

Hayes, Middlesex, UB4 8FE, UK 
• Tel: +44 (0) 208 573 4444
• Fax: +44 (0) 208 606 4440
• Email: jhelanie.ahmed@uk.fujitsu.com
• Web: emea.fujitsu.com/felg

mailto:sales@genieaccess.com
http://www.genieaccess.com
mailto:c.rutigliano@greenbit.com
mailto:Michiel.van.der.Veen@Genkey.com
mailto:veinid@hitachi-eu.com 
http://www.hitachi-eu.com/veinid
mailto:contact@hrsid.com
http://www.hrsid.com
mailto:jhelanie.ahmed@uk.fujitsu.com
http://emea.fujitsu.com/felg
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id3 Semiconductors Stand: 412 L-1 Identity Solutions Stand: 406

IEEE Certified Biometrics Professional 
(CBP) Program   Stand: 408 

Lumidigm Stand: 200

Iris ID Systems  Stand: 312 

Morpho Stand: 406 

id3 Semiconductors is a company focused on providing 
biometric hardware and sensor-independent fingerprint 
recognition software components. These technologies target 
security applications, including identity and privacy protection, 
permissions management, e-ID documents readout. Id3 offers 
a unique set of biometrics technological elements:

• Fingerprint On Card Comparison
• Fingerprint Template Extractor
• Fingerprint Template Matcher
• Fingerprint SDK including MINEX compliant algorithms 

and WSQ image compression
• Fingerprint recognition modules

These algorithms have reached the PIV conformity and  
were top ranked certified by NIST during MINEX testing. 
Today more than 30 million licenses of our 1:1 matching 
algorithm have been sold

Contact Details:
• Laurent Lepetit 
• Tel: +33 4 76 75 75 85
• Email: Laurent.lepetit@id3.eu
• Web: www.id3.eu

L-1 Identity Solutions, which is now a part of Safran 
Morpho, is the trusted provider of technology, products, 
systems and solutions, and services that protect and secure 
personal identities and assets. Built on the industry’s most 
advanced finger, face and iris recognition technologies, our 
solutions provide trusted identities and credentials.

Contact details:
• Patricia Eszlinger, L-1 Identity Solutions AG, Universitätstr. 

160, 44801 Bochum, Germany
• Tel: +49 234 9787 24
• Fax : +49 234 9787 77
• Email: PEszlinger@l1id.com

IEEE announces a new certification program to meet the 
needs of professionals throughout the biometrics industry. 
The CBP focuses on the knowledge and skills necessary 
to apply theory to real-world problems. By earning the CBP, 
professionals will demonstrate the high level of proficiency 
needed for succeeding in the field. 

Contact Details:
• IEEE CBP Service Center, 2975 Lone Oak  

Drive, Suite 280, Eagan, MN 55121, USA 
• Tel: +1 651 256 2811
• Fax: +1 651 905 2669 
• Email: info@IEEEBiometricsCertification.org
• Web: www.ieeebiometricscertification.org

Lumidigm is a biometrics company dedicated to enabling 
convenient, secure, and reliable identification and 
verification. Lumidigm powered sensors work because they 
produce high-quality images every time, in all conditions. 
Everyone can be enrolled. Everyone can be verified. 
Lumidigm also provides award-winning liveness protection. 
Lumidigm’s sensors are quick and easy to use - perfect for 
high-throughput deployments - and they can be integrated 
into any solution that requires identity management in the 
real world. With commercial partners, venture funding, 
and government sponsors, Lumidigm provides identity 
management for civil ID, point of sale, physical and logical 
access, and portable electronic device applications. 

Contact Details:
• Lumidigm, Inc., 801 University Blvd SE, Ste 302, 

Albuquerque, NM 87106, USA 
• Tel: +1 505 272 7084
• Email: info@lumidigm.com
• Web: www.lumidigm.com

Iris ID Systems has been the key developer and driver of 
the commercialization of iris recognition technology for over 
10 years. IrisAccess®, now in its third generation with even 
more features and flexibility is the world’s leading deployed 
iris recognition platform. 

Contact Details:
• Bryan Alexander, Iris ID Systems, Inc. 7 Clarke DR. 

Cranbury, NJ 08512, USA 
• Tel: +1 609-819-4727
• Fax: +1 609-819-4736
• Email: balexander@irisid.com
• Web: www.irisid.com

Morpho (Safran group) is a world leader in multi-biometric 
technologies, smart cards and substance identification 
and detection systems. Morpho delivers products and 
solutions targeted at governments, national agencies and 
administrations dedicated to law enforcement and border 
control, as well as private companies in need of secure 
physical or logical access control.

Our solutions include civil identity (biometric ID documents 
issuance and management), law enforcement (Automated 
Fingerprint Identification Systems - AFIS), as well as airport 
and border control systems (passenger and baggage 
screening, explosive detection, etc.).

Contact Details:
• Le Ponant de Paris, 27 rue Leblanc,  

75512 Paris CEDEX 15, France 
• Tel: + 33 1 58 11 25 00
• Fax: + 33 1 58 11 25 50
• Email: info@morpho.com
• Web: www.morpho.com

mailto:Laurent.lepetit@id3.eu
mailto: info@IEEEBiometricsCertification.org
http://www.ieeebiometricscertification.org
mailto:info@lumidigm.com
http://www.lumidigm.com/
mailto:balexander@irisid.com
http://www.irisid.com
mailto:info@morpho.com
http://www.morpho.com
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414

NEC Corporation  Stand: 308 SITA Stand: 421

Regula Baltija  Stand: 414 Smart Sensors  Stand: 313

secunet Security Networks Stand: 420

NEC Corporation is a Global Fortune 500 company with 
more than 120,000 employees worldwide. NEC is a world 
leader in the provision of government and law enforcement 
solutions, and for over 30 years has been one of the 
world’s leading organisations in the delivery of fully-
integrated, high-availability biometric identification systems. 
The unparalleled identification accuracy of NEC’s systems 
coupled with our enviable track record in providing the 
world’s largest fingerprint identification systems, both civil 
and law enforcement, makes us uniquely qualified to serve 
as a long-term identification partner. 

Contact Details:
• NEC Europe Ltd, Government and Public Sector Division 
• Tel: +39 (0)2 48 41 51
• Email: gps.security@emea.nec.com
• Web: www.nec.com/security

As the world’s leading specialists in air transport 
communications and IT solutions, SITA delivers and manages 
business solutions for airlines, airports, GDS, governments 
and other customers over the world’s most extensive 
network. SITA provides customized solutions to Governments 
throughout the world under its iBorders Border Management 
Solutions, a highly scalable solution for Governments and 
border management agencies of all sizes for air, sea & land 
borders. SITA iBorders combines biometric identity checks 
with risk analysis of traveler data to proactively manage 
security risks, and facilitate the flow of passengers through 
airports and other border checkpoints.

Contact Details:
• André Oeyen, Director Biometric Business Development, 

Government and Security Solutions
• Tel: +32 (0)2 745 0535
• Email: andre.oeyen@sita.aero
• Web: www.sita.aero

Regula Baltija is a developer and manufacturer of 
identification and document examination devices and 
software. Product portfolio includes: e-passport readers, video 
spectral comparators, mobile laboratories and databases 
of documents. Regula Baltija customers include ministries 
of internal and external affairs, police, border control and 
customs authorities, banks, insurance companies and other 
structures and organizations from all over the world. 

Contact Details:
• Regula Baltija Ltd, 97 A.Pumpura Street,  

Daugavpils LV-5404, Latvia 
• Tel: +371 65431299
• Fax: +371 65431290
• Email: regula@regula.lv 
• Web: www.regula.lv 

With 9 granted and pending patents, Smart Sensors 
Limited is a leading global provider of iris biometrics 
recognition and fast matching technology, now deployed 
in a range of products sold internationally into applications 
that include secure hands-free access control, mobile 
devices and automated border crossing. 

Contact Details:
• Ms Wanausha Rashed Khafaf, Smart Sensors Ltd, 

Carpenter House Innovation Centre, Broad Quay, Bath, 
BA1 1UD, UK 

• Tel: +44 1225 388690
• Fax: +44 1225 388660
• Email: wkhafaf@smartsensors.co.uk 
• Web: www.smartsensors.co.uk

secunet is one of Germany’s leading specialists in the  
fields of biometrics and electronic ID documents (eIDs). As IT 
Security-partner of the German Federal Government, secunet 
is cooperating with the Federal Office for Information Security 
(BSI) in a close and trustful relationship. In this course, 
secunet, together with BSI, has developed the biometric 
middleware secunet biomiddle and the Golden Reader Tool 
(GRT). Today, secunet biomiddle is the heart of the globally 
leading automated border control system EasyPASS. 

To learn how your organisation can benefit from secunet’s 
unique know-how and market knowledge in the fields of 
biometrics and eIDs, please contact us. 

Contact Details:
• secunet Security Networks AG, Kronprinzenstr. 30, 45128 

Essen, Germany 
• Tel: +49 201 5454 0
• Fax: +49 201 5454 1000
• Email: biometrics@secunet.com
• Web: www.secunet.com

Smartmatic  Stand: 501

Smartmatic is a fast-growing multinational company  
that designs and deploys technological solutions aimed at 
helping governments fulfil, in the most efficient way, their 
commitments to their citizens. With a wide and proven 
experience in the United States, Asia, Europe, Africa, Latin 
America and the Caribbean, Smartmatic is an important 
cutting-edge technology supplier for Governments. 

Making use of the best technology available, Smartmatic can 
solve governments’ needs related to the registration of citizens 
with its Identity Management Solution. The solution guarantees 
the accuracy of records and minimizes the possibility of 
irregularities related to identity theft and election fraud. 

Contact Details:
• Juan de Dios García, Sales Operation Consultant, Naritaweg 

165, telestone 8, 1043 BW Amsterdam, The Netherlands 
• Tel: +58 212 706 2500 
• Email: juan.garcia@smartmatic.com
• Web: www.smartmatic.com

mailto:gps.security@emea.nec.com
http://www.nec.com/security
mailto:andre.oeyen@sita.aero
http://www.sita.aero
mailto:regula@regula.lv 
mailto:wkhafaf@smartsensors.co.uk 
http://www.smartsensors.co.uk
mailto:biometrics@secunet.com
mailto:juan.garcia@smartmatic.com
http://www.smartmatic.com
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Speed Identity AB  Stand: 503

Vision-Box Stand: 410

The IET  Stand: 407

Speed Identity supply market-leading solutions in secure, 
cost-efficient Biometric Data Capture with guaranteed 
high biometric data quality. With a history in passport 
photography and early adoption of integrating biometrics, 
Speed Identity pioneered the market for “Live Enrolment” 
when supplying first-generation Speed Capture Stations 
to National Swedish Police Board for e-Passports in 2005. 
In 2010, the innovative Speed Capture G3 was launched, 
offering an integrated hard- and software solution with 
unprecedented flexibility and scalability. Its versatile, 
award-winning design enables the same base unit to be 
used in a range of different enrolment applications for 
Identity Documents. Customers include organizations and 
national authorities in 13 countries.

Contact Details:
• Speed Identity AB, Mediavägen 11 / P.O. Box 634, SE-

13526, Tyresö, Sweden 
• Tel: +46 8 448 7000
• Fax: +46 8 448 7015
• Email: info@speed-identity.com
• Web: www.speed-identity.com

Vision-Box is the worldwide leader for automated border 
control gates. Founded in 2001, Vision-Box specializes in 
the fields of biometrics and intelligent CCTV analytics, 
and has innumerous innovative products such as the 
automated border control gates and enrolment kiosks. 

The automated border control gate, already deployed in 
more than 20 airports, with more than 200 e-gates and 
over 3 million passengers checked. This worldwide leader 
system reads the biometric information contained in the 
electronic passport and verifies, by face matching, if the 
passenger is really the owner of the passport.

The enrolment kiosk, deployed in more than 150 countries 
with over 2000 kiosks, is the only system in the world that 
integrates the capture of multiple biometric data into a 
single device. The portable suitcase, contains enrolment 
and biometric identity matching. CCTV intelligent analytics, 
shows some capabilities such as people detection and 
tracking, face matching and identification.

Contact Details:
• Vision-Box, Rua Casal do Canas, nº2, Zona Industrial de 

Alfragide, 27z90-404 Carnaxide, Portugal 
• Tel: +351 21 154 3900
• Fax: +351 21 154 3901
• Email: info@vision-box.com
• Web: www.vision-box.com

The IET is one of the world’s leading professional 
societies for the engineering and technology community, 
with more than 150,000 members in 127 countries and 
offices in Europe, North America and Asia-Pacific. The 
IET provides a global knowledge network to facilitate 
the exchange of ideas and promote the positive role of 
science, engineering and technology in the world. 

The IET’s portfolio of research and letters, journals and 
monographs (print and e-Book) in electronics, electrical 
engineering and related subjects are available online 
through the IET Digital Library together with conference 
proceedings, seminar digests and magazines. 

Contact Details:
• Email: ietdl@theiet.org
• Web: www.theiet.org

Wacom Europe Stand: 318 

Wacom, a global company with its parent company based 
in Japan, is the market leader for pen input solutions. 
Wacom tablets are utilised in a variety of application areas 
in which achieving a digital workflow and high levels of 
security are crucial.

Wacom´s patented technology is perfect for capturing 
handwritten signatures as it works with a high resolution 
and accuracy. The tablets are installed in many different 
scenarios such as: POS, ePayment, electronic passports, 
insurance, banking and hotel check-in. With a Wacom 
signature tablet, customers optimise, secure and facilitate 
their workflows wherever documents are filled out, signed 
and verified. 

Contact Details:
• Rolf Schröder, Business Development Manager eDocs 
• Tel: +49 2151 3614 210
• Fax: +49 2151 3614 222 
• Email: rolf.schroeder@wacom.eu 
• Web: www.wacom.eu

mailto:info@speed-identity.com
http://www.speed-identity.com/
mailto:info@vision-box.com
http://www.vision-box.com
mailto:ietdl@theiet.org
http://www.theiet.org
mailto:rolf.schroeder@wacom.eu 
http://signature.wacom.eu/
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WCC Smart Search & Match Stand: 305

AOptix Stand: 502 

WCC Smart Search & Match specializes in the 
development of search and match software for 
identification. Its flagship product, ELISE, delivers fast 
and accurate identification using multiple biometrics 
and/or biographic criteria. ELISE is used by large health 
insurance companies, banks, and government agencies 
for immigration, border security and customs control. The 
company is headquartered in Utrecht, The Netherlands, 
and has offices in Palo Alto, California and Reston, Virginia. 

Contact Details:
• Eliska Went, Marketing, WCC Smart Search & Match, 

Savannahweg 17, 3542 AW, Utrecht, The Netherlands 
• Tel: +31 30 750 3200
• Fax: +31 30 750 3299
• Email: ewent@wcc-group.com 
• Web: www.wcc-group.com

 

AOptix Technologies is a world leader in the commercial 
development of biometrics-based identity solutions and 
ultra-high bandwidth wireless communications systems. 
The company was founded in 2000 to exploit commercial 
opportunities of Adaptive Optics technology.

Since 2005, AOptix has been at the frontiers of iris 
recognition technology with a focus on “at a distance” iris 
solutions. With deployments to secure national borders, 
government facilities and aviation passenger terminals, 
AOptix has redefined ease-of-use with effortless capture of 
iris images & face.  Automatic imaging in seconds within a 
large capture zone yields non-contact, high-throughput with 
the highest confidence authentication.

Contact Details:
Brian Rhea, Director of Corporate Communications,  
AOptix Technologies, 675 Campbell Technology Parkway 
Campbell, CA 95008
Tel: +1 408-558-3518 
Fax: +1 408-558-3370                                                                  
Email: brhea@aoptix.com 
Web: www.aoptix.com

Warwick Warp  Stand: 302

Speech Technology Centre  Stand: 401

Warwick Warp is renowned for fingerprint precision, speed 
and accuracy. Delivering ground-breaking software, which 
specialises in commercial and Latent SDKs designed 
to deal with the lowest quality prints including: shift, 
rotation and elastic distortion, scratches, low contrast, 
smudges, problem skin, low minutiae counts and partial 
prints, successfully producing enhanced images that can 
be matched with greater accuracy than many leading 
suppliers’. 

Warwick Warp’s products have been independently 
benchmarked against market leaders by the National 
Physical Laboratory UK (NPL) and the National Institute for 
Science and Technology USA (NIST), achieving the highest 
rank for matching accuracy surpassing global providers. 

Warwick Warp’s specialist technology can be embedded 
in systems for use in law enforcement, passport control, 
payment automation, access control and workforce 
management, and is fast becoming a biometric supplier of 
choice for both civil and criminal applications, working with 
system integrators across the globe. 

Contact Details:
• Warwick Warp Limited, The Venture Centre, Sir Williams 

Lyons Road, Coventry CV4 7EZ, United Kingdom 
• Tel: +44(0) 2476 696869
• Email: elaine.moore@warwickwarp.com
• Web: www.warwickwarp.com

Speech Technology Center (STC) is a leader in voice-based 
solutions in speech recording, processing and analysis. 
STC has over 20 years of experience in speech technology 
development. Its world-class R&D team numbers over 150 
specialists, including 28 PhDs. 

STC provides competitive solutions across a range of 
fast-growing technology sectors, including multi-channel 
and hand-held digital recording, noise cancellation and 
speech enhancement, and biometric authentication and 
identification. STC is also a leading developer of speech 
recognition and synthesis engines for the Russian 
language. 

Among STC’s key clients are governmental institutions 
and law enforcement agencies, which rely on STC expert 
solutions for use in forensics.

Contact Details:
• 4 Krasutskogo street, St. Petersburg, 196084, Russia

• Tel: +7 812 331 0665

• Fax: +7 812 327 9297

• Email: stc-spb@speechpro.com

• Web: www.speechpro.com

 

mailto:ewent@wcc-group.com 
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Wednesday, 19 October 2011
Get Ready for Biometrics: Tomorrow’s Technology Today!

This seminar takes a look at the “here and the now” of biometrics in sectors such as government, financial and healthcare. 
It looks at biometric best practice, technical and cultural issues, it explores publically available specifications and standards 
which corporate enterprise can use when rolling out biometrics, and it explores successful technologies, such as fingerprint, 
face, signature and voice.

11.00 Session Chairman’s Introduction

11.05 Biometrics: the here and now 
Vance Bjorn, Chief Technology Officer and Co-Founder, DigitalPersona, Inc, USA

11.30 The role of Publically Available Specifications in developing the biometrics market place
Dr Peter Waggett, IBM UK Emerging technology programme leader, BSI IST/44 Chairman, UK

12.00 Signing in a paperless world
Nick Mettyear, Director of Signature Software Research and Development, Wacom, Germany

12:30 Voice-based identification solutions in law enforcement environments. World’s first nationwide deployment case 
study
Alexey Khitrov, CEO, SpeechPro Inc., Russia

13:00 Quality counts – Achieving long term success in Biometric Deployments. Addressing the needs in terms of quality of 
biometric capture products from a vendor, operator and user perspective
Roberto Wolfer, Director of Product Management, Cross Match Technologies, Germany

13:30 Questions

Biometrics Unplugged

This  “pithy” stream gets under the skin of biometrics addressing some of the industry’s more sensitive subjects, such as 
covert face recognition, confidence in the technology and, of course, privacy. Explosive market growth is forecast if the 
biometrics industry can overcome some of these thorny issues.

14.15 Session Chairman’s Introduction

14.20 Face Recognition: Improved Benefit? Or Erosion of Privacy?
Carl Gohringer, Allevate, UK

14.45 Covert face recognition surveillance – promises and pitfalls
Stewart Hefferman, CEO, OmniPerception, UK

15.15 Community Perceptions of Biometrics
Suzanne Lockhart, Senior Business Development Manager, Government Solutions, Datacard Asia Pacific Limited

15.45 Questions

Thursday, 20 October 2011
Making biometrics work for you
How do you want to use biometrics? Do you want to secure your office premises or monitor time and attendance? Do you 
want to protect data handled by your mobile workforce? Or do you want to secure financial transactions? This seminar investi-
gates the ways in which biometrics can step up to the plate in ways that other technologies can’t.

11.10 Session Chairman’s Introduction

11.15 Making signatures work for your business
Nick Mettyear, Director of Signature Software Research and Development, Wacom, Germany

11.40 Mobile Rapid ID - Bringing Biometrics to the Street - A look at proven concepts for deploying mobile biometric 
solutions
John Bagocius, Product Manager, Global Software Solutions, Cross Match Technologies, USA

12.15 Real-time speaker identification: Technology and Application scenarios
Andrey Barinov, International Sales Manager, Speech Technology Center, Russia

12.40 Questions
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Programme Day 1

08.00 Coffee & Tea

09.45 Conference Opening Mark Lockie, Biometrics 2011 Conference Chairman

10.00 Opening Keynote: US-VISIT – Exploring emerging technologies of the future: Taking border management to new levels
Kenneth D. Gantt, Program Integration and Mission Services Division at US-Visit, USA

10.30 Opening Keynote: Bringing biometrics to the people David Buckley, CEO, Cross Match Technologies, USA

11.00 Keynote Q&A

11:15 Coffee & Tea

MOUNTBATTEN ROOM
In Focus: Large-scale government programs

ELIZABETH WINDSOR ROOM
Privacy protection and ethical challenges

11.40 Session Chairman’s Introduction
Bill Perry, Biometric and ePassport Specialist, AsiaPacific, Unisys 
Australia

Session Chairman’s Introduction
Marek Rejman-Greene, Senior Biometrics Advisor, Home Office, 
UK

11.45 Advancements in the use of biometrics and identity  
management for US travel documents
Kirit M. Amin, CIO and Managing Director of Consular Systems and 
Technology, Bureau of Consular Affairs, Department of State, USA

Ethical challenges of next-generation biometrics
Emilio Mordini, Professor and Director, Centre for Science, 
Society and Citizenship, Italy

12.15 Status of the FBI’s next-generation identification system –  
Next steps and challenges
Kevin Reid, Program Manager, Next Generation Identification, 
FBI, USA

Biometrics for trust and convenience
Didier Chaudun, Convenor of the Biometrics Task Force, 
Eurosmart, France

12.45 Building the world’s largest biometric database:  
From concept to reality
Vivek Raghavan, Volunteer Biometrics, Unique Identification 
Authority of India, India

SAPIENT Project – Supporting fundamental rights, privacy 
and  
ethics in smart surveillance technologies
Kush Wadhwa, Managing Director, GSI, UK

13.15 Lunch

MOUNTBATTEN ROOM
Biometrics - helping to win the fight  
against crime

ELIZABETH WINDSOR ROOM
Commercial and Public Sector  
biometrics - Part 1

14.10 Session Chairman’s Introduction 
Geoff Whitaker, Chief Technology Officer - Biometrics, Police Science 
and Forensics National Policing Improvement Agency, UK

Session Chairman’s Introduction 
Dr Peter Waggett, IBM UK Emerging technology programme 
leader, BSI IST/44 Chairman, UK

14.15 e-MOBIDIG— Mobile ID for immigration and police in Europe 
Frank Smith, Deputy Director – Identity Systems, UK Border Agency; 
Chair, e-MOBIDIG, UK

The maturity of biometrics in the commercial marketplace –  
A global perspective
Mizan Rahman, Founder and CEO, M2SYS Technology, USA 

14.45 Unique ID across the criminal justice chain – A Dutch case 
history
Marcel Boogaard, CEO, HSB identification, The Netherlands

Biometrics as an all-round service in the financial world
Diana Ombelli, Consultant, Kee Square, Italy

15.15 Fast DNA in the field, the benefits and the challenges for law 
enforcement
James Grivet, Business Development Project Manager, DNA project, 
Safran Morpho, France

Multibiometrics at the point of sale – 150,000 transactions 
later
Ulrich M. Kipper, CEO it-werke group, Germany

15:45 Afternoon Tea

On the horizon – biometric trends, challenges and opportunities 
What does the future hold for the biometrics sector? What are the major trends? How will the contribution from academia feed into the suc-
cess of the market? What are the new industry sectors to watch? This exciting stream answers these questions and more...

16.10 Session Chairman’s Introduction 
James A. Loudermilk, Senior Level Technologist, Science and Technology Branch, Federal Bureau of Investigation, USA

16.15 The future of biometrics: A joint industry/academia enterprise?
Professor Michael Fairhurst, School of Engineering and Digital Arts, University of Kent, UK 

16.45 Biometrics technology – A trend toward commoditisation?  
Charles Y. Li, Technical Director, Raytheon, USA

17.15 Biometrics: The secure mobility enabler   
Terry Hartmann, Vice President, Security Solutions & Portfolio Management, Unisys, USA

17.45 End of Day One 

Tuesday 18 October 2011
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US-VISIT-Exploring emerging technologies  
of the future: Taking border management  
to new levels
Kenneth D. Gantt, Assistant Director, 
US-VISIT Program Integration and Mission, 
Services Division

Biography
Kenneth D. Gantt was appointed Assistant Director 
of US-VISIT’s Program Integration and Mission 
Services Division on May 23, 2011. In that position, 
he leads the delivery of all projects, policy development, information 
sharing, and biometric and biographic services for US-VISIT.

Mr. Gantt coordinates and manages the exchange of biometric, 
biographic, and immigration data between Government agencies to 
improve the security of the United States.

Before joining US-VISIT, Mr. Gantt was the Deputy Director of 
Operations for the U.S. Army Biometrics Identity Management 
Agency (BIMA) and the Site Manager for Clarksburg, WV, and 
surrounding area facilities. His responsibilities included managing the 
Department of Defense Automated Biometric Identification System 
(ABIS) in support of U.S. military operations. He also oversaw the 
long-term development of a system to support business processes 
and functions across multiple disciplines in support of force 
protection, along with metrics and evaluation activities, concept and 
technology initiatives, and the coordination of support to military 
operations. Prior to this assignment, he served as Chief, Strategic 
Integration and Operations Support Divisions, at BIMA.

A retired lieutenant colonel, Mr. Gantt commanded a field artillery 
battalion with the Third Infantry Division during Operation Iraqi 
Freedom, and he has held command and staff positions at varying 

Opening Keynote Address

Opening Keynote Address

Mountbatten Room / Time: 10:00

Mountbatten Room / Time: 10:30

Presentation Synopsis
The Department of Homeland Security established US-VISIT in 2004 
as the first large-scale biometric identification program to support 
immigration and border management.

Since then, US-VISIT has become the single-source, identity-screening 
service provider for the entire Department, and its services have 
strengthened immigration and border security to unprecedented levels.

From the start, US-VISIT has worked to create a more unified approach 
to immigration and border management by increasing interoperability 
and establishing information-sharing protocols across Government.

US-VISIT’s biometric identification and analysis services are used 
by other Federal agencies, State and local law enforcement, the 
intelligence community, and international partners.

After a brief introduction, you will learn about how US-VISIT is 
working with its Federal partners, pursuing innovative multimodal 
biometric technology, and collaborating with countries around the 
world to strengthen global security.

Presentation Synopsis
Progress in the biometrics industry has long been measured by the 
increased quality of captured images and enhanced accuracy of image 
matching. Devices were traditionally utilized in controlled environments 
to mitigate technology limitations and required people to come to the 
technology. The advent of mobile biometrics systems has changed all 
the rules. Smaller and lighter devices, faster real-time operation, and 
outdoor operation have become the standard.  Biometric systems are 
now deployed in the field where the people are located.

Land borders, by their nature, are typically large areas characterized 
by few people and even fewer buildings.  Beyond designated border 
crossings there are few ways to determine with certainty whether 
someone crossing is doing so legally. And transporting every border 
crosser to an office for processing is impossible. Mobile biometric 
devices and 3G communications provide the flexibility to solve this 
problem with real-time, on-the-spot background checks.

Maritime interdictions present even larger issues than land borders. 
Crossing borders illegally is a minor offense when compared to piracy 
and kidnapping on the high seas. Routine patrolling was ineffective as a 
deterrent since suspects couldn’t be identified at sea. Mobile biometrics 
with access to global databases changes that, providing positive 
identification virtually anywhere.

Air transit offers its own unique opportunities for biometric identification. 
While customs and immigration at public airports provide tight controls 
for fixed applications, mobile biometrics provide similar functionality at 
smaller commercial and private airports as well. Open field airports, 
popular with those desiring to go undetected, require identification tools 
with the ruggedness and connectivity of all field devices, along with the 
forensic quality of biometrics.

Bringing biometrics to the people
David Buckley, CEO, Cross Match Technologies

Biography
David Buckley joined Cross Match in 2011 
as President and Chief Executive Officer. Mr 
Buckley brings more than 25 years of business 
experience on which to draw and lead the 
company through dynamic changes in the 
biometric arena. 

Most recently, Mr Buckley was CEO of Vectronix 
Incorporated, a Safran Group company and leader in optronics 
and advanced systems designed for the military. He has also 
held senior leadership positions at Modtech Holdings, General 
Electric Company, and Price Waterhouse.

Prior to working in the private sector, Mr Buckley served as a 
Surface Warfare Officer in the US Navy, as both an engineering 
officer and a combat systems officer. The vessels on which 
he served were involved in the Gulf War, Panama and counter-
narcotics operations in the Caribbean.

Mr Buckley holds a Bachelor of Science degree from the United 
States Naval Academy where he focused on optical physics, and 
a Masters in Business Administration from the Wharton School of 
Business where he studied operational management.

levels during his career. His assignments have included the positions 
of Strategic Planner, Office of the Chief of Staff of the Army; Chief, 
Operations Center, NATO Southeast Regional Command Headquarters; 
Chief, Combat Plans Branch, U.S. Forces in Japan; Battalion Executive 
Officer and Operations Officer, First Cavalry Division; Middle East 
Political-Military Analyst, Defense Intelligence Agency; and U.N. Military 
Observer, U.N. Truce Supervision Organization, in the Middle East. Over 
the course of his military career, he was awarded the Legion of Merit, 
Bronze Star Medal with “Valor” Device, Defense Meritorious Service 
Medal with Three Oak Leaf Clusters, Meritorious Service Medal with 
Three Oak Leaf Clusters, and the Joint Service Commendation Medal.

Mr. Gantt received a bachelor of arts degree in political science from 
John Carroll University in 1983 and a master’s degree in Near Eastern 
studies from Princeton University in 1994.
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Session: In Focus: Large-scale 
government programs

Tuesday 18 October 2011 
Mountbatten Room / Time: 11.40

Session Chair: Bill Perry, Biometric and ePassport Specialist, AsiaPacific, Unisys Australia

As the biometric industry has matured, the technology is now stepping up to the plate in some of the world’s 
largest IT programmes. This in-depth stream is packed with expert advice from end users at some of the most 
important projects today. The stream covers the latest developments in the fascinating Indian UIDAI project, as 
well news of cutting-edge iris and face pilots at the US Department of State. Plus, listen to the next steps that will 
be taken in the FBI’s Next Generation Identification system.

Session: In Focus: Large-scale 
government programs

Mountbatten Room 
18th Oct / Time: 11.45

Presentation Synopsis
Last year, the US Department of State, Bureau of Consular Affairs 
described the biometric technologies it employs in the processing 
of applications for US passports and visas, including face, iris, and 
fingerprint recognition. These technologies have proven very effective 
at finding cases of attempted fraud and identifying individuals not 
entitled to receive US travel documents. Over the past year, the 
Bureau has added a person-centric searching capability, further 
enhancing its ability to find unobvious linkages among applicants 
and stored biographical data.

The transition to online photo submission for most visa applicants is 
now complete and the Bureau will soon pilot near-simultaneous iris 
and live-face image acquisition for visa applicants at a limited number 
of consulates and online photo submission for selected passport 
card applicants. 

The challenges now confronting the Bureau include the continued, 
rapid growth of its passport and visa galleries—to volumes well in 
excess of 100 million—and search-speed requirements not previously 
considered achievable for such galleries. A related challenge is 
managing the growing workloads for its face image reviewers. 
In response, the Bureau has developed techniques to assess 
recognition accuracies for various system configurations and levels 
of image quality and to set trade-off points for accuracy versus 
reviewer workload.

Advancements in the use of biometrics 
and identity management for US travel 
documents
Kirit M. Amin, CIO and Managing Director of Consular 
Systems & Technology, Bureau of Consular Affairs, 
Department of State, USA

Biography
Kirit Amin serves as the Chief Information Officer for the Bureau 
of Consular Affairs and Director for the Office of Consular 
Systems and Technology (CST) at the US Department of State. 
CST develops, installs, provides training, and supports CA’s 
information technology (IT) systems dispersed across more than 
270 locations worldwide.   

As CA CIO and Director of CST, Mr Amin is responsible for 
all CA IT programs, which support the agency’s mission of 
protecting the lives and interests of American citizens overseas 
and strengthening US border security. Mr Amin has a vision for 
creating a consolidated person-centric IT environment, capable 
of adapting to new and emerging business requirements. The 
Bureau of Consular Affairs serves as the public face of the 
Department of State for millions of United States citizens and 
foreign nationals around the world.

Mr Amin has more than 30 years of experience in the 
management, leadership, engineering, design, implementation 
and direction of large systems integration projects, including the 
application of current technology to secure data and network 
communications. Prior to joining CST in June 2007, Mr Amin held 
key IT management positions at Nortel PEC Solutions, Vector 
Research, Inc., and Computer Sciences Corporation. He is also 
the founder, former President, and CEO of InfoTec, Inc. 

Mr Amin holds an undergraduate degree in Electrical Engineering 
from MS University and received his Executive Master of Science 
degree in Technology Management from the University of Maryland. 
He is married and has a grown up daughter who is an alumni of 
Virginia Tech and has followed her father’s path into the Federal IT 
world.
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Session: In Focus: Large-scale 
government programs

Mountbatten Room 
18th Oct / Time: 12.15

Presentation Synopsis
The Federal Bureau of Investigation’s (FBI) Criminal Justice 
Information Services (CJIS) Division operates and maintains the 
Integrated Automated Fingerprint Identification System (IAFIS), the 
largest biometric supported criminal history record information 
database in the world. The IAFIS provides automated fingerprint 
search capabilities, latent search capabilities, electronic image and 
criminal history storage, and electronic exchange of fingerprints and 
responses, 24 hours a day, 365 days a year, to over 86,000 local, 
state, federal, tribal, and international partners.

Advancements in technology and the changing business needs of 
the FBI and its IAFIS customers have warranted a need for the next 
generation of identification services. To further advance its biometric 
identification services, the CJIS Division, along with guidance from its 
user community, has established the Next Generation Identification 
(NGI) Program. The NGI will be a replacement to the current IAFIS 
which will provide new services, as well as improve upon current 
functionality. 

The NGI will accommodate increased information processing and 
sharing demands from local, state, tribal, federal, and international 
agencies. The NGI will offer state-of-the-art, biometric identification 
services and compile core capabilities that will serve as the platform 
for multimodal functionality. 

The FBI/NGI presentation will provide an overview of the NGI 4 year 
incremental deployment schedule and an overview of each increment 
in more detail.

Status of the FBI’s Next Generation 
Identification System - Next steps and 
challenges
Kevin Reid, Program Manager, Next Generation 
Identification, FBI, USA

Biography
Jon Kevin Reid is currently serving as the Acting Program 
Management Executive for the Next Generation Identification 
(NGI) Program at the FBI Criminal Justice Information Services 
(CJIS) Division. Mr Reid brings over 28 years of experience 
in the successful development and deployment of major 
Information Technology and Defense programs. Mr Reid 
has managed the early successes of the NGI Program and 
effected improvements to the multimodal developments and 
deployment of biometrics services that will improve and extend 
existing operational capabilities to support law enforcement 
nationally and internationally.

Mr Reid has served as the acting Section Chief of the 
Biometric Services Section (BSS), providing oversight and 
executive management to the BSS, the largest operational 
section, with over 1,000 employees strategically staffed and 
providing national and international fingerprint and criminal 
history services to law enforcement customers. Mr Reid 
managed the fingerprint operations exceeding previously 
unimagined volumes.

Mr Reid served as the Law Enforcement National Data 
Exchange (N-DEx) Program Manager. He successfully 
managed the deployment of a national information sharing 
system, revolutionizing criminal justice information sharing. Mr 
Reid’s effort has resulted in establishment and implementation 
of national law enforcement/criminal justice information 
sharing strategies, policies and standards. This program was 
accomplished under cost and on schedule, far exceeding 
expectations. Additionally, during Mr Reid’s career, he has 
successfully held positions at the FBI to include Unit Chief 
for Engineering and the Technical Program Manager for Law 
Enforcement Online.

Mr Reid holds a Bachelor of Science Degree in Electrical 
Engineering WVU, a Masters Degree in Business 
Administration from Marymount University, a Masters Degree 
in Software Engineering from Central Michigan University. He 
is Acquisition Professional/Department of Defense DIWAI-
certified, as well as Program Management Professional  
(PMP) and Federal Acquisition Certified for Program  
Manager (FAC PM).
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Session: In Focus: Large-scale 
government programs

Mountbatten Room
18th Oct / Time: 12.45

Presentation Synopsis
The Unique Identifi cation Authority of India (UIDAI) has been setup 
by the Government of India with a mandate to issue a unique 
identifi cation number (Aadhaar) to all the residents in the country. A 
key requirement of Aadhaar is to minimize/eliminate duplicate identity 
to improve the effi cacy of the service delivery. Biometrics features 
have been selected to be the primary mechanism for ensuring 
uniqueness.

No country has undertaken to build a national registry at the scale 
and accuracy as the UIDAI initiative. The largest existing biometrics 
database in the world is one order smaller in magnitude than India’s 
needs. The nature and diversity of India’s working population adds 
another challenge to achieving uniqueness through biometrics 
features.

In a short span of two years since inception and just one year since 
starting enrolment, the Aadhaar project has solved many technical 
challenges and enrolled over 30 million residents and will soon be 
enroling at the rate of 1 million residents per day. This presentation 
will provide insight about the design choices and learnings in taking 
Aadhaar from just a concept to a ground reality.

Building the world’s largest biometric 
database: From concept to reality
Vivek Raghavan, Volunteer Biometrics, Unique 
Identifi cation Authority of India, India

Biography
Vivek received a B.Tech degree in Electrical Engineering from 
the Indian Institute of Technology Delhi in 1989, and a PhD 
degree in Electrical and Computer Engineering from Carnegie 
Mellon University in 1993. Vivek has been technology innovator 
in the fi eld of Electronic Design Automation (EDA) where he led 
the development of many industry standard tools for VLSI chip 
design. He has also been a serial entrepreneur having founded 
and successfully exited two EDA companies. Prior to joining 
UIDAI, Vivek was Vice President, Product Development and 
Managing Director(India) for Magma Design Automation.

When Vivek walked in the door to volunteer at UIDAI he 
was assured that zero knowledge of biometrics was not a 
disqualifi cation to help with the Aadhaar project. Little did he 
realize that a short three months later, Vivek would be responsible 
for the biometric aspects of the Aadhaar project.

See DigitalPersona in Booth #411

The DigitalPersona Difference:

• Superior image quality 

• High-volume manufacturing 

• Compact form factor 

• Low power 

• License-free software

© 2011 DigitalPersona, Inc. All rights reserved. DigitalPersona is a trademark of DigitalPersona, Inc. in the U.S. and other countries. All other brand and product names are trademarks or registered trademarks of their respective owners.

DigitalPersona Fingerprint Biometrics 
– trusted by over 100 million people
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Session: Privacy protection 
and ethical challenges

Tuesday 18 October 2011
Mountbatten Room / Time: 11.40

Session Chair: Marek Rejman-Greene, Senior Biometrics Advisor, Home Offi ce, UK

As technology races forward, it is vital that developers understand the privacy and ethical ramifi cations of 
the systems they are promoting. This stream considers privacy and ethics from various standpoints. From 
understanding the new ethical challenges that will be thrown up by next-generation biometrics, to new research 
that explores game-changing technological solutions that take privacy and ethics to new levels. Plus an overview 
of new European privacy and ethics projects that will impact the biometrics industry in the future.

Session: Privacy protection 
and ethical challenges

Elizabeth Windsor Room
18th Oct / Time: 11.45

Ethical challenges of the next generation 
biometrics
Emilio Mordini, Professor and Director, Centre for Science, 
Society and Citizenship, Italy

Biography
Emilio Mordini is an MD (University of Rome La Sapienza), 
specialised in psychiatry and trained as a psychoanalyst. Emilio 
was partner of the Psychoanalytic Institute for Social Research 
(1986-2001), Professor of Bioethics in the University of Rome 
(1994-2006), Secretary of the Bioethical Commission of the Italian 

National Research Council (2000-04). Focusing his efforts on creating 
an international research centre devoted to ethical, political and social 
implications of emerging technologies, in 2002 Emilio founded the 
Centre for Science, Society and Citizenship, an independent, non-
partisan, research centre based in Rome, whose aim is to contribute 
to a better understanding of the contemporary world by clarifying the 
human (social, cultural and ethical) factors which shape technological 
innovation. Emilio is the scientifi c secretary of the Italian Technology 
Platform on Biometric Technology, and serves in the board of a 
number of international scientifi c associations. Emilio has extensively 
published in academic peer reviewed, and non-academic publications, 
and edited 9 books.

Wherever signatures are required on documents, e-signature solutions from 
Wacom quickly pay off: Reduced costs for paper, transport, printing and archiving 
result in a rapid return on investment. Now introducing the STU-520 which is the 
fi rst colour LCD display for Wacom signature tablets that during stationary use 
also provides a platform for your logo and for a striking brand presence. Place 
your trust in effi ciency: with e-signature solutions by Wacom.

Please sign here

Sign up now for a paperless future.
e-signature by Wacom.

Please sign here

signature.wacom.eu

Meet us
at stand
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Session: Privacy protection  
and ethical challenges

Elizabeth Windsor Room 
18th Oct / Time: 12.15

Presentation Synopsis
In December 2010, Eurosmart launched its White Paper “Biometrics 
for Trust and Convenience”. In the course of 2011, the Eurosmart 
Biometrics Task Force is meeting Governmental bodies, and the 
Association for Biometrics, to consider issues surrounding the 
respect of individual citizen’s privacy and ethics, before publishing a 
second version of the document. 

The White paper focuses on the identification and analysis of use 
cases for which biometrics and smart card technology may be better 
than any other solution in respect of providing security, respecting 
privacy and ethics, convenience, and thus confidence. For each 
use case, an analysis of the economics, convenience, security, and 
implementation recommendations for the provision of ethics and 
privacy protection will be undertaken. 

At the conference the major comments received during Biometrics 
Task Force meetings with stakeholders and the headlines of the 
second version of the White Paper will be presented.

Biometrics for trust and convenience
Didier Chaudun, Convenor of the Biometrics Task Force, 
Eurosmart, France

Biography
Didier Chaudun is Vice-President, e-Identity strategy adviser, 
Sagem Sécurité and President of GIXEL smart card group. 
His expertise includes: Smart card technology and marketing, 
in particular for Payment, Identity, Healthcare and Identity 
Government applications; Electronic payment: private and national 
e-purse, virtual e-purse; Computer engineering. 

Mr Chaudun is experienced in product line management of 
large- and medium-scale industrial products; the design and 
project management of application software, operating systems 
and database management systems; and DEA in computer 
engineering.

Session: Privacy protection  
and ethical challenges

Elizabeth Windsor Room 
18th Oct / Time: 12.45

Presentation Synopsis
Surveillance systems and technologies are no longer confined to 
law enforcement authorities, intelligence agencies and the military 
– modern information technology has manifested surveillance as an 
everyday phenomenon and includes tools as diverse as biometrics, 
sensors, cameras, dataveillance and location determination 
technologies. 

As new, smart-surveillance technologies emerge, challenges must be 
faced in minimising the potential impact of terrorist or criminal actions 
and maintain respect for human rights, privacy, social and community 
cohesion and the successful integration of minority communities. The 
SAPIENT Project is working to identify and analyse impacts posed by 
future smart surveillance technologies that may be used for profiling 
citizens in order to identify potential evil-doers, for crime control 
in urban settings or for border control and critical infrastructure 
protection. 

By analysing specific cases for such as RFID, biometrics, and smart 
CCTV, SAPIENT will develop a privacy impact assessment (PIA) 
methodology that can be adopted to ensure fundamental rights, 
privacy, and ethics are supported. 

This presentation will take a brief look at the current state of PIAs 
and how they are being applied to such technologies in Australia, 
Canada, New Zealand, the UK and the US. The presentation will 
provide insights into how effective current PIA methodologies are and 
will provide a set of core criteria for analysing a PIA’s effectiveness, 
and their shortcomings in achieving their goals.

SAPIENT Project - Supporting 
fundamental rights, privacy and ethics in 
smart surveillance technologies
Kush Wadhwa, Managing Director, GSI, UK

Biography
Kush Wadhwa is founder and Managing Director of Global 
Security Intelligence (GSI), with offices in the US and UK. He 
provides independent, non-partisan advisory services with respect 
to emerging technologies in Security, ICT, and Health, focusing 
upon issues of strategic policy development related to privacy and 
data protection, socio-economics and inclusion. He participates in 
research affecting the future direction of security and surveillance 
technologies, assistive technologies, and emerging technologies 
and applications (e.g. ubiquitous computing, robotics, 
biotechnology, mobile health). 

He is a member of Living in Surveillance Societies (LiSS) COST 
Action, Working Group 3 (Business of Surveillance) and of IAPP. 
He has provided services to the European Commission, the 
UK Technology Strategy Board, NATO, the US Department of 
Homeland Security, and numerous Fortune 500 companies. 

Mr Wadhwa holds an MBA from New York University, and a 
BE and BA from Stevens Institute of Technology, is a frequent 
speaker at international conferences, and is widely published in 
industry and peer-reviewed journals.
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Session: Privacy protection  
and ethical challenges

Mountbatten Room 
18th Oct / Time: 14.15

Presentation Synopsis
The pace of development in mobile technology is creating new 
possibilities for (and expectations on) police and immigration services 
to be able to operate effectively away from fixed locations, particularly 
in establishing more conclusively the identity of people they encounter. 
Is someone really who he or she claims to be? Does a fingerprint 
search reveal a different identity? Are they wanted by immigration or 
the police? Is their identity document genuine or has it been forged - 
or hacked, if it contains a chip?

Putting aside the marketing-speak, building these devices, bundled 
with all the latest features and capabilities, effective, resilient, able 
securely to connect to confidential core systems, is challenging. It 
stretches the boundaries of existing experience and requires emerging 
technologies to be integrated very well. In Europe, there is a real risk 
of different countries repeating the same costly mistakes others have 
already made.

To maximise effectiveness and minimise avoidable mistakes we 
need to share - thinking, design, requirements, solutions and lessons 
learned, between police, immigration and industry.

Hence the e-MOBIDIG group, designed to help fill that gap. Frank 
Smith of UKBA Chairs the group and looks forward to explaining to 
you the context, results to date, and the group’s intentions going 
forward.

e-MOBIDIG- Mobile ID for immigration 
and police in Europe
Frank Smith, Deputy Director - Identity Systems, 
UK Border Agency; Chair, e-MOBIDIG, UK

Biography
Frank Smith has worked in several roles within the Home Office, 
including technical IT projects with the police and immigration, 
developing policy, managing legislation, and as Private Secretary 
to the Minster of State for Immigration. He takes a broad and 
hybrid approach and has made important contributions in 
improving the understanding between business and technology in 
several areas of work.

His work with the e-MOBIDIG group brings him into discussion 
with several EU Member States and representatives of 
immigration, police and industry. He has sought to build on the 
contribution of all of these participants to shape the conclusions 
of the group. His work in UK Border Agency involves a number of 
different IT solutions focused on identity, to support the business.

Chairing the Technology Working Group of the InterGovernmental 
Consultations on Migration, Asylum and Refugees (the IGC) over 
the past two to three years has enabled Frank to bring together 
a Business Guide to Immigration Technology, taking a very broad 
and country-independent description for business, describing the 
range of immigration solutions that can be deployed.

Session: Biometrics – Helping to 
win the fight against crime

Tuesday 18 October 2011 
Mountbatten Room / Time: 14.10

Session Chair: Geoff Whitaker, Chief Technology Officer – Biometrics, Police Science and 
Forensics National Policing Improvement Agency, UK 
The use of biometrics in the fight against crime is almost as old as the technology itself. This stream not only 
highlights current use cases for law enforcement officers across the criminal justice chain, but also takes a look 
at the future, considering technologies such as Fast DNA in the field as well as other mobile ID solutions.

Session: Biometrics – Helping to win 
the fight against crime

Mountbatten Room 
18th Oct / Time: 14.45

Presentation Synopsis
A large government program in The Netherlands has introduced a 
system for creating unique identities for each person in the criminal 
justice chain using biometrics. Previous investigations showed a 
large number of persons in the criminal justice chain had multiple 
identities, including identity fraud. 

During 2011, the full rollout has been completed, with police 
organizations, courts, prisons as well as probation services working 
together to enroll each person at police stations and to verify the 
person throughout the chain using centralized biometric verification 
capabilities. Each person is then given a unique ID number.

The system has had a large impact on the daily working methods 
of tens of thousands of employees in the criminal justice chain. The 
national integrated approach is a good example of how biometrics 
can be used to prevent identity fraud. The presentation will discuss 
how this type of project with multiple stakeholders has been 
accomplished successfully.

Unique ID across the criminal justice 
chain - A Dutch case history
Marcel Boogaard, CEO, HSB Identification, 
The Netherlands

Biography
Marcel Boogaard is CEO at HSB identification, The Netherlands. 
He started his career in product development for a large 
multinational company and in subsequent international 
management positions he developed a successful strategy for 
introducing new products. For the past 15 year, he has been 
working within the identification industry with biometrics and 
smartcards. He has been involved in many large-scale biometric 
solutions for immigration, law enforcement, governments, 
healthcare organizations and NGO’s in Europe, Africa and USA. 

In his present position, Marcel is responsible for the overall 
international strategy for implementing HSBs solutions around 
the world. Marcel holds a master degree from Delft University of 
Technology, The Netherlands.
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Session: Biometrics – Helping to win 
the fight against crime

Mountbatten Room 
18th Oct / Time: 15.15

Presentation Synopsis
DNA has been used for a number of years in law enforcement to 
identify individuals and to help solve crimes. However, until now 
the use of DNA has been expensive and has required complex 
processes to be performed by dedicated experts in laboratory 
environments. As a consequence of the lengthy processes, police 
officers often have to wait days to get results from a search against 
a DNA database. In addition, the cost and long waiting times limit 
the number of crime scene DNA traces processed, and severely 
restrict the effectiveness of the analysis. Recent advances in DNA 
technology offer a variety of applications that will stimulate the 
development of DNA databases and their use in a more automated 
and integrated process allowing police officers and laboratories 
to focus more on their value-added forensic approach than on the 
workload to deal with simple cases.

Fast DNA analysis carried out in a “printer size” device is one of the 
promising technology advances making the dream of “real time” DNA 
possible. The development of innovative DNA algorithms and expert 
systems will provide law enforcement with additional tools to help the 
fight against crime and provide the possibility of wider applications. 

James Grivet, Business Development Manager, DNA 
Project, Safran Morpho, France

Biography
James Grivet has an engineering and business background and 
previous to joining the Safran Group in 2006 he worked for a number 
of start-up companies as a strategy development consultant. In 2010 
James started a new project in Safran Morpho; the development 
of DNA biometrics for use in the field. From the experience of two 
years of close collaboration with police forces around the world he 
is convinced that the time is right to bring DNA to field use for law 
enforcement. The technology partnership between Morpho and a 
company specializing in DNA extraction enzymes and fast DNA 
microfluidic technology facilitates this advance. 

James is leading the drive to bring this technology into field use, 
initially through pilot operations, and he is driving the necessary 
validation and acceptance of this technology in cooperation with 
leading national laboratories. 

Fast DNA in the field, the benefits and 
challenges for law enforcement

Session: Commercial and Public 
Sector Biometrics – Part 1

Elizabeth Windsor Room 
18th Oct / Time: 14.15

Presentation Synopsis
Sharing our experience of how biometrics has evolved in the global 
commercial landscape, this presentation will focus on externalities 
that exist in different countries and how they shape biometric 
technology development. Varying perceptions and interpretations of 
privacy and security along with extreme changes in infrastructure, 
laws and cultures have a direct impact on biometric software 
customization and deployment strategies. Working in almost 100 
countries, we will share what drives adoption, what are impediments 
and stigmas and, from our practical experience, how we have seen 
acceptance and denial, drivers, etc. and used that information to 
develop solutions that work. From our experience we will also offer 
insight on where the commercial marketplace is now and where it is 
going.  

Examples include what market conditions existed in the Nigerian 
cellular market, India’s blood bank supply, Iraq’s Kurdistan region 
visitor program, the Kingdom of Saudi Arabia’s hospital market, time 
and attendance in the United States, and others.

The maturity of biometrics in the commercial 
marketplace – A global perspective
Mizan Rahman, Founder and CEO, M2SYS Technology, USA

Biography
Mizan Rahman founded M2SYS in 1998. As a visionary, expert 
software engineer and seasoned entrepreneur, he combines his 
impressive background solving customers’ problems and building 
companies with a natural intensity and commitment to excellence. 

Mr Rahman’s instinctive ability to transform a creative idea into 
an invaluable, profitable business software solution has prompted 
much acclaim from leading sector analysts and executives 
worldwide, and is the foundation for M2SYS’ dedication to 
achieving excellence for its clients. Mr Rahman is also heavily 
involved in the speaker circuit where he can be found sharing his 
domain expertise and success methodologies at conferences and 
universities around the world.

Mr Rahman received a BSc in Computer Science (cum laude) 
from Florida Atlantic University. He is a member of the prestigious 
honor society Phi Kappa Phi, the Computer Science Honor Society 
Epsilon Phi Upsilon, the Golden Key Honor Society and the Phi 
Theta Kappa Honor Society.

Session: Commercial and Public 
Sector Biometrics – Part 1

Tuesday 18 October 2011 
Elizabeth Windsor Room/Time: 14.10

Session Chair: Dr Peter Waggett, IBM UK Emerging technology programme leader, BSI 
IST/44 Chairman, UK
The use of biometrics in the commercial and public sector promises to be the key to future success in the 
industry. This stream, the first of two, looks at how the use of biometrics in the commercial marketplace has 
matured. It provides lessons learned from case histories in industries ranging from the retail and financial market 
to the cell phone market and beyond…
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Session: Commercial and Public 
Sector Biometrics – Part 1

Elizabeth Windsor Room 
18th Oct / Time: 14.45

Presentation Synopsis
The biometric data captured in the hall of a bank can be used 
for multiple purposes in full respect of privacy laws: audience 
intelligence, access control, customer care and surveillance. A recent 
implementation will illustrate this business case. We distinguish 
different levels of privacy for each application.

Level A - No match to personal biographic information: In this 
case the biometric information is used solely for audience intelligence 
purposes: information from bank visitors is collected with respect to 
gender, age, duration of the visit. This information can support the 
bank in optimizing its staffing, in setting up 1:1 marketing campaigns, 
and allows real-time tracking of customer activities within the branch. 
Moreover, the system can be used as image recording for forensic 
purposes.

Level B – 1:1 verification: Access control for staff and/or customer in 
dedicated areas: the real-time biometric information is matched to data 
(template) on a token.

Level C – 1:N identification: Identification of the customer (previously 
enrolled with their consent) within a closed environment for customer 
care purposes: the white-listed customers are identified using facial 
recognition technology (not intrusive). The front office clerk can 
address them by name and instantly retrieve the relevant account 
information. The arrival of important customers could be reported to 
the branch director.

Identification for surveillance purposes: based on grey or blacklisted 
entries the system can send an alert to the security officer and/or 
directly to the police.

The biometric system could also be supported by environmental audio 
analysis to enhance the surveillance process.

Biometrics as an all-round service in the 
financial world
Diana Ombelli, Consultant, Kee Square, Italy

Biography
Diana Ombelli MSc is Business Consultant at Kee Square and 
has her own consulting company, ID Management Suisse. 
Previously she was employed for 7 years at Morpho ID document 
Division (formerly Sdu Identification) where she was Head of 
the Laboratory and Project Manager. She worked on projects 
involving the development of travel/identity documents and the 
implementation of the related IT systems. For the introduction of 
biometrics in the Dutch passport she set up the ISO formatting 
and quality check process of the full frontal facial image to be 
stored in the chip. She also played the role of Biometric Architect 
and participated in the design of the acquisition process for 
facial and fingerprints verification, taking into account quality and 
ergonomic aspects for a reliable and user-friendly result.

In the past Ms Ombelli has been a member of the New 
Technology Working Group of ICAO and chaired the European 
International Conference on Fraudulent Travel Documents at the 
Interpol Headquarters in Lyon (France).

In 2008 she co-edited the book about the development of 
secure documents called “Documents: the Developer’s Toolkit” 
(publishers: IOM International Organization for Migration and Via 
Occidentalis Editora Lda).

Ms Ombelli has a MSc degree in Forensic Science from the 
University of Lausanne in Switzerland.

Session: Commercial and Public 
Sector Biometrics – Part 1

Elizabeth Windsor Room 
18th Oct / Time: 15.15

Presentation Synopsis
The presentation will give a brief on 7 years of lessons learned 
while bringing biometric identification to mass application and the 
progress due to multibiometrics. It looks at the operation of biometric 
systems in the retail sector and will refer in particular to Europe’s first 
multibiometric authorization and payment system. 

The topics covered include:

• Who is using convenience biometrics: a glance at the actors - 
Ahold, Metro, EDEKA, Tesco, Gulp, Shell

• The hardware side. Fake Finger detection vs. usability. FRR in real life. 
The impact of age and sex. Improvements through hybrid scanners

• Privacy issues and solutions

• The legal situation with a European perspective. Differences in 
national legislation and the resulting bottlenecks. The impact of 
multibiometrics on usability and database architecture.

• Enrolment do’s and don’ts. The ergonomics of enrolment stations. 
Should everybody be enrolled? Why less is (sometimes) more.

• The retailer’s perspective - what is required, what is desired. Gains 
on the shop side. Speeding up the checkout. Less cash – less 
shoplifting. Less cash – less cost.

• The emotional side: why older people like biometrics. Is there a 
pattern for users of biometric convenience systems. Acceptability 
of biometric systems - which technology suits best. Approaching 
the user– do biometric systems need promotion?

• Multibiometrics for payment – why only payment? Added-value 
applications and their impact on customer acceptance. A glance at 
the future.

Multibiometrics at the point of sale – 
150,000 transactions later
Ulrich M. Kipper, CEO, it-werke group, Germany

Biography
Ulrich M. Kipper was born in Germany in 1958. After studies 
in Germany and the USA, he obtained a masters degree in 
Social Sciences and Economics in 1984. He headed the division 
“Marketing and Accounting” of an agro-industrial R&D project, 
before he became an associate of an internationally operating 
consultancy firm, with a focus on Management Information 
Systems and Marketing. By 1996 Mr Kipper decided to focus 
entirely on marketing and became founder and CEO of it-werke. 
From 2000 onwards, it-werke started to study the options of using 
biometrics outside of the security domain. Mr Kipper developed 
the concept of “biometric convenience systems” with a focus 
on the use of biometric technology in the retail environment. 
His vision is a card and cash-free check-out where people pay 
and collect loyalty bonuses by simply presenting their biometric 
credentials. The first system went live in 2003 in a computer store. 
At present, more than a 1000 installations allow people to pay 
conveniently with their fingerprint. Branded VINGADO, the system 
is currently extended to other European countries. Today it-werke 
is the leading company in the field of biometric payment systems 
and convenience applications. Mr Kipper holds several patents; 
for example, for secure transactions in electronic networks. He is 
President of it-werke group.
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Session: On the horizon - Biometric 
trends, challenges and opportunities

Mountbatten Room 
18th Oct / Time: 16.15

Presentation Synopsis
Biometric technologies have manifestly now reached a level of maturity 
that allows them to be successfully applied in a wide range of practical 
scenarios. Yet, there are a number of issues of real importance that 
remain unresolved, and it is clear from the level of activity within the 
worldwide academic research community that many important research 
questions continue to challenge and excite. In looking to the future, 
therefore, it is more important than ever than we are sensitive to the 
relationship between activities in the research laboratory and those in 
the market place. While there are many examples of good cooperation 
between industry and academia – to their mutual benefit – it is less easy 
to identify any cohesive approach or effective general-purpose strategy 
to provide a framework of cooperation that is recognisably optimal.

In this presentation we will explore some of the fundamental questions 
that continue to challenge us, consider the implications of the current 
technical, political and financial climate for how the landscape of 
biometrics might develop in the future and, above all, explore some ways 
in which better collaborative opportunities might be created between 
researchers and those seeking to bring solutions to the market place.

The future of biometrics: A joint industry/
academia enterprise?
Michael Fairhurst, School of Engineering and Digital 
Arts, University of Kent, UK

Biography
Michael Fairhurst is a Professor in the School of Engineering 
and Digital Arts at the University of Kent, where he was Head 
of Department for 5 years between 2003 and 2008. He leads 
a Research Group with broad interests in the fundamental 
processes of image analysis and pattern recognition, and with 
a particular focus on applications in security and, especially, 
biometrics. Mr Rahman received a BSc in Computer Science (cum 
laude) from Florida Atlantic University. He is a member of the 
prestigious honor society Phi Kappa Phi, the Computer Science 
Honor Society Epsilon Phi Upsilon, the Golden Key Honor Society 
and the Phi Theta Kappa Honor Society.

Session: On the horizon - Biometric 
trends, challenges and opportunities

Tuesday 18 October 2011 
Mountbatten Room / Time: 16.10

Session Chair: James A. Loudermilk, Senior Level Technologist, Science and Technology 
Branch, Federal Bureau of Investigation, USA
What does the future hold for the biometrics sector? What are the major trends? How will the contribution from 
academia feed into the success of the market? What are the new industry sectors to watch? This exciting 
stream answers these questions and more...

Session: On the horizon - Biometric 
trends, challenges and opportunities

Mountbatten Room 
18th Oct / Time: 16.45

Presentation Synopsis
Biometrics benefits from wide application and adoptions through 
government, regulated industries and commercial applications. 
Biometrics technologies have come a long way in the past 20 years, 
but rapidly. We will visit the highlights; identify the technology trends 
and discover the intrinsic laws that graphically show how biometric 
technologies have evolved. In addition, the speaker will discuss the 
push for biometrics interoperability & sharing via: Governance, Policy, 
Repeatable Framework, Technology, Biometrics standard development, 
Government sponsored, ISO and national level standard

The speaker will further visit the technology enablers by discussing 
a typical biometric system, How standardization and technology 
transparencies eliminated vendor lock-in.

Furthermore, the presentation will examine real application examples that 
demonstrate commodisation trends and discuss where the challenges are 
based on real system experience and customer feedback.

Biometrics technology - A trend toward 
commoditisation
Charles Y Li, Technical Director, Raytheon, USA

Biography
Dr Charles Y Li is a Technical Director of Immigration Control and 
Identity Management solutions for Raytheon Intelligent & Information 
System (IIS), currently leading technology and architecture solutions 
for Raytheon international business development. He also chairs 
Raytheon biometrics technology network. 

Dr Li has nearly 20 years of experience in system architecture 
and software engineering for large IT systems. Charles’s areas 
of interests also include biometric technologies, large system 
integration and strategic technology assessment. Charles is a 
technical leader in federal enterprise architecture, biometrics 
technology and large system integrations.

Before Charles joined ICIM, Charles served as the Chief Biometrics 
Engineer as a supporting contractor for the Homeland Security US-
VISIT Program to manage the Biometrics Architecture Team and 
also the lead of Federal Enterprise Architecture area for program 
investment alignment. 

Previously, Charles was also the chief engineer of Security Technology 
Integration Program as a supporting contractor to US DHS TSA. 

Charles is a voting member of both OASIS standard technical 
committee and INCITS M1 Biometrics Technical Committee. He is 
also the chair of the Technical and Interoperability Sub-committee of 

Industrial Committee on Biometrics in US National Defense Industrial 
Association (NDIA). 

Charles Li worked as a research faculty in Northwestern University 
and research scientist in Fermi National Laboratory in US. He has 
published over 100 research papers. Charles Li earned his Bachelor 
of Science Degree in Physics from Nankai University, and Master 
of Arts from University of Rochester. He was awarded Doctorate of 
Philosophy in University of Rochester after completion of graduate 
work in the field of high energy physics.
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Session: On the horizon - Biometric 
trends, challenges and opportunities

Mountbatten Room 
18th Oct / Time: 17.15

Presentation Synopsis
The consumerization of IT; the always connected society; access to 
information anytime, anywhere, on any device.

This is the world we are living in today, and if we’re not our children 
most certainly are!   

Convenience is great, but we need mobile device security too: and 
this is where biometrics has an ever expanding role to play.

Biometrics: The secure mobility enabler
Terry Hartmann,Vice President, Security Solutions & 
Portfolio Management, Unisys, USA

Biography
Terry Hartmann is Vice President for Unisys Security Solutions 
worldwide incorporating people identity solutions; location/
perimeter/surveillance; integrated courts/justice, airport 
operations and mobile devices. 

Based in Reston Virginia USA, Terry also has leadership 
responsibility for the Unisys identity portfolio with particular 
emphasis on growing the trusted identity solutions program: 
including ID cards, badges, passports, visas; and verification 
of those documents e.g. border control, employee access, 
authentication for receipt of services. 

Terry has 30 years experience in the IT industry and is an 
internationally recognized authority in the identification and 
biometrics industry. His opinion, insight and counsel is regularly 
sought by government and commercial organizations the world 
over. He has spoken at over 70 conferences internationally on 
identity matters and continues to do so. He has served on the 
Board of Directors for the Australian Biometrics Institute since 
2003; and is on the Planet Biometrics Expert Advisory Panel as a 
world-industry-recognized subject matter expert. 

Terry continues to play a role in the development of biometrics 
standards for positive-identification as a technical expert to 
the International Standards Organisation (ISO) on biometrics 
specializing in facial recognition, and he was the author for the 

ISO Facial Image Standard 19794-5. In 2004 he was awarded a Certificate 
of Appreciation by the USA State Department “in recognition of 
outstanding contributions to the international effort to develop biometric 
standards, and to advance the acceptance and use of biometrics in 
Machine Readable Travel Documents”. He has also been extensively 
involved with ICAO (International Civil Aviation Organisation), which 
is responsible for setting world standards for travel documents. He 
was Chairman of the ICAO ePassports Task Force for its duration, and 
in that context coined the term “ePassport” to describe more simply 
“contactless integrated circuit biometric passports”.  

Prior to joining Unisys, Terry was responsible for leading-edge research 
and development, strategic planning and implementation of business 
process transformation in his role as IT Manager for the Australian 
Passport Office. He played a key role in establishing the Australian 
public sector as a world leader in identity technology. 

Terry has a Bachelor of Science degree specializing in honors level 
Computer Science and Pure Mathematics from the Australian National 
University, in Canberra.
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Programme Day 2

08.00 Coffee & Tea

MOUNTBATTEN ROOM
Cutting-edge biometric passenger facilitation

ELIZABETH WINDSOR ROOM
Biometrics and identity assurance

09.00 Session Chairman’s Introduction 
Hugh Carr–Archer, Chief Executive Officer, Aurora Computer 
Services, UK

Session Chairman’s Introduction 
Marek Rejman-Greene, Senior Biometrics Advisor, Home Office, 
UK

09.10 Biometrics in mass transit – A case study of Gatwick Airport 
developments in 2011
Perry Hailey, Technology Leader, Gatwick Airport Ltd, and, 
Jim Slevin, Transport Business Unit Manager, Human Recognition 
Systems, UK

Biometrics for managers – Designing biometric solutions 
to improve identity security in civil registration, passport 
issuance and border control applications
Ross Greenwood, Principal, Identity Matters Consulting, 
Australia 

09.40 Insights into Automated Border Clearance – Learnings 
from deployment at London Heathrow, the world’s busiest 
international airport
Cyrille Bataller, Director, Accenture Technology Labs Europe, France

Identification and digital authentication in the federal 
administration
Pedro Janices, National Office of Information Technologies, 
Chief of the Cabinet Office, National Director, Argentina

10.10 In the face of destruction: preparing for the 2011 Rugby  
World Cup
Gillian Ormiston, Global Market Manager for Border Solutions, 
SAFRAN GROUP – MORPHO Identification Division, France

Global identity assurance and the growth of biometrics
Sir John Adye, Chairman, Identity Assurance Systems Ltd, 
previously Director of GCHQ, UK

10.40 Morning coffee and networking

MOUNTBATTEN ROOM
Pushing biometric boundaries 

11.05 Session Chairman’s Introduction 
Geoff Whitaker, Chief Technology Officer - Biometrics, Police Science and Forensics National Policing Improvement Agency, UK 

11.10 Advancing biometrics: Cutting-edge FBI research and activities
Kevin Reid, Program Manager, Next Generation Identification, FBI, USA

11.40 Human–Machine Fusion: How to improve state-of-the-art face recognition systems
Alice J. O’Toole, Professor, School of Behavioral and Brain Sciences, The University of Texas at Dallas, USA

12.10 Advances in stand-off biometrics
Behnam (Ben) Bavarian, President and CEO, AFIS and Biometrics Consulting, USA

12.45 LUNCHTIME KEYNOTE 
Face-in-the-crowd biometrics: here’s looking secretly at you
In the surveillance world there are certain grand challenges - holy grails that researchers and those who use surveillance pursue doggedly, 
excited by the immense technical issues such challenges pose. Paramount in these is real-time face-in-the-crowd technology: a recognition 
system advanced enough to sift through large crowds of people, none of whom are consciously facing the CCTV cameras. This type of 
face recognition has been called the  
“killer application” in biometrics. In this talk we describe technologies underpinning face in the crowd recognition systems and results from 
formal trials.

Professor Brian C. Lovell, NICTA and The University of Queensland, Australia

13.15 Extended Lunch and Exhibition Viewing

 MOUNTBATTEN ROOM
Iris in focus

ELIZABETH WINDSOR ROOM
Testing and technology 

14.45 Session Chairman’s Introduction 
Mark Lockie, Biometrics 2011 Conference Chairman

Session Chairman’s Introduction 
Jim Wayman, San Jose State University, USA

14.50 Smart Mobile Identity: Beyond single-purpose handheld 
biometric devices
Joey Pritikin, Director of Product Marketing, AOptix Technologies, 
USA 

Face quality analysis challenge
P. Jonathon Phillips, Electronic Engineer, NIST, USA 

15.20 From the visible to the exotic: putting iris in different light
Arun Ross, Robert C. Byrd Associate Professor, West Virginia 
University, and Assistant Director, Center for Identification  
Technology Research (CITeR), USA 

Department of Homeland Security – Synthetic biometric 
image development
Michael Thieme, Director of Special Projects, IBG, USA 

15.50 Afternoon tea

16.15 One-to-Many Iris Recognition – Promise Fulfilled?
Patrick Grother, Biometric Standards and Testing Lead, NIST, USA

What does it mean to be a NVLAP-accredited laboratory for 
biometrics testing?
Brad Moore, Program Manager, National Voluntary Laboratory 
Accreditation Program (NVLAP), NIST, USA

16.50 Vital principles for large-scale database search using iris
John Daugman, Professor, Cambridge University, UK

17.15–
19.00

Evening Drinks Reception

Wednesday 19 October 2011
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Session: Cutting-edge biometric 
passenger facilitation

Mountbatten Room 
19th Oct / Time: 9.10

Presentation Synopsis
The study focuses on the deployment of biometric systems forming 
part of a major refurbishment of the South Terminal at Gatwick Airport 
in 2011 to create a “slicker, more straightforward experience for our 
passengers”. The study will be presented from two viewpoints, the 
Customer (Gatwick Airport) and the Supplier (HRS). 

The study will present the purpose and objectives for the two 
biometric systems deployed: 
1. MFlow Journey - Facial Recognition for Journey and Queue 

Measurement – for an increase in Automated Business Intelligence 
2. MFlow Track - Iris (at a distance) - for automated facilitation of 

Gatwick’s Common User Lounge 

The study will chart the progress of the deployment from initial 
concept through trialling, testing, planning, development and 
deployment. 

The study will present the customer (passenger) experience resulting 
from these two ground-breaking deployments and how they fit into 
Gatwick Airport’s longer term automation and operational intelligence-
led model.

Session: Cutting-edge biometric 
passenger facilitation

Wednesday 19 October 2011 
Mountbatten Room / Time: 9.00

Session Chair: Hugh Carr-Archer, Chief Executive Officer, Aurora Computer Services, UK
Facilitating the swift, yet secure, passage of passengers through airports is becoming critical as the number of 
travellers increases in the face of more stringent security requirements. Biometric technology is a solution that 
is gaining traction across the world, but there are still a myriad of issues to solve. This stream looks at a host of 
examples where cutting-edge technology is making a difference.

Session: Cutting-edge biometric 
passenger facilitation

Mountbatten Room 
19th Oct / Time: 9.40

Presentation Synopsis
Automated Border Clearance (ABC) solutions were conceived to 
increase security and facilitate border control for high traveller volumes. 
ABC is typically made available to a subset of ’eligible’ travellers, 
typically ePassport, eVisa, Registered Traveller or eID card holders of 
specified nationalities. ABC systems enable these eligible travellers 
to gain permission to cross a national or regional border via an ABC 
machine (usually a gate) in a supervised self-service fashion, rather than 
by interacting with a border control officer. The automated gate typically 
extracts the data held in the traveller’s token (such as their ePassport) 
and matches it against distinctive biometric traits such as fingerprints 
or facial image to confirm the identity of the traveller, whilst performing 
standard border control background checks in parallel. With 3 out of 4 
of new passports issued in 2010 being ePassports, ABC systems thus 
combine high-integrity border checks with high throughput of travellers, 
offering border agencies a way to expedite the clearance of increased 
volumes of travellers without the need for additional staffing, offering 
port operators and carriers increased facilitation for their customers, and 
offering passengers an enhanced travel experience. This presentation 
will articulate the experience and learnings from the production ABC 
deployment at London’s Heathrow airport.

Insights into Automated Border Clearance 
-learnings from deployment at London Heathrow, 
the world’s busiest international airport
Cyrille Bataller, Director, Accenture Technology Labs 
Europe, France

Biography
Cyrille Bataller is the European Director of Accenture Technology 
Labs, the dedicated technology Research & Development 
organisation within Accenture, which has been turning bold ideas 
into game-changing results for over 20 years. Based in Sophia 
Antipolis, France, Cyrille leads Accenture’s Security R&D activities, 
which include biometrics and cyber security, notably supporting 
automated border clearance solutions at London’s and Amsterdam’s 
airports, and large-scale biometric identity management solutions 
such as US-VISIT, the European Commission’s Biometric Matching 
System, and the Unique ID programme in India (see www.accenture.
com/biometrics). Cyrille holds an Electrical Engineering degree from 
the École Nationale Supérieure des Télécommunications, Paris, and 
joined Accenture in 1993.

Biometrics in mass transit - A case study 
of Gatwick Airport developments in 2011
Perry Hailey, Technology Leader, Gatwick Airport, UK

Jim Slevin, Transport Business Unit Manager, Human 
Recognition Systems, UK

Biography
Perry Hailey is a BSc, PhD, Chartered Engineer, CITP and FBCS 
of the British Computer Society who joined Gatwick Airport Limited 
in 2009 and is responsible for leading the technology selection 
and deployment at Gatwick Airport Ltd (GAL). Prior to joining GAL, 
Perry spent 22 years in the Pharmaceutical Industry in a range of 
technical, automation and IT roles – most recently at GSK as the 
Automation IT lead at a manufacturing plant. Since joining GAL, 
Perry has focused on the design and delivery of systems that 
enhance the passenger journey. 

Jim Slevin is an MSc, MBA, Chartered Engineer, CITP and MBCS 
of the British Computer Society who joined Human Recognition 
Systems Ltd in 2008 and is responsible for leading the Transport 
Business Unit including Account Management, Sales, Consultancy, 
Product Development, Project Delivery and Quality Assurance. 
Prior to joining HRS Jim spent 22 years working within the Aviation 
Industry in a range of technical and management roles – latterly 
as ‘Group Security Risk and Identity Manager’ at BAA. Since 

joining HRS, Jim has focused on delivery of Aviation related projects 
and consultancy for Airport clients in the UK including, Manchester, 
Gatwick, Edinburgh, Newcastle, Liverpool John Lennon, Belfast 
International and Luton.

http://www.accenture.com/biometrics
http://www.accenture.com/biometrics
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Session: Cutting-edge biometric 
passenger facilitation

Mountbatten Room 
19th Oct / Time: 10.10

Presentation Synopsis
Overview of the border challenges in the run up to the 2011 Rugby 
World cup 

Challenges for New Zealand Borders in the light of the recent 
earthquake in Christchurch

How Smartgate and automation is helping border preparations

New Zealand’s Automated Border Crossing solution (SmartGate) 
went live in Dec 2009. Within 4 months 50% of all eligible travellers 
were using the solution and it is being viewed as a key border tool 
for the Rugby World Cup. Designed not only for facilitation within 
its airports but also to support the growth of tourism, Smartgate is 
going to help Christchurch present itself to the world as it copes with 
a global event despite the recent devastation caused by numerous 
earthquakes.

This presentation will look at the business case behind the role 
of Smartgate and how it is being developed despite the financial 
challenges facing the country.

In the face of destruction: preparing for 
the 2011 Rubgy World Cup
Gillian Ormiston, Global Market Manager for Border 
Solutions, SAFRAN Group, MORPHO Identification 
Division, France

Biography
Ms Ormiston has held positions in both the private and 
government sectors, involving solutions design, project 
management and consulting over the past 21 years. Her current 
post involves ensuring that border solutions involving biometrics 
(face, finger, iris) meet and anticipate future border operational 
requirements. Over the past 5 years, she has been involved in 
a number of government projects such as biomeric enrolment 
solutions for e-passport and visas, the creation of an identity 
assurance solution across a Ministry of Justice information 
chain, Mobile AFIS solutions for border control, the development 
of a facial recognition solution for driving licences, a biometric 
identifcation solution for the banking industry and a border 
passenger identification solution.

Before joining Morpho through the acquisition of the Motorola 
Biometrics Business Unit known as Printrak, she worked for 
almost 6 years in the capacity of Deputy Programme Officer for 
the European Commission DG Justice, Freedom and Security 
Large Scale IT unit and was instrumental in developing the 
requirements and managing the implementation of projects  
such as EURODAC, Schengen Information System (SIS II)  
and the Visa Information System (EU VIS).

Session: Biometrics  
and identity assurance

Wednesday 19 October 2011 
Elizabeth Windsor Room / Time: 9.00

Session Chair: Marek Rejman-Greene, Senior Biometrics Advisor, Home Office, UK
Biometrics have an important role to play in the development of secure identity assurance systems in both the 
governmental and commercial sectors. This stream considers how biometric solutions can be used to improve 
identity security in civil registration systems and border control applications, as well as discussing new ways of 
thinking about identity assurance and the possible ways in which biometrics can help to create a more globally 
interoperable, yet secure, architecture.
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Session: Biometrics  
and identity assurance

Elizabeth Windsor Room 
19th Oct / Time: 9.10

Presentation Synopsis
This presentation will cover 3 topics and conclude with a brief 
discussion of implications for biometric design, as follows:

• Strategic Context

• Jurisdictional and business alignment.

• Identity Fundamentals

• The identity paradox.

• The Limits of Biometric Solutions

• Scale, scope, timing, quality and stability.

• Implications for Business Process and ICT Systems Design

• The enrolment/verification simplification – useful, and dangerous.

The presentation will argue that automated biometric comparisons 
complement, but can’t replace the traditional building blocks of 
identity. There are no silver bullets in securing identity. Soundly 
designed and implemented universal biometric enrolment and 
verification schemes can contribute to significantly reducing identity-
related fraud. This will be achieved best when biometric schemes are 
complemented by secure, verifiable identity tokens and credentials 
issued under robust processes that include corroborating checks to 
establish a social context and history for the identity being claimed. 

Biometrics for managers - Designing 
biometric solutions to improve identity 
security in civil registration, passport 
issuance and border control applications
Ross Greenwood, Principal, Identity Matters Consulting, 
Australia

Biography
Ross Greenwood is a consultant available to provide strategic, 
project and operational advice to Government agencies, NGOs 
and commercial operators involved in passport issuance and civil 
registration, border control, biometrics and identity management. 

As Assistant Secretary Passport Business Improvement and 
Technology Branch, Ross was a member of the senior executive 
team leading the Australian Passport Office in the Department of 
Foreign Affairs and Trade from 2007 to 2010.

Between 2007 and 2010, while working at the Australian Passport 
Office, Ross was responsible for international engagement 
on passport design and issuance security and for domestic 
engagement on the Australian passport’s contribution to the 
integrity of Australia’s civil registration and border security 
arrangements. 

This involvement contributed to supporting the continuation of 
the Australian Passport Office’s history of successful innovation 
in secure passport design and secure, efficient and responsive 
passport issuance.

Session: Biometrics  
and identity assurance

Elizabeth Windsor Room 
19th Oct / Time: 9.40

Presentation Synopsis
When speaking of “identity”, the concept can be associated with 
philosophical, cultural, legal and also sexual concepts. In this 
speech, the concept will be dealt with as physical identity, and more 
specifically, limited to DIGITAL IDENTITY and BIOMETRICS.

One of the fundamental goals of our Federal Administration is to 
provide services to citizens through the consideration of their primary 
needs and the reporting of government actions as well as the data that 
the government possesses about all individuals. 

Likewise, to foster E-Government is an inexorable demand and it is 
more a duty than an option. E-Government democratizing potential 
implies to be able to identify individuals both in the digital and the 
traditional environment. The right to identity is a basic requirement 
in democracy: it allows citizens to exercise the right to vote, to have 
access to social plans, to enroll in schools and to cross the country’s 
borders.

It is mandatory to take care of citizens’ primary needs, to know them, 
to identify them and to provide them with both a physical and a digital 
identity.

The current options available for validation and the relevance of 
being able to have and rely on double and triple factor identification 
mechanisms will be dealt with.

For a real and efficient performance of E-Government where the 
“client” is on the other side of the mouse, a sole security characteristic 
is not enough for that client’s identification; rather, for any individual 
identification and authentication at least 3 factors for the presumption 
that “such individual is who he/she claims to be” will be necessary.

Identification and digital authentication  
in the federal adminstration
Pedro Janices, National Office of Information 
Technologies, Chief of the Cabinet Office, National 
Director, Argentina

Biography
Mr Janices was born in Buenos Aires, Argentina. In 1996 he 
began his career in public administration as media department 
computing coordinator of Argentinean Presidency. In 2005 he was 
Technology and Security Director of Ministry of Interior. Then he 
served as Technology and Security Director of Ministry of Justice, 
Security and Human Rights. He now serves as National Director 
of the National Office of Information Technologies and Federal 
Government CIO.

Mr Janices was co-founder and organizer of the Free Software 
in the State Organization and the annual Biometrics International 
Conference of the Argentine Republic.

Through the years Mr Janices has developed and coordinated 
projects such as the Individual Full Identification Database 
with biometric systems implementation, the technological 
implementation of the e-Passport and the e-CI (electronic id), and 
optimization, upgrade and widening of the AFIS system of the 
Federal Police, as well as the optimization of the biometric duties 
with the Recidivism National Registry and the facial biometric 
access control system of the Federal Penitentiary Service.

Ross Greenwood previously worked for the Australian Department of 
Immigration in senior executive and other roles dating back to 1977. Ross 
holds a Bachelor of Economics degree from the Australian National 
University and during his government service completed postings at 
Australian diplomatic missions in Turkey, Mauritius, Kenya, Syria and 
Hong Kong.
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Session: Biometrics  
and identity assurance

Elizabeth Windsor Room 
19th Oct / Time: 10.10

Presentation Synopsis
People need to establish quickly and reliably who they are, as they 
travel or use the internet. They want easy access to all services which 
the global economy can provide. They also want privacy and security 
- assurances that nobody can claim their identity, steal their money or 
get access to benefits in their name. Governments need to detect and 
deter criminals or terrorists who seek to subvert the global economy 
or national security. They also need effective identity management 
systems with a global reach to enable and control people’s access to 
their services - as do public companies.

These private and public needs can best be met by systems using 
biometrics, which provide the most reliable means of verifying human 
identity. A standards-based systematic design is required for their 
widespread use, which enables international co-operation, but protects 
national security, commercial competition and the liberty and privacy 
of individuals. Identity Assurance Systems (IdAS) proposes to produce 
such a design, in consultation with government and industry. It would 
be implemented incrementally as a plug-in to existing and new identity 
management systems, in sectors where biometrics can grow best - border 
control, access to benefits and licences, health care and financial services.

Global identity assurance and the growth 
of biometrics
Sir John Adye, Chairman, Identity Assurance Systems Ltd, 
previously Director of GCHQ, UK

Biography
John Adye was in British Government service in charge of a broad 
range of security and intelligence activities for more than thirty 
years. His most recent official position was as the Director of 
Government Communications Headquarters (GCHQ), counterpart of 
the US National Security Agency. On retirement from government 
service he was Chairman of the Country Houses Association 
in England from 1999-2002. He joined the Board of the National 
Biometric Security Project (NBSP) in 2003, and since then has 
been actively involved in promoting a systematic approach to the 
international use of biometrics for human identification. He has 
been Chairman of Identity Assurance Systems (IdAS) since 2010.

Session: Pushing biometric  
boundaries

Wednesday 19 October 2011 
Mountbatten Room / Time: 11.05

Session Chair: Geoff Whitaker, Chief Technology Officer - Biometrics, Police Science and 
Forensics National Policing Improvement Agency, UK 
Just how far can biometric technology be pushed? What is theoretical, what is practical? This exciting stream 
takes a look at the boundaries of research and development, considering human/machine fusion, advances in 
stand-off biometrics and an insight into cutting-edge research at the FBI. 

Session: Pushing biometric 
boundaries

Mountbatten Room
19th Oct / Time: 11.10

Presentation Synopsis
The FBI Biometric Center of Excellence – Biometric Tools 
The Biometric Center of Excellence is the FBI’s program to explore 
new and enhanced biometric technologies for integration into 
operations. The BCOE strives to provide stakeholders with new tools 
for solving or preventing criminal or terrorist activities. During this 
presentation, the BCOE will highlight some of its activities (such as 
the Automated Face Detection and Recognition Prototype, the Face 
Legal Series, Rapid DNA Prototype, etc.) and how these new “tools” 
are showing potential in the law enforcement and intelligence areas.

Advancing biometrics: Cutting-edge FBI 
research and activities
Kevin Reid, Program Manager, Next Generation 
Identification, FBI, USA

Biography
Jon Kevin Reid is currently serving as the Acting Program 
Management Executive for the Next Generation Identification 
(NGI) Program at the FBI Criminal Justice Information Services 
(CJIS) Division. Mr Reid brings over 28 years of experience in the 
successful development and deployment of major Information 
Technology and Defense programs. Mr Reid has managed the early 
successes of the NGI Program and effected improvements to the 
multimodal developments and deployment of biometrics services that 
will improve and extend existing operational capabilities to support 
law enforcement nationally and internationally.

Mr Reid has served as the acting Section Chief of the Biometric 
Services Section (BSS), providing oversight and executive 
management to the BSS, the largest operational section, with 
over 1,000 employees strategically staffed and providing national 
and international fingerprint and criminal history services to 
law enforcement customers. Mr Reid managed the fingerprint 
operations exceeding previously unimagined volumes. Mr Reid 
served as the Law Enforcement National Data Exchange (N-DEx) 
Program Manager. He successfully managed the deployment of 

a national information sharing system, revolutionizing criminal justice 
information sharing. Mr Reid’s effort has resulted in establishment 
and implementation of national law enforcement/criminal justice 
information sharing strategies, policies and standards. This program was 
accomplished under cost and on schedule, far exceeding expectations. 
Additionally, during Mr Reid’s career, he has successfully held positions 
at the FBI to include Unit Chief for Engineering and the Technical 
Program Manager for Law Enforcement Online.

Mr Reid holds a Bachelor of Science Degree in Electrical Engineering 
WVU, a Masters Degree in Business Administration from Marymount 
University, and a Masters Degree in Software Engineering from Central 
Michigan University. He is Acquisition Professional/Department of 
Defense DIWAI-certified, as well as Program Management Professional 
(PMP) and Federal Acquisition Certified for Program Manager (FAC PM).
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Session: Pushing biometric 
boundaries

Mountbatten Room
19th Oct / Time: 12.10

Presentation Synopsis
The outcome and deliverables of the project on Standoff Biometrics 
from our US Department of Homeland Security contract is presented 
in this lecture.

The objective of the DHS project is to develop the methodology as 
well as implement the test and evaluation framework for assessing 
the maximum standoff ranges in which multiple biometrics can be 
captured while still ensuring accuracy in determining an individual’s 
identity. We will cover the technical innovations in the Fingerprint 
on the Move™ (FOM), Hand Match Identification™ (HaMID), high 
resolution imaging of face and iris, and Biometrics Identification on 
the Move system™ (BIMS).

The key innovation is that the concepts are all built on Commercial 
Off the Shelf (COTS) components with no proprietary hardware, 
taking the biometrics to a new level of application development 
and deployment for the commercial market as well as the classical 
security market segments. COTS implementation will facilitate the 
move to smart phones and widely proliferating tablet computing 
platforms.

Advances in stand-off biometrics
Behnam (Ben) Bavarian, President and CEO, AFIS and 
Biometrics Consulting, USA

Biography
Dr Bavarian is one of the pioneers and industry leading authority 
in Biometric Identification, with over 26 years of management 
and R&D experience in industry and academics. Currently he 
is the president and one of the principal consultants of AFIS 
and Biometrics Consulting Inc., a firm providing subject matter 
expertise consultancy, management services and new product 
concepts in Biometrics Identification Industry. 

Prior to ABC Inc. he was the vice president of Motorola 
Biometrics, where he led the business turn-around and a fourfold 
increase in sales. Prior to Motorola he was the vice president 
for Product Development for Printrak International. In those roles 
he supported the business development and directly worked 
with customers in Europe, and was the principal industry 
representative in EU Framework projects for BioSecure and MTIT. 

Before moving to industry in 1992, Dr Bavarian was a professor 
in the Department of Electrical and Computer Engineering at 
the University of California, Irvine, where he conducted original 
research and published over 100 technical papers, and received 
several awards for outstanding research and distinguished 
teaching. Dr Bavarian received his Ph.D. in Electrical and 
Computer Engineering from the Ohio State University, Columbus 
Ohio, in 1984.

Session: Pushing biometric 
boundaries

Mountbatten Room
19th Oct / Time: 11.40

Presentation Synopsis
Computer-based face recognition systems have improved markedly 
over the past decade, with the best current algorithms now more 
accurate than people on challenging tasks. These improvements in 
state-of-the-art academic and commercial face recognition algorithms 
have been documented in US Government-sponsored competitions 
carried out every few years. 

In the most recent competitions, progress has been made in 
benchmarking machine performance against humans, using both 
quantitative and qualitative measures. We find comparable levels of 
accuracy for humans and machines in several tests, which raises the 
question of whether algorithms and humans make similar errors. If 
human and machine strategies differ, then computational fusion of 
these judgments should result in performance improvements over the 
best-performing “system” operating alone. In collaborative work with 
researchers from NIST, we have developed and tested strategies for 
fusing recognition decisions from humans and multiple state-of-the-
art face recognition systems. Fusion of multiple algorithms reduced 
the error rate by half over the best-performing algorithm operating 
alone. Human identification using the same set of faces was far from 
perfect at the task; however, fusing their judgments with those of the 
algorithms achieved a near-zero error rate. 

I will discuss ways to exploit strategy differences between face 
recognition algorithms and humans to create a fused “man-machine 
system” that is more accurate than either “system” operating alone. 
I argue that fusion, both within and across biometrics (face, body, 
gait, iris & fingerprint) and within and across biometric “systems” 
(algorithms and humans) is a promising approach to improving 
identification performance with current technology.

Human–machine fusion: How to improve 
state-of-the-art face recognition systems
Alice J. O’Toole, Professor, School of Behavioral and 
Brain Sciences, The University of Texas at Dallas, USA

Biography
Alice J. O’Toole is the Aage & Margareta Moller Endowed 
Professor at the School of Behavioral and Brain Sciences at 
the University of Texas-Dallas. She received her PhD (1988) in 
Experimental Psychology from Brown University, Providence, 
RI and was a Postdoctoral Fellow at the Université de 
Bourgogne, France, and at the Ecole Nationale Superieure 
des Télécommunications, Paris, France. She was awarded an 
Alexander von Humboldt Foundation fellowship for research at 
the Max Planck Institute for Biological Cybernetics, Germany. Her 
research is on memory for faces, man-machine comparisons, and 
functional neuroimaging of human vision. Her research has been 
funded by TSWG/DOD, NIST, and NIH.
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Lunchtime Keynote Address Mountbatten Room
19th Oct / Time: 12.45–13.15

Presentation Synopsis
In the surveillance world there are certain grand challenges - holy 
grails that researchers and those who use surveillance pursue 
doggedly, excited by the immense technical issues such challenges 
pose. Paramount in these is real-time face-in-the-crowd technology: 
a recognition system advanced enough to sift through large crowds 
of people, none of whom are consciously facing the CCTV cameras. 
This type of face recognition has been called the “killer application” in 
biometrics. A key requirement is the ability to recognize people from 
poor quality images and video. Conventional technologies designed 
for recognising people from megapixel cameras and passport 
photos are simply too fragile for this purpose. Moreover such a 
system must be scalable and parallelizable to cope with crowds and 
megapixel CCTV cameras. In this talk we describe the technologies 
underpinning our face-in-the-crowd recognition system and the 
results from formal trials in both an international airport and railway 
station. Inspired by the intractable problem of CCTV analysis after 
the London Underground Bombing in 2005, the current aim of the 
Advanced Surveillance group is to automatically track and possibly 
identify all persons within critical infrastructure by simultaneously 
analysing all video surveillance sources.

Face-in-the-crowd biometrics: here’s 
looking secretly at you
Brian C. Lovell, NICTA and The University of 
Queensland, Australia

Biography
Brian C. Lovell was born in Brisbane, Australia 
in 1960. He received a BE in electrical 
engineering Honours I) in 1982, a BSc in 
computer science in 1983, and a PhD in signal 
processing in 1991: all from the University of 
Queensland (UQ). Professor Lovell is Project 
Leader of the Advanced Surveillance Group in 
NICTA and the Research Leader of the Security and Surveillance 
Group in the School of ITEE, UQ. He served as President of the 
International Association of Pattern Recognition 2008-2010, and is 
a Fellow of the IAPR, Senior Member of the IEEE, Fellow of the 
IEAust, and voting member for Australia on the Governing Board 
of the International Association for Pattern Recognition since 1998. 
Professor Lovell was Program Co-Chair of ICPR2008 in Tampa, 
Florida, and is General Co-Chair of ACPR2011 in Beijing, and 
ICIP2013 in Melbourne. His Advanced Surveillance Group works 
with port, rail and airport organizations as well as several national 
and international agencies to identify and develop solutions 
addressing operational and security concerns.

Session: Iris in focus Wednesday 19 October 2011 
Mountbatten Room / Time: 14.45

Session Chair: Mark Lockie, Biometrics 2011 Conference Chairman
Iris recognition is one of the most intriguing biometrics - highly accurate and full of promise. But has the 
technology managed to deliver? This stream covers case histories, bleeding-edge research, test results and an 
illuminating speech by Professor John Daugman, the inventor of iris recognition, on the vital principles behind 
large-scale database search using iris.

Session: Iris in focus Mountbatten Room
19th Oct / Time: 14.50

Presentation Synopsis
The effective use of mobile biometric solutions for defense, homeland 
security, public safety, and other applications has been one of the 
major success stories within the biometrics industry. This success 
has been based largely on the use of compact, single-purpose 
handheld multibiometric systems with on-board processing capability 
and integrated communications interfaces to backend systems. 
Building on this success, the next generation of mobile biometrics 
will be ushered in by dramatically smaller, easier to use, more 
powerful systems with dramatically enhanced versatility: The era of 
Smart Mobile Identity is coming. 

Smart Mobile Identity encompasses a new class of biometrics-
based hardware and software products that leverage the remarkable 
strides made in the smartphone industry in recent years. Advances 
in mobile processors and memory, cameras, software development 
tools, and other technologies have reframed how people interact, 
work, and learn. In this presentation, AOptix will examine how these 
advances can be applied to mobile biometrics, enabling solutions 
that can deliver extraordinary and broad capability to identity-centric 
applications.

Smart Mobile Identity: Beyond single-
purpose handheld biometric devices
Joey Pritikin, Director of Product Marketing, AOptix 
Technologies, USA

Biography
Joey Pritikin has been in the biometrics industry for ten years, 
working at AOptix Technologies for the last four. As Director of 
Product Marketing, he oversees the company’s product roadmap 
for biometrics, and has helped to launch a family of products 
that started with advanced iris recognition systems and now 
includes multimodal fixed position and mobile identity solutions. 
Prior to AOptix, he worked in product management and product 
development at Fidelica Microsystems, developing MEMS-
based fingerprint sensors and advanced biometric smart card 
technologies.
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Session: Iris in focus Mountbatten Room
19th Oct / Time: 15.20

Presentation Synopsis
Traditional iris recognition systems acquire and process images of the 
eye in the near-infrared (NIR) spectral band (750nm - 900nm). This is 
because the texture of dark-colored irides are better resolved in this 
band. However, recent work has explored the possibility of imaging 
the iris in the visible (VIS) spectral band (350nm - 750nm) as well as 
the short wave infrared (SWIR) band (950nm - 1650nm). Such a study 
has several practical advantages: (a) it can be used to determine if 
additional iris features can be elicited from these spectral bands; (b) 
in some tactical scenarios, the presence of multiple sensors may 
result in the acquisition of iris images in the VIS and SWIR bands 
– cross-matching such iris images with those in the NIR band may 
be necessary to establish identity; and (c) it can be used to devise 
anti-spoofing measures for counteracting spoof attacks. This talk 
will consider the iris biometric in a “different light” and indicate the 
importance of biophotonics in the context of iris recognition.

From the visible to the exotic: putting iris 
in a different light
Arun Ross, Robert C Byrd Associate Professor, West 
Virginia University, and Assistant Director, Center for 
Identification Technology Research (CITeR), USA

Biography
Arun Ross is a Robert C. Byrd Associate Professor in the Lane 
Department of Computer Science and Electrical Engineering, 
West Virginia University, Morgantown, and the Assistant Director 
of the NSF Center for Identification Technology Research (CITeR). 
He received a BE (Hons.) degree in Computer Science from the 
Birla Institute of Technology and Science, Pilani, India, in 1996, 
and MSc and PhD degrees in Computer Science and Engineering 
from Michigan State University, East Lansing, in 1999 and 2003, 
respectively. Between 1996 and 1997, he was with the Design 
and Development Group of Tata Elxsi (India) Ltd., Bangalore, 
India. He also spent three summers (2000-2002) with the Imaging 
and Visualization Group of Siemens Corporate Research, Inc., 
Princeton, NJ, working on fingerprint recognition algorithms. His 
research interests include pattern recognition, classifier fusion, 
machine learning, computer vision, and biometrics. He is actively 
involved in the development of biometrics and pattern recognition 
curricula at West Virginia University. He received the West Virginia 
University Foundation Award for Outstanding Teaching in 2011. 
He is the coauthor of Handbook of Multibiometrics and co-
editor of Handbook of Biometrics. Arun is a recipient of NSF’s 
CAREER Award and was designated a Kavli Frontier Fellow by the 
National Academy of Sciences in 2006. He is an Associate Editor 
of the IEEE Transactions on Image Processing and the IEEE 
Transactions on Information Forensics and Security.

Session: Iris in focus Mountbatten Room
19th Oct / Time: 16.15

Presentation Synopsis
Ten fingerprints are the mainstay in large population search 
applications, but iris recognition is the not-so-new pretender to the 
crown. The talk will cover NIST’s Iris Exchange III (IREX III) test, 
which is the largest ever public biometric test and also the first open 
independent assessment of one-to-many iris recognition technology. 
As with other NIST tests, IREX III has attracted the World’s leading 
technologists and the Biometrics 2011 presentation will quantify the 
limits of iris recognition for small nation scale biometrics. It will give 
quantitative support for Dr John Daugman’s longstanding assertion 
that false acceptance is extremely rare: How likely is my iris to be 
matched to someone else’s in an operational population of one 
million? What about ten million? How much further do two eyes take 
you? Is the left eye better than right? Can an iris collected five years 
ago be matched against one collected today? Can an image from 
one camera be matched with all others? 

The industry has expanded by a factor of ten in five years. Has the 
state of the art moved along too? What progress has been made? 
Who are the best performers? How can performance improve? Is iris 
the pretender to the fingerprint crown?

One-to-many iris recognition - promise 
fulfilled?
Patrick Grother, Biometric Standards and Testing Lead, 
NIST, USA

Biography
Patrick Grother is a staff scientist at the National Institute of 
Standards in Technology responsible for biometric standards 
development, algorithm testing and analysis. He leads the 
ongoing MINEX, IREX and MBE-STILL evaluations of fingerprint, 
iris and face recognition technologies. These support biometrics 
in national scale identity management. He was the recipient, in 
2003 and 2007, of Department of Commerce Gold Medals for, 
respectively, tests of border management technologies and for the 
specification of biometric data elements and procedures needed 
for the US Government’s Personal Identity Verification program. 
He advises US Government agencies on a number of biometric 
projects and serves as editor of four ISO standards in the areas 
of interchange of facial imagery, biometric performance testing 
and modular fusion processes. 
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Session: Iris in focus Mountbatten Room
19th Oct / Time: 16.50

Presentation Synopsis
The two key challenges for large scale, one-to-many search 
using any biometric technology are: (1) speed, since the number 
of comparisons required may approach the size of a national 
population; and (2) avoidance of False Matches, since the number 
of opportunities for a False Match is again the population size and 
just like a game of Russian roulette, the likelihood of a bad outcome 
accumulates with the number of tests. Even more challenging is a 
requirement for de-duplication of an enrolled database, since then 
the number of comparisons required grows as the square of its 
population. India will enroll all 1.3 billion citizens.

Independent tests by government agencies now have confirmed 
claims published in the academic literature that iris recognition 
can be both extremely fast in matching, and extremely resistant to 
False Matches. But how good is good enough? Certainly competing 
biometrics such as face have no hope of surviving millions of cross 
comparisons without drowning in False Matches, because facial 
entropy is too low (there is insufficient random variation in facial 
structure over a population). But now there is demand for iris to 
become even more scalable, and to overcome even a linear growth 
of delay and error probability with population size.

This talk will review the factors affecting scalability, such as the 
biometric entropy and the critical rate of attenuation of the tail of 
the score distribution when different persons are compared. Also, 
new approaches based on use of a Codex for indexing an enrolled 
database will be discussed, which select only a very truncated 
subset for each search instead of requiring an exhaustive search 
of the entire database. These plus quality-based controls over the 
matching method have enabled the average match speed (per CPU) 
to crack the 100 nanosecond barrier.

Vital principles for large-scale database 
search using iris
John Daugman, Professor, Cambridge University, UK

Biography
John Daugman received his degrees at Harvard University 
and then taught at Harvard before coming to Cambridge 
University, where he is Professor of Computer Vision and 
Pattern Recognition. He has held the Johann Bernoulli Chair of 
Mathematics and Informatics at the University of Groningen, and 
the Toshiba Endowed Chair at the Tokyo Institute of Technology. 
Daugman is the inventor of iris recognition and his algorithms 
currently underlie all major public deployments of this technology, 
which is owned now by Safran/L1, for whom he serves as Chief 
Scientist for Iris Recognition. Various awards for his scientific 
and technical work include the Information Technology Award 
and Medal of the British Computer Society, the “Time 100” 
Innovators Award, the OBE, Order of the British Empire, and he 
has been elected a Fellow of the Institute of Mathematics and its 
Applications.

Session: Testing and technology Elizabeth Windsor Room
19th Oct / Time: 14.50

Presentation Synopsis
‘How do we collect high quality face images?’ is an often-heard 
question in face recognition applications. Successfully answering 
this question can lead to impressive face recognition performance 
as shown in the MBE 2010. Unfortunately, a meta-analysis survey of 
face quality measures showed that there were no quality measures 
validated across multiple laboratories. To fill this gap, NIST is 
organizing the Face Quality Analysis Challenge. The goals of the 
Face Quality Analysis Challenge are twofold. The first is to encourage 
the development of effective quality measures for faces.  The second 
is to scientifically assess the effectiveness of proposed quality 
measures. My talk will discuss the status of face quality measures 
and summarize known factors that influence performance. An 
overview of the Face Quality Analysis Challenge will be presented.  

Face quality analysis challenge
Dr P. Jonathon Phillips, Electronic Engineer, NIST, USA

Biography
Dr Jonathon Phillips is a leading technologist in the fields of 
computer vision, biometrics, and face recognition. He is at the 
National Institute of Standards and Technology (NIST), where he 
runs challenge problems and evaluations to advance biometric 
technology. His previous efforts include the Iris Challenge 
Evaluations (ICE), the Face Recognition Vendor Test (FRVT) 2006 
and the Face Recognition Grand Challenge and FERET. From 
2000-2004, Dr Phillips was assigned to DARPA. For his work on 
the FRVT 2002 he was awarded the Department of Commerce 
Gold Medal. His work has been reported in the New York Times 
and the Economist. He has appeared on NPR’s Science Friday 
show. He is an IEEE and IAPR Fellow.

Session: Testing and technology Wednesday 19 October 2011 
Elizabeth Windsor Room / Time: 14.45

Session Chair: Jim Wayman, San Jose State University, USA
Testing is critical in the biometrics industry and can be credited for driving many of the technological advances 
over the past decade. This stream considers both the latest results - including NIST’s Face Quality Analysis 
Challenge - and how technology can aid testing procedures.
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Session: Testing and  
technology

Elizabeth Windsor Room
19th Oct / Time: 15.20

Presentation Synopsis
International Biometric Group (IBG) is developing software that 
creates synthetic biometric fingerprint, face and iris images under the 
Department of Homeland Security (DHS) Small Business Innovation 
Research Program. 

Lack of access to large volumes of operationally realistic biometric 
data complicates algorithm development and can negatively impact 
system performance. However, collecting biometric images for testing 
and development is problematic for several reasons: 
• Organizations may be unable to secure legal permission to acquire 

biometric data;
• Biometric images are expensive and time-consuming to collect;
• Biometric data collection is subject to procedural errors;
• Biometric images may not reflect the full range of real-world 

characteristics;
• Large volumes of biometric images are required to detect 

improvements in new algorithms.

Synthetic biometric images – realistic-appearing anatomic 
representations not associated or correlated with any real person – are 
a potential solution to these problems. 

IBG’s approach to synthetic creation encompasses subject, presentation, 
and sensor parameters, and is intended to benefit DHS organizations, 
USG components, and commercial organizations as follows: 
• Supports cost-effective performance evaluation of new algorithms; 
• Optimizes the speed and accuracy of deployed biometric systems; 
• Reduces development and testing timelines; 
• Provides insight into the impact of sensor or presentation factors on 

system performance. 

In short, effective synthetic biometric image generation will result in 
less expensive, more effective biometric systems. 

Department of Homeland Security - 
Synthetic biometric image development
Michael Thieme, Director of Special Projects, IBG, USA

Biography
Michael Thieme, Director of Special Projects at International 
Biometric Group, is an authority on biometric testing and 
performance and multi-biometric systems. Mr Thieme leads IBG 
teams delivering integrated biometric systems and conducting 
biometric technology evaluations for US Department of Defense, 
DRDC-Canada, US Department of Homeland Security, White 
House OSTP, California DMV, US National Institute of Justice, and 
dozens of high-tech firms and systems integrators. Mr Thieme 
is the Chair of INCITS M1.5 - Biometric Performance Testing 
and Reporting, as well as the editor of US and international 
draft standards on biometric performance. He also serves as a 
US subject matter expert to ISO/IET JTC1 SC37 Biometrics. Mr 
Thieme is the primary author of IBG’s performance test reports 
and Biometric Market and Industry Report series.

Session: Testing and  
technology

Elizabeth Windsor Room
19th Oct / Time: 16.15

Presentation Synopsis
The National Voluntary Laboratory Accreditation Program (NVLAP), 
of NIST, recently established the Biometrics Laboratory Accreditation 
Program for laboratories performing biometrics product conformance 
and scenario testing. We’ll be discussing briefly the genesis of the 
program, the current state of affairs, and the involved accreditation 
standards. We’ll then dive into what the laboratory can expect 
throughout the accreditation process, and the benefits of being 
deemed an “accredited” lab.

What does it mean to be a NVLAP-
accredited laboratory for biometrics 
testing?
Brad Moore, Program Manager, National Voluntary 
Laboratory Accreditation Program (NVLAP), NIST, USA

Biography
Brad Moore is the Manager for the biometrics accreditation 
program offered by the National Voluntary Laboratory Program 
(NVLAP) at the National Institute of Standards and Technology 
(NIST). He oversees the accreditation process of applicant and 
accredited laboratories within the program. He currently serves 
as chairman of NVLAP’s biometrics program requirement working 
group as well as attendee to the ANSI INCITS/M1 committee. 
Brad is also a recognized ISO/IEC 17025 lead-assessor and ISO/
IEC 17011 APLAC peer-evaluator. 
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Programme Day 3

Thursday 20 October 2011
08.00 Coffee & Tea

 MOUNTBATTEN ROOM
Safe and sound – biometric liveness detection 
and vulnerabilities 

ELIZABETH WINDSOR ROOM
Overcoming biometric enrolment chal-
lenges

09.10 Session Chairman’s Introduction 
Michael Thieme, Director of Special Projects, IBG, USA 

Session Chairman’s Introduction 
Bill Perry, Biometric and ePassport Specialist, AsiaPacific, 
Unisys Australia

09.15 Evaluation of anti-spoof (liveness) detection
Stephanie Schuckers, Associate Professor, Clarkson University and 
Director, Center for Identification Technology Research (CITeR), USA 
and Elaine Newton, Senior Advisor for Identity Technologies, NIST, USA

In pursuit of enrolling high-quality biometric data
Miguel Leitmann, Senior Vice-President for Marketing and 
Sales, Vision-Box, Portugal

09.45 Trusted biometrics under spoofing attacks (Tabula Rasa)
Sébastien Marcel, Senior Research Scientist, Idiap Research Institute, 
Switzerland

Innovations in biometric enrolment – US Department of 
Justice case study
Rob Mungovan, Vice President, Aware, Inc, USA 
and Fred Baradari, President Government Solutions, 
Cross Match Technologies, USA

10.15 The state of biometrics in Australia and New Zealand including 
vulnerability research, a review and future directions
Isabelle Moeller, General Manager, Biometrics Institute, Australia and Ted 
Dunstone, Chair, Technical Committee, Biometrics Institute, Australia

Addressing the challenges of cost efficiency and integrity 
in operational biometric enrolment solutions
Tony Mercer, Managing Director, TM Associates, 
and Greg Henwood, Chief Technical Officer, Hekemobio, UK 

10.45 Morning coffee and networking

MOUNTBATTEN ROOM
Border management in focus 

ELIZABETH WINDSOR ROOM
Commercial and public sector 
biometrics – Part 2

11.10 Session Chairman’s Introduction 
Miguel Leitmann, Vision-Box Senior Vice-President for Marketing and 
Sales, Portugal

Session Chairman’s Introduction 
Isabelle Moeller, General Manager, Biometrics Institute, 
Australia

11.15 Revolutionizing border control with biometrics
Raymond Wong, Part-time Professor, Biometrics Research Centre, Hong 
Kong Polytechnic University, Founding Member, Hong Kong Biometrics 
Institute, Advisor, Shenzhen Special ID Card Research and Production 
Centre, Public Security Bureau, Shenzhen China

CIVIL ID: Securing the mobile public sector workforce
Vance Bjorn, Chief Technology Officer and Co-Founder, 
DigitalPersona, USA

11.45 Biometric border control for the EU VIS
Fares Rahmun, Federal Office of Administration (BVA), German and 
Markus Nuppeney, Federal Office for Information Security (BSI), Germany 

Biometrics in healthcare – A US case study
Christer Bergman, Vice President Biometric Solutions Group, 
Fujitsu Frontech North America, USA

12.15 Addressing the border management and security dilemma through 
consolidation of biometrics and biographic passenger identities
André Oeyen, Director Biometric Business Development, SITA, Belgium 

Gambling – are the tables turning for iris recognition?
Martin George, CEO, Smart Sensors Ltd, UK

12.45 Mapping fingerprints for border control: “features” of the European 
experience around the Schengen “core”
Monica Gariup, Research Officer, Frontex, European Union

Using multi-factor authentication to secure online 
transactions and prevent fraud
Conor White, Chief Technology Officer, Daon, USA

13.15 Lunch and Exhibition Viewing

14.15 Panel: Biometrics and identity as a software service (SaaS) 
This Biometrics Software as a Service (SaaS) stream will focus upon how Biometrics and ID Management fit into out-sourcing, managed IT 
services, and the emerging Cloud Computing paradigm. Current Information Technology trends such as data center consolidation, shared 
infrastructure, virtualization, and green computing initiatives are in direct response to the budgetary realities in today’s computing environ-
ment. This stream will explore current and future Biometric Systems across industry and government that incorporate these concepts. 

The discussion will provide the opportunity to share lessons learned with regard to information sharing, cyber security, data protection, and 
policy enforcement across organizational boundaries. Special attention will be focused upon business models, licensing trends and unique 
technical challenges related to biometrics.

Panel Moderator: John Christensen, Senior Vice President, Strategic and Business Development, Global Technology Solutions, USA

William Vickers, Under Secretary of Defense for Intelligence (USD(I)) Staff Subject Mater Expert for Biometrics and Forensics, VP 
Biometrics, Forensics & Intelligence, Six3Systems, USA

David White, Identification Portfolio Programme Manager, Technology Product Management Unit, Operations Directorate, National Policing 
Improvement Agency, UK 

Ken Lehman, Director, Identity Management, Defense Technologies Division, Northrop Grumman Information Systems, USA

Kris Ranganath, Chief Technology Officer, Government and Public Global Solutions Division, NEC Corporation, Japan/USA

Fred Preston, Director, FP Fidelity Ltd, UK

15.45 Closing Remarks: Jim Wayman, San Jose State University, USA

16.00 Close of Conference 
Followed by Afternoon Refreshments
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Session: Safe and sound - biometric 
liveness detection and vulnerabilites

Thursday 20 October 2011 
Mountbatten Room / Time: 09.10

Session Chair: Michael Thieme, Director of Special Projects, IBG, USA 
It may be the stuff of science fiction novels, but the threat posed by biometric spoofing is a real and present 
danger. This stream takes an in-depth look at liveness detection and other biometric vulnerabilities, drawing on 
expert research from the USA, Switzerland and Australia. 

Session: Safe and sound - biometric 
liveness detection and vulnerabilites

Mountbatten Room
20th Oct / Time: 09.15

Presentation Synopsis
Biometric recognition systems have been shown to be vulnerable to 
spoof attacks. For example, fingerprint systems can be fooled with 
artificial spoof fingers made from materials such as Play-Doh, gelatin 
and silicon. Spoofs are used to disguise one’s identity or pose as 
another individual and can sometimes be difficult to detect even in 
supervised scenarios. Anti-spoofing or liveness algorithms have been 
developed which determine at the time of capture whether a sample 
is live or spoof. This talk will review methods for evaluating anti-
spoofing systems, present results for the Liveness Detection (LivDet 
11) Competition 2011, a fingerprint liveness algorithm and system 
competition, and discuss an international standards project in ISO/IEC.

Evaluation of anti-spoof (liveness) detection
Stephanie Schuckers, Associate Professor, Clarkson 
University and Director, Center for Identification Technology 
Research (CITeR), USA 

Elaine Newton, Senior Advisor for Identity Technologies, 
NIST, USA 

Biographies
Dr Stephanie Schuckers is an Associate Professor in the 
Department of Electrical and Computer Engineering at Clarkson 
University and serves as the Director of the Center of Identification 
Technology Research (CITeR), a National Science Foundation 
Industry/University Cooperative Research Center.  She received 
her doctoral degree in Electrical Engineering from The University of 
Michigan. Professor Schuckers research focuses on processing and 
interpreting signals which arise from the human body. Her work is 
funded from various sources, including National Science Foundation, 
National Institute of Health, Department of Homeland Security, the 
Center for Identification Technology, and private industry, among 
others. She has started her own business, and has over 25 journal 
publications as well as over 40 other academic publications. 

Dr Elaine Newton is a scientist with the Information Technology 
Laboratory (ITL) of the National Institute of Standards and Technology 
(NIST). She leads the Multi-Factor Authentication (MFA) Initiative in NIST 

ITL. In support of the MFA Initiative, she is the lead editor of the first  ISO/
IEC project on liveness detection, and she is the lead editor of NIST Special 
Pub 800-63-1 on e-authentication guidance. Previously, she was responsible 
for the coordination and development of the ANSI/NIST-ITL standards 
for the Data Format for the Interchange of Fingerprint, Facial, & Other 
Biometric Information and co-edited ANSI/NIST-ITL 1-2007 and ANSI/NIST-
ITL 2-2008. Prior to joining NIST, Dr Newton was a researcher for the RAND 
Corporation. Her work at RAND included co-authoring Army Biometric 
Applications:  Identifying and Addressing Sociocultural Concerns. In 2006, 
she was named a National Academy of Sciences, Frontiers of Science 
Kavli Fellow. Dr Newton received her PhD and MSc from the Engineering 
and Public Policy Department at Carnegie Mellon University. She has a 
BSc from Georgia Tech in Earth and Atmospheric Sciences.

Session: Safe and sound - biometric 
liveness detection and vulnerabilites

Mountbatten Room
20th Oct / Time: 09.45

Presentation Synopsis
The TABULA RASA project will address some of the issues of direct 
(spoofing) attacks to trusted biometric systems. This is an issue that 
needs to be addressed urgently because it has recently been shown 
that conventional biometric techniques, such as fingerprints and face, 
are vulnerable to direct (spoof) attacks. Direct attacks are performed by 
falsifying the biometric trait and then presenting this falsified information 
to the biometric system - one such example is to fool a fingerprint system 
by copying the fingerprint of another person and creating an artificial or 
gummy finger which can then be presented to the biometric system to 
falsely gain access. This issue effects not only companies in the high 
security field but also emerging small and medium sized enterprises 
(SMEs) that wish to sell biometric technologies in emerging fields. In 
particular the TABULA RASA project will: address the need for a draft set 
of standards to examine this problem; propose countermeasures such 
as combining biometric information from multiple sources; examine novel 
biometrics that may be inherently robust to direct attacks.

Trusted biometrics under spoofing attackes 
(Tabula Rasa)
Sébastien Marcel, Senior Research Scientist, Idiap 
Research Institute, Switzerland

Biography
Sébastien Marcel is senior research scientist at the Idiap Research 
Institute. He manages research projects on biometric person 
recognition and supervises a team of 8 researchers (5 PhD students 
and 3 Post-Docs). He is currently interested in multi-modal biometric 
person recognition (face detection, face recognition, speaker 
recognition, EEG-based person recognition), man-machine interaction 
(hand gesture recognition) and content-based multimedia indexing 
and retrieval.

He obtained his PhD in signal processing from “Universite de Rennes 
I” in France (2000) at CNET, the research center of France Telecom 
(now Orange Labs). After his PhD, he joined the Dalle Molle Research 
Institute for Perceptual Artificial Intelligence as a Post-Doc. Then he 
obtained a permanent position as a research scientist. In 2008, he 
was promoted to a senior research scientist position. In January 2010, 
he was appointed Visiting Professor at the University of Cagliari (IT) 
where he taught a series of lectures in “face recognition’”.

From January 2008 to December 2010, he was the main coordinator of 
research project “MOBIO” on mobile biometry funded by the 7th European 
Research Framework Programme (FP7). Since January 2010, he has been 
involved in the EU FP7 project “Bayesian Biometrics for Forensics”. Since 
November 2010, he is the main coordinator of the new EU FP7 research 
project “TABULA RASA” to study spoofing attacks in biometric systems.
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Session: Safe and sound - biometric 
liveness detection and vulnerabilites

Mountbatten Room
20th Oct / Time: 10.15

Presentation Synopsis
The Biometrics Institute conducted its 2011 Industry Survey for a 
second year running asking Biometrics Institute members and 
key stakeholders to provide input on the current status and future 
developments of the biometrics industry in Australia and New Zealand 
and beyond.

In 2010, increased user acceptance and new technological 
developments were identified as the key developments for the coming 
5 years. Most of the respondents were involved in facial and fingerprint 
biometrics while biometrics on the move were identified as the “next 
big thing”. This year’s Survey will assess whether and how these views 
may have changed.

A snapshot of the results of the Industry Survey will be presented 
during this talk and possibly provide some guidance regarding 
projections and expectations for the performance of the industry in the 
coming year.

Over the last three years the Biometrics Institute has been working 
on vulnerability assessments with co-funding from the Australian 
Government. It has developed a general methodology for vulnerability 
assessments applicable to any biometric system. The framework 
has now been applied to a number of face, fingerprint, voice and iris 
biometric systems.

The second part of this talk will present an overview of existing 
research into vulnerability assessments that has not previously been 
presented, as well as a review of what has been found, and try to 
provide some future direction.

This presentation will provide:
• a snapshot of the status of biometrics in Australia & New Zealand;
• an overview of the Biometrics Institute’s approach to biometrics 

vulnerability assessments; 
• what has been done before in this field and what we can expect 

next.

The state of biometrics in Australia & 
New Zealand including vulnerability 
research, a review and future directions
Ted Dunstone, Chair, Technical Committee, Biometrics 
Institute, Australia

Isabelle Moeller, General Manager, Biometrics Institute, 
Australia

Biographies
Dr Ted Dunstone, the CEO and founder of Biometix, was also the 
founder and chairman of the Biometrics Institute in Australia and 
New Zealand.

He has personally provided consultancy and biometric evaluation 
services over the last fifteen years to a wide range of government 
agencies and organizations. He is also a frequent speaker 
on the application of biometrics and is well known within the 
international biometrics community. He is now the chair of the 
Technical Committee of the Biometrics Institute, as well as sitting 
on numerous international biometric policy committees. Dr 
Dunstone is the co-author of a new textbook on biometric data 
analysis, published by Springer. In 2005 he was awarded the NSW 
State Pearcey Award for innovative and pioneering achievement 
and contribution to research and development within the IT&T 
industry.

Isabelle Moeller has been the General Manager of the 
Biometrics Institute since May 2002. She has extensive 
experience in the formation and management of new associations 
and conference development. This includes strategic planning 
for the organisation, development of new concepts and new 
business and overseas expansion as well as marketing and 
communication activities.

She has managed many government-funded projects successfully, 
including the current Biometrics Vulnerability Assessment Project 
which is co-funded by the Australian Department of Prime 
Minister & Cabinet, and the Biometrics Institute Privacy Code 
which was sponsored by the Australian Government through 
the National Office for the Information Economy (NOIE, now 
Australian Government Information Management Office).

She has played a key role in the establishment of the Biometrics 
Institute in particular through bringing together biometric experts 
by organising regular conferences and member networking 
meetings including the Government Special Interest Group 
meetings. She has secured the participation of Ministers and 
senior executives at these events and grown the membership 
from 10 organisations to over 100 in 6 years.

She has been able to bring together technical and public policy people 
and create continued customer satisfaction, evidenced by the growth in 
membership of the Biometrics Institute. She has also engaged with the 
European Commission and other overseas organisations, raising the 
Biometrics Institute’s profile and privacy-related activities.

Prior to this she was a Senior Conference Manager with the Economist 
Conferences in London and with AIC Conferences (now Terrapinn 
Conferences) in London and Frankfurt Main, Germany.

Isabelle holds a Master of Arts in English Literature, Business and the 
Arts from the Johann-Wolfgang-Goethe University in Frankfurt Main, 
Germany.

Session: Overcoming biometric 
enrolment challenges

Thursday 20 October 2011 
Elizabeth Windsor Room / Time: 09.10

Session Chair: Bill Perry, Biometric and ePassport Specialist, AsiaPacific, Unisys Australia
As the saying goes: “Garbage in, garbage out.” Getting biometric enrolment right is critical in any biometric 
project, with many factors to consider - including cost efficiency and integrity. This stream looks at innovations 
and best practice from across the world, including a case history from the USA’s Department of Justice.
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Session: Overcoming biometric 
enrolment challenges

Elizabeth Windsor Room
20th Oct / Time: 09.45

Presentation Synopsis
The US Dept. of Justice (DoJ) is a large agency that consists of 
multiple sub-agencies, each of which is tasked with collecting 
biometric data in support of its specific mission.

JABS (Joint Automated Booking System) is a program management 
office within the US DoJ. ts mission is to design, build, deploy 
and maintain a set of biometrics capabilities and assets for its 
constituents, which include the US Drug Enforcement Agency, FBI, 
US Marshall Service, Federal Bureau of Prisons, and the Bureau of 
Alcohol, Tobacco and Firearms.

This presentation provides an overview of the most recent JABS 
design effort known as ABS Middleware. ABS Middleware is a project 
that is designed to abstract the biometric collection application, the 
workstation and its business logic, from the biometric peripherals and 
biometric processing. The goal of ABS Middleware is to overcome 
the brittle design typical of many biometric collection systems so that 
the business logic of the desktop application and its workflow can 
be easily configured and maintained independently of the biometric 
modality or peripheral devices associated with the modality. Included 
in the presentation will be a discussion of the business case and an 
overview of the high level design of ABS Middleware.

Innovations in biometric enrolment - US 
Department of Justice case study
Fred Baradari, President, Government Solutions, Cross 
Match Technologies, USA

Rob Mungovan, Vice President, Aware Inc, USA

Biographies
Fred Baradari joined Cross Match in 2011 as President of 
Government Solutions. With more than 25 years of sales and 
business leadership experience, he brings a wealth of technical 
knowledge to Cross Match. Mr Baradari has substantial experience 
in driving product development, creating streamlined, agile software 
development processes and building first-class teams.

Before joining Cross Match, Mr Baradari modernized biometric 
collection software solutions to address the complex, mission 
critical needs of federal law enforcement and intelligence 
communities at the Department of Justice. He led numerous 
projects in the development of biometric solutions for secure Web-
based systems and helped the department to collaborate and 
share information among multiple federal agencies, as well as with 
state and local law enforcement departments.

Mr Baradari has also held executive positions in the technology, 
financial services, telecommunications and Internet sectors for 
companies such as AOL, IBM and Visa, where he was responsible 
for sales, operations, business intelligence and large-scale 
technology transformations. He also demonstrated entrepreneurial 
skills by leading start-up organizations, and managing new product 
launches and mergers and acquisitions activities at several 
companies.

Mr Baradari holds a Bachelor and Masters of Science degree in 
mechanical engineering from the University of Missouri. He also 
has a MBA from George Washington University. 

Session: Overcoming biometric 
enrolment challenges

Elizabeth Windsor Room
20th Oct / Time: 09.15

Presentation Synopsis
Based on the experience of more than 6 years and over 1200 multi-
biometric data enrolment kiosks deployed worldwide, Vision-Box will 
share some of the techniques developed to guarantee high-quality 
biometric enrollment data (face, signature and fingerprints, etc). 
Amongst other items, this presentation focuses on the technologies 
developed to comply with ICAO facial image quality requirements, 
perform reliable automatic background removal, etc.

In pursuit of enrolling high-quality 
biometric data
Miguel Leitmann, Senior Vice-President for Marketing and 
Sales, Vision-Box, Portugal

Biography
As a co-founder of Vision-Box, which he joined in 2003, Miguel 
Leitmann has been a key player in entering into new markets and 
developing new security products based on biometric identification 
technologies; for example, introducing the world wide industry’s 
standard known as the Automatic Border Clearance system (ABC). 
The first ABC in Europe were introduced by Vision-Box in Portugal 
in 2006, covering all major International Airports. After a successful 
trial in August 2008 at Manchester International Airport, the UK 
Border Agency installed Vision-Box’s automated border control 
systems at 9 major UK airport terminals. In Finland, Vision-Box has 
also marked its technological leadership since July 2008 with the 
Helsinki-Vantaa Airport pilot installation, as a result of which Vision-
Box has been rewarded with a further nation-wide deployment at 
airports and terrestrial borders. 

Prior to joining Vision-Box, Miguel Leitmann was President and CEO of 
USA headquartered Logicad3d, a Logitech Company, and a spin-off from 
aerospace R&D in Germany, which he joined in 1996. He lived abroad for 
more than 15 years, passing through Germany, Sweden, Italy, UK, France, 
USA and Japan. 

Miguel continuously seeks innovative product developments in new 
markets as in biometrics, aerospace and mechatronics. He studied 
aerospace engineering and finance in Germany and detains a MBA. 

Prior to his industrial projects, he pursued a scientific career in aerospace 
technologies, which became the basis to acquire scientific and practical 
skills and which lead to the development, construction and successful 
launch of the first Portuguese satellite in 1993.

Robert Mungovan has twenty-five years of experience developing 
software solutions and products designed to manage and process 
image data. His current position is Vice President Biometrics and 
Imaging at Aware, Inc. Over the past fourteen years, Mr Mungovan has 
helped to establish Aware as a global leader in the areas of biometric 
image processing, biometric sample quality, standards compliance, and 
interoperability. Mr Mungovan holds a BS in Physics and an MBA from 
Boston College, and an MS in Biomedical Engineering from Worcester 
Polytechnic Institute.



Speaker Profiles

54

Session: Overcoming biometric 
enrolment challenges

Elizabeth Windsor Room
20th Oct / Time: 10.15

Presentation Synopsis
“Context: increasing global migration, security threats, financial 
pressures for cost cutting across all sectors.

Achieving the right balance of secirity and risk, facilitating legitimate 
travel: application of technology facilitates stonger more efficient 
border, secure identity management as well as permitting a move to 
more risk based ‘customer’ management. 

Whats the cost? what are the challenges? apart from delivery 
complexity, big challenge = investment in wholesale system upgrades 
and major operational change in a climate of global economic belt 
tightening.

One operational answer is to outsource the non-core parts of the 
process: particular prominence of outsourcing the front office 
element inc. biometric capture as non-core business. Assumed 
private sector able to offer competitive value for money and 
compliant solution.

Risks: data security, cost of accomodation and geographic reach, 
customer service and commerciality.

How can it be done efficiently and innovatively?

Solutions securing the integrity of data at point of capture.

Multi-tenancy accomodation opportunities.

Flexible commercial models, moving to a user pays world allowing 
flexibility for future change

Real examples of where this works and lessons learned from 
delivery!

Addressing the challenges of cost 
efficiency and integrity in operational 
biometric enrolment solutions
Tony Mercer, Managing Director, TM Associates, UK

Greg Henwood, Chief Technical Officer, Hekemobio, UK

Biographies
Tony Mercer is a former member of the UK’s Senior Civil Service 
who has served with both the Home Office (Border Agency) 
and Foreign Office. He has over 30 years experience in the 
immigration and identity management business, specialising 
in the strategic development and operational management of 
systems both in the UK and overseas. He has managed a large 
border operation at Heathrow, set up a number of visa regimes, 
been responsible for migration policy, including the negotiation of 
bi-lateral MOUs, and has successfully defined and implemented 
a number of major transformation programmes - including the 
integration of biometric technology (visas and biometric residence 
permits), the outsourcing of visa support services to commercial 
partners, re-designing the global visa network and the introduction 
of new cross-agency management structures. He has won a 
number of awards, including ‘innovation in strategy’, leadership 
and programme management, and received commendations for 
his work from UK ministers. Tony has worked across government 
and at ministerial level and has travelled on official business to 
over 40 countries worldwide. He has also worked on secondment 
in the US, China, the Indian Sub-Continent, West Africa and the 
Maghreb. Tony was recently awarded Congressional Medal 
for Outstanding Public Service in support of the US Dept of 
Homeland Security.

Greg Henwood is a leading expert in the development and 
operational application of biometrics and PKI, and provides 
advice and support to numerous organizations worldwide. He has 
contributed to the development of several international standards 
within the industry, including EU specifications governing 
the application of technologies such as enrolment capture, 
e-passport reading (EAC/BAC), PKI in the delivery of documents 
such as e-passports, ID Cards, Visas and residence permits. 
Most recently he was the technical architect responsible for the 
end-to-end design of the UK biometric residence permit and 
the bolt-on services such as Mobile enrolment, 2nd generation 
EAC readers, online booking, Document reading authority etc. 
Previous experience includes the design and delivery of several 
secure front office financial market solutions and retail banking 
applications for internationally recognised companies including JP 
Morgan and Goldman Sachs.

Session: Border management  
in focus

Thursday 20 October 2011 
Mountbatten Room / Time: 11.10

Session Chair: Miguel Leitmann, Vision-Box Senior Vice-President for Marketing and Sales, 
Portugal

Enhancing borders with biometrics is an aspiration held by governments across the world. This stream 
considers how biometrics can revolutionize border control and focuses particularly on the European approach, 
where the checking of biometric visas as part of the VIS project is about to go live...
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Presentation Synopsis
The talk will cover the following points:
• how biometrics have changed the 

mode of operation at check points; 
• what is the present trend ;

Revolutionizing border control with 
biometrics
Raymond Wong, Part-time Professor, Biometrics Research 
Centre, Hong Kong Polytechnic University, Founding 
Member, Hong Kong Biometrics Institute, Advisor, 
Shenzhen Special ID Card Research and Production 
Centre, Public Security Bureau, Shenzhen China

Biography
Ir Dr Raymond Wong served the Immigration Department of the 
Hong Kong Special Administrative Region (HKSAR), China, for 
over 35 years. He joined the Department in May 1972 and was 
the Assistant Director of the Immigration Department in charge of 
development and management of information systems and related 
matters from 2002 to October 2007, when he retired from the 
Department. 

Since 1982, Raymond had been responsible for the implementation 
of a number of important IT projects for the Department. These 
included the Identity Card Information System in the 1980s; 
the Information Systems Strategic Study in 1991; the Corporate 
Database project in 1994; the Travel Document Information System 
supporting the issuance of the HKSAR passport in 1997; and 
the Information Systems Strategy Review in 1999. He was the 
mastermind and the lead engineer for the implementation of the 
Updated Information Systems Strategy of the Department from 
2000 to 2007. The implementation of the Strategy involved the 
launching of 32 projects including a number of innovative and high-
profile projects like the Smart Identity Card Information System in 
2003, the Control Point System in 2004, the Automated Passenger/
Vehicle Clearance Systems (the e-channels) from late 2004 to mid 
2006, the Face Recognition System in late 2004, the e-Passport 
System and the Easy Application and Investigation System, 
Electronic Records Programme, in early 2007. 

Raymond was the brain and heart of these projects (with a total non-
recurrent investment of over one billion US dollars) and was deeply 
involved in the whole project cycle, including feasibility study, funding, 
vote-control, tendering, implementation and maintenance. In view of his 
leadership and contributions to the project, Raymond has been nick-
named the ‘father of e-channels’ and ‘father of e-passports’ in Hong Kong.

Since his retirement from the Hong Kong Immigration Department, 
Raymond has been serving as an expert consultant for several countries 
on projects on biometrics, identification documents and Automated 
Border Control Systems. He also writes specialist articles and eBooks, 
including annual reports of the Keesing Journal of Document and Identity. 
Other than lecturing at universities in Hong Kong and China, he has been 
a part-time professor of the Biometrics Research Centre of the Hong 
Kong Polytechnic University.

Ir Dr Wong also served the community with passion. He was the 
Chairman of the IT Division of the Hong Kong Institution of Engineers, 
2006/07 session. He has been a member of the Accreditation Committee 
for Diploma Courses of the Hong Kong Institution of Engineers since the 
2007/08 session. He was the advisor of the Project Management Institute, 
Hong Kong Chapter, from 2007 to 2009 and is also advisor to a number of 
universities in Hong Kong and China.

He received two Bachelor degrees of Law in China and the UK, 
respectively and has been awarded five Master degrees in Comparative 
Law, Chinese Law, Management, Information Systems and Business 
Administration from universities in the UK, Hong Kong and China. He 
also holds a Doctorate degree in Business Administration, University of 
Newcastle, Australia.

Session: Border management  
in focus

Mountbatten Room
20th Oct / Time: 11.45

Presentation Synopsis
The Visa Information System (VIS) (EC-767-2008) mandates European 
member states to issue biometric visas and check them during 
the border control process. The start of operation is scheduled for 
the 11th October 2011, with the border opening 20 days later. While 
issuing of biometric visas in the consulates was first implemented 
and evaluated in the BioDEV II pilot project, the project VIS-PILOT 
was set up by the German Administration to design and evaluate 
the border processes of biometric visas. The use cases include 
border checks at primary and secondary positions as well as territory 
checks and the issuing of visas at the border.

The first part of the project was dedicated to the specification, 
implementation and installation of all necessary hard- and software 
modules, strictly according to the BSI Technical Guideline Biometrics 
for Public Sector Applications [TR-03121], which has been put in the 
project under another feasibility study. In the second part, border 
control situations have been simulated with voluntary participants 
of the Federal Police site in Swisttal-Heimerzheim, studying the 
impact of the usage of biometrics to the border process, analyzing 
constraints like time and resources or possible security leaks, and 
developing the best-practice for the start of operation.

Biometric border control for the EU VIS
Fares Rahmun, Federal Office of Administration (BVA), 
Germany

Markus Nuppeney, Federal Office for Information Security 
(BSI), Germany

Biographies
Fares Rahmun has a degree in computer science from the University 
of Applied Science in Bonn-Rhein-Sieg. Since 2005 he has worked 
for the German Federal Office of Administration (BVA) as IT Project 
Manager. Mr Rahmun is in charge of the technical integration of the 
European Visa Information System (VIS) and of the BioDEV II project 
at the Federal Office of Administration, hosting the first German 
Civil AFIS. He has been involved in the German implementation for 
the capture of fingerprints for visa applications and in the Technical 
Guideline “Biometrics for Public Sector Applications”, as well as in 
the recent border-related pilot project VIS-PILOT.

Markus Nuppeney has a degree in computer science from 
Darmstadt University of Technology. Since 2003 he has worked 
for the German Federal Office for Information Security (BSI) as a 
senior official. His main field of activity at BSI is electronic travel 
documents and biometrics. Markus Nuppeney is responsible for 
border control systems based on biometrics and electronic travel 

• what will be the future; 
• issues to note; 
• lessons learned. 

documents, and is also involved in the design and implementation of the 
German ePassport and the German national electronic ID card.
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Presentation Synopsis
While biometrics allows known travellers to be welcomed into the 
country in a fast, convenient and friendly way, the availability of 
advanced passenger information allows immigration authorities to 
pre-clear all travellers against watch-lists and to use risk analysis to 
identify persons of interest. 

Leading governments are using the two complementary technologies 
to simultaneously improve border security and passenger facilitation.

An integrated system, simultaneously using the travel document, the 
biometric passenger identity and biographic data supplied by airlines 
is an effective solution to reconcile the opposing interests of the 
passenger who is legitimately seeking comfortable and predictable 
travel with the ongoing concern of immigration authorities to 
continuously raise the level of border security.

Addressing the border management & 
security dilemma through consolidation 
of biometrics and biographic passenger 
identities
André Oeyen, Director Biometric Business Development, 
SITA, Belgium

Biography
André Oeyen is the Director of Biometric Business Development 
and is responsible for world-wide biometric business development 
with SITA’s Government & Security Solutions team. He has been 
active in the biometrics industry for more than 10 years, holding 
commercial and general management positions in industry-
leading organizations.

Mr Oeyen was one of the pioneers in the field of multi-biometric 
authentication systems and was at the origin of the European 
s-Travel project, the first supra-national pilot system for biometric 
passenger verification. Mr Oeyen’s current responsibility puts him 
in a privileged position to assess the global trends in biometric 
border management, including the convergence between 
biometric and biographic passenger data for enhanced border 
security, and to develop the vision on innovative end-to-end 
passenger handling solutions.

Mr Oeyen holds a PhD in Sciences, complemented by a post- 
graduate degree in Business Administration from the Leuven 
University in Belgium.

Session: Border management  
in focus

Mountbatten Room
20th Oct / Time: 12.45

Presentation Synopsis
Fingerprints will be increasingly used to verify the identity of 
developing country nationals entering the Schengen area. Asylum 
seekers’ fingerprints are currently being collected and verified 
against the EURODAC database. Starting from October 2011 the 
fingerprints of developing country nationals needing a visa to enter 
Schengen will be collected at EU consulates around the world, 
run for duplicate search against the Visa Information System (VIS) 
database, and verified against the same at the arrival Schengen 
border crossing point. The Schengen Information System (SIS) II 
will also contain fingerprints. Discussions about EU-wide Registered 
Travelers Schemes, the use of automated border control systems 
(ABC) for developing country nationals and a future Entry-Exit system 
also focus on this modality. Finally, the European electronic passport 
now also includes fingerprints and offers opportunities for a more 
accurate multimodal verification at the border. 

The aim of this presentation is to outline the development in the 
use of fingerprints for border control in Europe and to discuss the 
opportunities and challenges of using this modality at the Schengen 
borders. 

Mapping fingerprints for border control: 
“features” of the European experience 
around the Schengen “core”
Monica Gariup, Research Officer, Frontex, European 
Union

Biography
Monica Gariup joined Frontex Research and Development Unit 
as a Research Officer in February 2009. She mainly deals with 
projects in the area of border checks and in particular biometric 
applications, false documents detection, and behavioral analysis 
for risk assessment. 

She holds a PhD from the Europa Universität Viadrina (Germany), 
an MA in Advanced European and International Studies from the 
Institut Europeen des Hautes Etudes Internationales (France), and 
an MA in Political Science from the University of Pavia (Italy). She 
has received training in the analysis of military operations and 
strategy from Columbia University (US) and project management 
from the Milan Chamber of Commerce (Italy). She was recently 
granted the IEEE Certified Biometrics Professional designation 
(June 2011).

Previous teaching, research, and project management posts 
include Zayed University (UAE), the New York Institute of 
Technology (Abu Dhabi), the European Public Law Centre 
(Greece), and the Pearson Peacekeeping Centre (Canada). Her 
research experience is diverse and encompasses security policy, 
law enforcement, military affairs, refugee law, human rights law, 
and international trade and investments. Among her publications 
is a book on European security culture.
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Presentation Synopsis
The US healthcare market faces a number of challenges around 
patient identification and patient records management. This 
presentation will discuss how through the use of biometrics, Fujitsu 
and its partners have helped a number of US healthcare providers 
manage these challenges on behalf of over 3.5 million patients.

Using examples of our PalmSecure™ deployments in over 20 
healthcare systems, we will describe: the challenges faced by 
healthcare providers, the key design and implementation decisions 
for these systems, and the benefits that these deployments have 
provided to both healthcare providers and their patients. 

The talk will describe in detail the largest of these deployments, the 
Carolina Healthcare Systems, the largest healthcare system in the 
Carolinas and the third-largest public system in the nation. Hospitals 
and clinics in the Charlotte area have deployed PalmSecure™ in 
order to more securely and effectively register patient information and 
protect patients’ medical records. Today, more than 1.5 million patients 
are registered using the system

The market for biometrics in hospitals, physicians’ offices, clinics and 
ambulatory centers will be examined; including how biometrics can 
be used in patient self service applications as well as emergency care 
situations. The presentation will also review the privacy aspect on 
biometrics in healthcare as well as look forward to new technologies 
and opportunities that will be coming in the near future.

Biometrics in healthcare - A US case study
Christer Bergman, Vice President, Biometric Solutions 
Group, Fujitsu Frontech North America, USA

Biography
Mr Bergman leads the development of Fujitsu’s PalmSecure™ 
technology business in the North American market. He also 
supports Fujitsu’s global biometrics community in developing 
global innovative market offerings. 

Mr Bergman brings more than 20 years of experience in 
information technology to his position at Fujitsu. Prior to joining the 
company, he held several managerial and executive positions at 
leading Fortune 500 companies and is considered a leading expert 
in the field of biometrics. His security experience includes five 
years at Precise Biometrics AB, an innovative supplier of systems 
for fingerprint and smart card-based authentication, where he 
served as president and CEO.

As part of the Fujitsu Group, Fujitsu Frontech is charged with 
the development, manufacture and sale of front-end technology 
such as ATMs, POS terminals, and public display devices. Fujitsu 
Frontech also delivers related software, system integration and 
outsourcing as part of its total solutions offerings. The company 
offers biometric solutions incorporating Fujitsu’s latest palm vein 
authentication technology as well as a wide variety of other 
biometric modalities.

Session: Commercial and public 
sector biometrics – Part 2

Elizabeth Windsor Room
20th Oct / Time: 11.15

Presentation Synopsis
The UK government has stated its commitment to “Putting the Frontline 
First”: protecting as many public sector frontline services as possible 
while, at the same time, it aims to reduce public expenditure and find 
savings as it seeks to reduce the budget deficit.

One of the priorities for public sector executives is to make their 
staff more productive by enabling them to work while on the move. 
However, while a mobile workforce will be more efficient and 
productive, it raises serious data protection concerns about the safety 
of accessing confidential data and systems from mobile devices. The 
public sector therefore has a double duty: to ensure the best value 
for money for the taxpayer, and to ensure that citizens’ personal and 
sensitive data is protected.

This presentation will look at biometric security technologies that can 
protect this information and ensure that council workers, police, civil 
servants and other public sector employees can access data securely 
on the move, thus avoiding high profile instances of data losses that 
have plagued the local and national government in recent years. 

CIVIL ID: Securing the mobile public 
sector workforce
Vance Bjorn, Chief Technology Officer and Co-Founder, 
DigitalPersona, USA

Biography
Vance Bjorn is responsible for guiding DigitalPersona 
partnerships, business development and technical strategy. Bjorn 
was awarded by the Department of Defense the prestigious 
National Defense Science and Engineering Graduate Fellowship 
(NDSEG) to pursue doctoral studies in Computer Science at MIT. 
Bjorn is also a recipient of the MIT Technology Review TR100, a 
national award for technology innovators under age 35. He holds 
a B.S. degree with honours in Engineering and Applied Science 
and an MSc. degree in Computation and Neural Systems from the 
California Institute of Technology.

Session: Commercial and public 
sector biometrics – Part 2

Thursday 20 October 2011 
Elizabeth Windsor Room/ Time: 11.10

Session Chair: Isabelle Moeller, General Manager, Biometrics Institute, Australia
This second stream looking at commercial and public sector biometrics focuses on two of the hottest IT 
security subjects today - how to effectively and efficiently secure a mobile workforce and how to use biometrics 
to secure online transactions. Plus, an overview of biometrics and their use in other environments, such as the 
healthcare industry. 
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Elizabeth Windsor Room
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Elizabeth Windsor Room
20th Oct / Time: 12.45

Presentation Synopsis
Gambling addicts – organisations have to tackle the delicate issue of exclusion;
• “Self-excluders” can enforce liability for losses on the gaming provider;
• A concept of operations that minimises false alarms and inconvenience 

to genuine players.

Gambling addictions, along with the challenges of recognising addicts and 
keeping them away from their addiction, are a well-documented problem to 
which various biometric solutions have been proposed and trialled. While 
operational success of such solutions has been mixed, the inevitable issue 
has always been around the economic and business case argument. An 
interesting twist that might give a greater financial incentive to casinos and 
gaming providers to install such equipment may now exist as a result of 
several test cases in the US, Canada and Australia in particular. Here, “self-
excluders” who recognise they have an addiction problem may voluntarily 
register with a club or enterprise providing gambling facilities. In the test 
cases, it has then been judged that the gambling provider is liable for losses 
if a “self-excluder” then goes and gambles in one of their establishments. 
Substantial damages have been awarded to some self-excluder claimants, 
placing the burden of how to make an effective enforcement directly onto 
the gambling provider, who may in turn look to the equipment supplier.

As with any system, even when an economics case can be made, ease 
of use and error performance are key to its successful use. In other 
systems, too many examples of false alarms have been encountered or 
the system is inconvenient to use, thus deterring genuine players. Smart 
Sensors Ltd and its partner Kynen LLC have developed an iris recognition 
camera, concept of operation software, and business case aimed at just 
this situation. Low cost cameras with a “persistent ID” feature can now 
be installed on gaming machines, matching the player against both a 
“premium” VIP player “white-list” and a self-excluder list of people to be 
denied access. This presentation will explore the experiences of a trial 
installation with a major provider of gambling systems and equipment. 
Extending this system to the on-line gambling community looks both 
feasible and lucrative.

Presentation Synopsis
Hear how leading financial institutions, governments and social 
networking organizations are using multi-factor authentication through 
smartphones and other mobile devices to secure everyday transactions, 
customer accounts and drive identity assurance. The presentation will 
explain multi-layered security approaches that do not rely on a simple 
shared secret. These new methods feature various combinations of 
different authentication techniques: something you have (a device), 
something you know (a PIN or passphrase), something you are (multi-
modal biometrics such as face or voice) and even somewhere you are 
(GPS).  Learn how these technologies can be used to supplement any 
security system by making a simple web service call to the host server. 

This presentation explores how multi-factor, out-of-band, technology 
and risk-based approaches are being used to deliver highly 
configurable solutions that address the security threats so prevalent 
today.  Attendees will gain an understanding of how smartphones are 
providing an authentication device that is becoming ubiquitous even as 
it continues to evolve; how out-of-band solutions can help prevent “man-
in-the-middle” and similar attacks; how risk-based approaches to multi-
factor authentication provide resilience through the flexibility to change 
security policies on the fly in response to future threats; and how 
consumers are the ultimate winners in this convergence of technologies 
and popular culture. 

Gambling - are the tables turning for iris 
recognition?
Martin George, CEO, Smart Sensors Ltd, UK

Biography
Martin George is CEO of Smart Sensors Limited, based at 
the University of Bath’s Innovation Centre. The company has 
developed a class-leading, independent set of algorithms for 
iris biometrics, with particular application to the field of mobile 
and small-footprint biometrics. Smart Sensors does business 
by licensing its algorithms to OEM equipment makers and to ID 
Systems Integrators, providing a variety of tools and analytics 
through which its customers can deploy a capability.

Holding a Master’s degree in Engineering from Cambridge 
University (UK), Martin has a strong background in systems 
and strategy consulting, specialising in the commercial, human 
factors and operations impact of ID technologies, including video 
analytics, RFID, smart cards and biometrics used in identity 
determination, protection and tracking applications. He has 
worked with clients including BAE Systems plc, Motorola Inc, 
ARM and Cambridge University Engineering Department, and 
has extensive experience of developing business around the 
incubation and licensing of Intellectual Property.

Using multi-factor authentication to secure 
online transactions and prevent fraud
Conor White, Chief Technology Officer, Daon, USA

Biography
Conor White, Chief Technology Officer and a member of the board 
of directors of Daon, has more than 18 years of experience in 
software engineering, including expertise in areas such as the 
development of biometrics, smart cards, electronic payments, PKI, 
information security and e-business infrastructure. He has also 
worked extensively in the development of a broad range of Internet 
and finance applications and architectures. As Daon’s CTO, Conor 
drives the strategic technical direction and architectural vision of 
the company and has spent the past two years engineering and 
obtaining patents for Daon’s innovative new product, IdentityX.

Recently, Conor has spent much of his time working with systems 
integrators in the design and development of major government 
identity assurance solutions using biometric technology. Prior 
to his current position, Conor was Senior Vice President of 
Engineering for CardBASE Technologies, where he led the 
software engineering function and played a large role in the 
strategic direction of the company’s product set. He holds a 
master’s degree in computer science as well as a bachelor’s 
degree in computer applications.
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Panel Synopsis
This Biometrics Software as a Service (SaaS) stream will focus upon 
how Biometrics and ID Management fit into out-sourcing, managed 
IT services, and the emerging Cloud Computing paradigm. Current 
Information Technology trends such as data center consolidation, shared 
infrastructure, virtualization, and green computing initiatives are in direct 
response to the budgetary realities in today’s computing environment. 
This stream will explore current and future biometric systems across 
industry and government that incorporate these concepts. 

The discussion will provide the opportunity to share lessons learned 
with regard to information sharing, cyber security, data protection, and 
policy enforcement across organisational boundaries. Special attention 
will be focussed upon business models, licensing trends and unique 
technical challenges related to biometrics.

Panel Moderator: John Christensen, Senior Vice 
President, Strategic and Business Development, Global 
Technology Solutions, USA 

William Vickers, Under Secretary of Defense for 
Intelligence (USD(I)) Staff Subject Matter Expert for 
Biometrics and Forensics, VP Biometrics, Forensics & 
Intelligence, Six3Systems, USA 

David White, Identification Portfolio Programme Manager, 
Technology Product Management Unit, Operations 
Directorate, National Policing Improvement Agency, UK 

Ken Lehman, Director, Identity Management, Defense 
Technologies Division, Northrop Grumman Information 
Systems, USA 

Kris Ranganath, Chief Technology Officer, Government 
and Public Global Solutions Division, NEC Corporation, 
Japan/USA 

Fred Preston, Director, FP Fidelity Ltd, UK

Biographies
John Christensen provides both business development and 
technical leadership at Northrop Grumman where he is a 
focal point for organizing and leading efforts in large scale 
biometric and identity management systems. John is a Subject 
Matter Expert with 25 years of technical, management, and BD 
experience in the development and deployment of biometrics 
and identity management technology and software systems. His 
experience spans from Cyber Security to Physical Security and 
the use of biometrics and ID management technology to assure 
identity. He supports engineering, research, long range strategic 
planning, technical sales, and provides liaison with a variety of 
customers to conceptualize and develop systems in response to 
emerging markets, and missions. 

Prior to joining Northrop Grumman, John was a Corporate Vice 
President of Business Development at Science Applications 
International Corporation. At SAIC John was responsible for 
the establishment and oversight of the Corporate Biometrics 
Campaign to yield significant corporate growth. His efforts 
included planning and architecting of new business pursuits in 
Biometrics and ID Management. He also led the SAIC Biometrics 
Community of Practice where he directed the efforts of business 
developers and technical experts from across the company. 
John focused on business planning, strategy, identification, 
qualification, and development of large scale business 
opportunities. 

John worked previously at Lockheed Martin IS&S where he was 
a founding member of their cross company Biometrics IPT. He 
also developed a host-based network intrusion detection system 
which utilized mobile software agents. At Novell and WordPerfect, 
John developed distributed network services, email messaging, 
electronic commerce technology, and federated directory services. 

A Software / Systems Engineer by training, he’s performed 
analysis studies of COTS biometric products and the underlying 
technology. He has been the principal investigator on numerous 
Internal Research and Development (IRAD) efforts on topics 
ranging from faces in a crowd, 3-d facial recognition, hyper 
spectral disguise detection, multimodal biometric fusion, 
distributed data mining of open source biometric data, and 
application of man machine interfaces and gaming to biometric 
surveillance. 

John is currently the chairman of the National Defense Industrial 
Association’s Biometrics Enabled Identity Division. John has 
been happily married for 31 years, has three children, and lives in 
Ashburn VA.

Mr William Vickers is Vice President for Biometrics, Forensics 
& Intelligence for Six3Systems headquartered in Reston Virginia. 
He currently serves on the OSD staff as the SME for Biometrics 
and Forensics advising the Deputy Undersecretary of Defense for 
Intelligence on biometrics capabilities, technology and operations. 
Prior to accepting a position with USD(I), Mr Vickers was the Special 
Assistant to the Director and Deputy Director of the DoD Biometrics 
Task Force (BTF) responsible as Executive Agent for executing 
biometrics programs across the Department of Defense. During that 
assignment he served as Deputy Co-Chair of the Defense Forensics 
Executive Committee, led BTF S&T efforts and was the Principal Chair 
of the National Defense Industry Association (NDIA) Sub-Committee 
on Biometrics and Forensics. Prior to his assignment with the BTF, Mr 
Vickers served 23 years as a US Army Corps of Engineers, culminating 
by heading strategic negotiations with the government of Japan 
representing the US government on behalf of US Forces Japan and 
DoD. He has served throughout the world, including Central America, in 
Southwest Asia for Operation Desert Storm, and seven years in Europe. 
He also served with the Defense Intelligence Agency (DIA) and was 
the Executive Officer of a UK Engineer Regiment while serving in an 
exchange position with the British Army of the Rhine. Mr Vickers holds 
a Civil Engineering degree from the Virginia Military Institute and lives 
with his family in Fredericksburg, Virginia.

David White is responsible for the delivery of biometric identification 
services nationally to policing - and other public safety partners - by the 
National Policing Improvement Agency. 

These services are acquired as managed services - notably the IDENT1 
Service and MobileID.

David’s current role involves bringing forward the technical enablers 
for business change, the commercial vehicles to make this happen, 
securing funding and ensuring that this delivery takes place with good 
governance and within the applicable legislative framework. 

Over the past decade David was the technical lead for the concept, 
procurement, development and deployment into service of IDENT1, 
the Strategic Identification Services Platform for UK Policing and 
the successor service to NAFIS (the National Automated Fingerprint 
Identification System). In the 1990s he was a member of team procuring 
and assuring the delivery of NAFIS, the UK’s first national-scale 
biometric identification system and one of the first in the world to 
biometrically automate the alignment of criminal justice history records 
(on the Police National Computer).

Whilst most of his career has been associated with expanding 
the envelope, the quality and the benefits derived from biometric 
identification services, his recent experience has been the restructuring 
of services and of contracts to reduce running costs and to drive 
technology-enabled business change within policing that delivers 
cashable savings to operational policing budgets. In 2010 the NPIA 
reduced the running costs of IDENT1 by more than £34 million pounds 
over a 5-year period; savings which accrue not only to the NPIA but 
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also to the individual police forces of England, Wales and Scotland, 
as well as the UK Borders Agency. David is now working on a 
number of biometric initiatives which over the coming years aim to 
deliver better public safety outcomes within shrinking budgets.

David majored in Computer Science, he is a Chartered Engineer, a 
Chartered Member of the British Computer Society and has worked 
in the development and delivery of biometric identification services 
for 24 years.

Ken Lehman is director of Identity Management for the Defense 
Technologies Division of Northrop Grumman’s Information Systems 
sector. In this role, Mr Lehman is responsible for leading Northrop 
Grumman’s efforts to be a leading designer and integrator of 
enterprise Biometrics and Identity Management Systems and in 
deploying those systems in government and civil markets worldwide. 

In 2008, Mr Lehman joined the former IT sector as director of Identity 
Management for the Enterprise Applications business group. Prior 
to that, he was group director of IT Solutions’ Shared Services 
Operations accountable for the delivery of all enterprise Information 
Technology resources to the Northrop Grumman Corporation 
including; mainframe data processing, distributed systems (desktop) 
support; software engineering (applications) development and 
maintenance, systems engineering, platform engineering, networking 
and telecommunications, data, e-mail, and video communications. 
Among his accomplishments, Ken served a key leadership role in 
quickly restoring the IT systems and services following Hurricane 
Katrina, and was named a Computerworld Premier 100 IT Leader in 
2006. 

Mr Lehman joined Northrop Grumman in 2003 to lead the 
Enterprise Solutions Management (ESM) group, an IT shared 
services organization within Northrop Grumman Information 
Technology. ESM provided overall leadership and program 
management direction for all enterprise resource planning initiatives, 
engineering solutions initiatives, major enterprise application and 
technology implementations, and major sector applications portfolio 
consolidation efforts. 

Prior to joining Northrop Grumman, Ken held several key executive-
level positions responsible for building, organizing and directing 
large research and development (R&D) organizations to deliver and 

support high-quality enterprise and consumer products. 

Ken’s previous positions include senior vice president of Computer 
Associates, managing an R&D organization, and general manager and 
senior vice president of Prestige Software International, a business 
unit of the company focused on enterprise financial management 
solutions with responsibilities for sales, professional services, research 
& development and support. 

Ken is a graduate of Arizona State University, Tempe, Arizona. 
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