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On behalf of the organisers Elsevier and
its partner, the Biometrics Institute, I am
absolutely delighted to welcome you to Biometrics
2015: Secure Identity Solutions Now! It is within this
international conference that you will debate and shape
the current and future use of biometrics.
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Over this past year we have seen some significant developments
in the industry especially in regards to accessing mobile devices,
mobile payments and border security/e-gates. This was also
confirmed by the Biometrics Industry Survey 2015. In addition, survey
respondents believe the most significant developments anticipated over
the next five years will be in the areas of mobile payments, online customer
authentication, large-scale national ID deployment and border security.
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Privacy and data protection concerns were cited as the most dominant aspect
considered to be constraining the market, followed by misinformation about
biometrics and poor knowledge of biometrics amongst decision makers. So how
can we, as an industry, work together to overcome these constraints? Public
perception of biometrics is often described as being ‘scary’. We need to address
this issue and explain what opportunities biometrics offer when implemented
responsibly.
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Once again, Elsevier and the Biometrics Institute have joined forces to bring the
key influential industry players to this forum to address these issues. Keynote
presentations from Andrea Servida, Head of Task Force, European Commission, and
Wojceich Wiewiorowski, Assistant Supervisor, European Data Protection Supervisor,
will discuss the EU’s digital agenda and how privacy and personal data is covered
by Directive 96/46/EC respectively. Multiple, interactive sessions are dedicated to
explore smart borders and the future of travel, as well as the consumer biometrics
space. The conference will consider questions such as: How organisations can
deliver a better and more secure customer service while delivering efficiencies for
their business processes? How are banking and secure transactions changing? What
consumer applications are evolving? What will travel of the future look like? What is
needed to ensure the responsible use of biometrics?
The programme contains a unique mix of academic, industry and user case studies to
share insight within an interactive forum. The aim is to stimulate innovative thinking and
provide tools on how to move forward. Delegates are invited to participate in the
discussions through the many panels that the programme provides.
This year’s show is supported by many partners, from industry, the media,
government, academia and associations and we would like to take this
opportunity to thank them, as well as our main sponsors Daon and PwC.
Please take the time to visit our supporters on the exhibition show floor where
you can engage with them (and all the exhibitors) and gather important
information to make informed decisions.
We look forward to meeting you over the next three days and
encourage you to join the debate: Secure Identity Solutions NOW!

Isabelle Moeller,
Programme Chair, Biometrics 2015

© 2015 All rights reserved.

Derivative Works

This journal and the individual contributions contained in it
are protected under copyright by Biometrics 2015, Elsevier
Ltd, and the following terms and conditions apply to their use:

Subscribers may reproduce tables of contents or prepare lists
of articles including abstracts for internal circulation within
their institutions. Permission of the Publisher is required for
resale or distribution outside the institution. Permission of the
Publisher is required for all other derivative works, including
compilations and translations (please consult www.elsevier.
com/permissions).

Photocopying
Single photocopies of single articles may be made for
personal use as allowed by national copyright laws.
Permission of the Publisher and payment of a fee is required
for all other photocopying, including multiple or systematic
copying, copying for advertising or promotional purposes,
resale, and all forms of document delivery. Special rates
are available for educational institutions that wish to make
photocopies for non-profit educational classroom use.
For information on how to seek permission visit
www.elsevier.com/permissions or call:
(+44) 1865 843830 (UK) / (+1) 215 239 3804 (USA).

Electronic Storage or Usage
Permission of the Publisher is required to store or use
electronically any material contained in this journal, including
any article or part of an article (please consult www.elsevier.
com/permissions).
Except as outlined above, no part of this publication may be
reproduced, stored in a retrieval system or transmitted in any

1

form or by any means, electronic, mechanical, photocopying,
recording or otherwise, without prior written permission of
the Publisher.
Notice
No responsibility is assumed by the Publisher for any injury
and/or damage to persons or property as a matter of products
liability, negligence or otherwise, or from any use or operation
of any methods, products, instructions or ideas contained in
the material herein. Because of rapid advances in the medical
sciences, in particular, independent verification of diagnoses
and drug dosages should be made.
Although all advertising material is expected to conform to
ethical (medical) standards, inclusion in this publication does
not constitute a guarantee or endorsement of the quality
or value of such product or of the claims made of it by its
manufacturer

Biometrics for finance applications
revenue to reach $2.2B by 2024

Biometric Newsbytes

Tractica announced it has published a new report
titled Biometrics for Finance Applications, which
examines the global market for biometrics in the
finance industry, including 10-year forecasts for the
period from 2015 through 2024.
According to the report’s forecasts, revenue for the
global biometrics finance market will grow at a CAGR
of 38% from a base of $126 million in 2015 to reach
$2.2 billion by 2024.
The global market will have a cumulative revenue of
$11.7 billion for the 10-year period. Biometrics app
downloads are especially ready to break out of the
starting blocks.
The report analyzes six use cases specific to finance,
focusing on consumer-facing use cases to improve
security and convenience simultaneously.
The report covers a range of topics including market
size by region and worldwide, total number of
hardware device shipments and revenue, software
application licenses and revenue, key regulatory
issues, and the primary biometrics modalities.
Additionally, common barriers in biometrics markets
include consumer acceptance of biometrics and
competition among modalities for a fixed amount of
business.
The report highlights a number of use cases in
finance biometrics including cashpoint/ATM,
fraud identification, regular mobile banking, highvalue second factor mobile banking, point-of-sale
transactions, and unstaffed bank branches.
Meanwhile, the report identifies personal data
privacy laws, financial data privacy laws, payment
card industry data security standards as being among
the top regulatory issues.
The report also analyzes key case studies, including
eye white for mobile banking, face and voice
biometrics for mobile banking, voice recognition for
high-value transactions, and fingerprint authentication
for microcredit loans.
In terms of key biometric modalities for finance
industry use cases, the report lists ECG wristband,
eye white recognition, facial recognition on
mobile devices, fingerprint on standalone devices,
fingerprint on mobile device, iris recognition on
standalone devices, iris recognition on mobile
devices, vascular imaging, and voice recognition.
The report highlights the industry’s key players,
including 3M Cogent, Aurora Biometrics,
Cognitec, Crossmatch, EyeVerify,
FaceFirst, Fujitsu, HID Biometrics
(Formerly Lumidigm), Hitachi,
Honeywell, Iris ID, IrisGuard,
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IriTech, M2SYS, NEC, Nuance, Qualcomm, Suprema,
Synaptics, VerifyMe, VoiceTrust, and VoiceVault.
“Many industries are getting close to adopting
biometrics but finance is there now,” said principal
analyst Bob Lockhart. “Cash machines with
fingerprint readers, vein imaging, and iris imaging
are increasingly deployed, especially where fraud
is high and law enforcement is low. Innovative
point-of-sale authorization requires a fingerprint,
facial recognition, and even an electrocardiogram.
And mobile banking can be authorized through
many types of biometrics, only readable from the
customer’s own device.”

Microsoft aims to kill the password
According to a recent CNN Money report, Microsoft
has an ambitious goal for Windows 10: The software
vendor projects that it can install its new Windows 10
operating system into 1 billion devices by 2017.
A recent study of IT professionals found that nearly
three-quarters of businesses plan on installing
Windows 10 within two years of its July 2015 release.
The report states 60% of IT departments have tested
the new Microsoft operating system, and 40% plan to
deploy Windows 10 this year. If the survey is correct,
and 73% of businesses do deploy Windows 10 by
2017, that would make the operating system the most
quickly installed version of Windows to date. Despite
its current popularity, only 60% of businesses installed
Windows 7 within 24 months of its launch.
The quick adoption of this software will effectively
mean the eventual demise of the password. As
reported previously in BiometricUpdate, a hallmark of
Microsoft’s new operating system will be a biometric
verification system for password-free identification
and authentication.
Entitled, ‘Hello’, the system will allow users to unlock
their phone, tablet or PC by scanning their face,
eyeball or fingerprints. A main difference is that with
Windows Hello, the biometric security feature will
be supported natively, and Microsoft claims that
Windows 10 will support existing fingerprint readers.
Windows Hello requires specialized hardware,
including a fingerprint reader, illuminated IR sensor
or other biometric sensors.
However, at this point, only one company, Intel,
manufactures the RealSense 3D depth cameras that
Microsoft has demonstrated in conjunction with its
Hello technology. While Intel’s cameras are widely
available, only 15 different PC models will support the
technology at launch.
As a consequence, industry analysts do not expect
that passwords will be imminently eliminated after
its release. The eventual adoption of new computers
and camera-based peripherals for the PC, along with
increasing uptake of updated Windows Phones will

Biometric Newsbytes
mean a measured but continuous increasing use of the
technology.

Windows 10 will ask users to verify that they have
possession of their device before it authenticates on
their behalf, with a PIN or Windows Hello on devices
with biometric sensors. Once authenticated with
‘Passport’, users will be able to instantly access a
growing set of Web sites and services across a range
of industries, including favorite commerce sites, e-mail
and social networking services, along with banks,
financial institutions, business networks and more.
‘Passport’ will also work with thousands of enterprise
Azure Active Directory services at launch, and will also
have industry-leading security and identity protection
for enterprises, so they can deploy new Windows 10
devices with hardware necessary to use Windows
Hello, enabling enterprise-grade protection of the
device and more secure password-free authentication
to enterprise line of business applications.
Microsoft’s ‘Hello’ and ‘Passport’ will be key
technologies to watch as computer- and mobile-based
biometric authentication systems evolve.

Baltimore police to purchase Booz
Allen Hamilton portable fingerprint
devices
The Baltimore police force will purchase five portable
biometric fingerprint devices to help crime scene
technicians to better solve criminal cases, according to
a report by The Baltimore Sun.
At a Board of Estimates meeting held on Wednesday,
the city approved the $30,000 purchase of five Booz
Allen Hamilton VAMPIRE tactical forensic devices
through a sole-source contract from Information
Technology Solutions. The devices will be purchased
using federal grant funds.
Booz Allen first introduced the portable biometric
device in October, which enables law enforcement and
the military to conduct immediate fingerprint analysis
at an incident scene.
Steven O’Dell, director of the Baltimore City Police
Department Crime Laboratory, said the devices can
store the fingerprints of hundreds of known offenders
in Baltimore to check for leads at a crime scene.
The Vampire devices will also help to quickly eliminate
a property owner’s fingerprints from an investigation,
said O’Dell.

The handheld device could help solve burglaries,
thefts, robberies and other crimes, faster, said O’Dell.
If the biometric devices prove to be successful, the
city will consider purchasing more units, said O’Dell.
Integrated Biometrics previously announced that
its mobile ID fingerprint sensor Sherlock has been
integrated into Booz Allen Hamilton’s VAMPIRE
tactical forensic device to conduct real-time forensic
collection and analysis in field.

DHS outlines vision for improving
operational efficiency through
biometrics programs
The Department of Homeland Security has outlined
its vision for how its biometric-based programs will
help improve the agency’s operational efficiency over
the next decade, according to a report by GCN.
At the forefront of the agency’s biometrics program is
its national biometric database, Automated Biometrics
Identification System, which is joined by numerous
research and development activities within the
agency’s Science and Technology Directorate and
operational components.
The DHS’ strategic framework will be used to identify
and align key initiatives to meet strategic goals and
objectives, as well as determine any discrepancies
where action plans must be initiated.
The framework has three components including
improving effectiveness of subject identification,
transforming identity operations to optimize
performance, and refining processes and policies to
promote innovation.
The agency will update its outdated biometric
collection systems with new technology, enabling the
DHS to efficiently collect high-quality data.
DHS will also centralize access to federal and
international biometric databases to decrease
complexity, prevent duplication and redundancy, and
standardize communications with partners.
Other objectives include improving real-time access
from field location and implementing a layered,
multimodal biometrics identity verification method
beyond fingerprints.
Additionally, DHS will automate identity verification to
cut down on processing time and improve security.
The agency will also will work to identify and find
new ways to further implement biometrics to verify
identity and lower vulnerabilities and fraud.
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In addition to Windows 10 not requiring passwords
for login, the new operating system will henceforth
not send user passwords over the Internet to log into
sites or mobile apps. Instead, Windows 10 will have a
new feature called ‘Passport’ which will send out the
user’s identity over the Internet without also sending a
password that could be easily compromised.

“What this device is capable of is improving our realtime intelligence,” O’Dell said. “The faster you get
your prints inspected, the more likely you are to solve
a crime. We’re excited about it.”

Biometric Newsbytes
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Finally, the agency said it intends to introduce
joint requirements to more efficiently address any
redundant needs and oversight requirements, appoint
department-wide biometrics authorities and establish
standardized solutions to decrease maintenance of
duplicative services.
By employing this integrated, enterprise biometric
framework, DHS said it will better ensure national
security and public safety while improving the overall
efficiency and effectiveness of DHS operations.
Previously reported, the Department of Homeland
Security’ Office of Biometric Identity Management
announced it is looking for off-the-shelf applications
that can more effectively store, match and analyze
biometric data.

“The capability is designed to replace existing
manual, ad hoc facial image sharing arrangements
between agencies, providing an efficient, secure, and
accountable mechanism through which images can
be shared and matched,” the department said. “The
design and operation of the hub will be informed by
independent privacy impact assessments, conducted
in consultation with federal and state privacy
commissioners.”
Instead of developing a new centralized database, the
system will be operated in a hub-and-spoke topology
to prevent “considerable privacy and data security
concerns”.

Australia to launch national facial
recognition matching system in 2016

Earlier this week, an independent report found
that Australia’s federal government has failed to
perform adequate privacy impact assessments
on nearly 90 % of the national security measures
it has passed over the past 14 years, according to
independent research.

The Australian government is expected to roll out a
new biometric system next year that will allow law
enforcement agencies to share facial images amongst
themselves, according to a report by ZDNet.

Customs piloting biometric border entry
and exit control at US–Mexico border

The facial recognition system will deploy a one-to-one
matching functionality to confirm identities of known
individuals before gradually introducing additional
functionality to match unknown individuals, said the
Attorney-General’s department.
“The technical architecture of the capability will
adopt a hub-and-spoke model to facilitate ‘query and
response’ matching requests between participating
agencies,” the department said. “The capability will
allow agencies with a lawful authority to collect and
share existing holdings of facial images (via the Hub)
to check the validity of images presented to them
with facial image holdings of other agencies. There
are currently over 100 million facial images held by
agencies that issue identity documents.”
Several agencies will be granted access to the system
including the Department of Foreign Affairs, the
Department of Immigration and Border Protection,
the Australian Federal Police, the Australian Security
Intelligence Organisation, Defence, and the AttorneyGeneral’s Department under the guidance of
AusCheck.
The Attorney-General’s department is currently
working with Austroads, the association of Australasian
road transport and traffic agencies, to create a business
case for submitting drivers’ licences to the system.
The two agencies are working towards completing an
agreement on a “preferred national approach” by the
end of the year. The system is designed to share still
images and will not integrate any licence plate cameras
or closed-circuit TV.
However, the department said that the system could
still potentially use stills from these high-resolution
cameras.
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U.S. Customs and Border Protection is set to launch a
biometric border entry and exit control pilot program
at Otay Mesa, San Diego in an effort to identify and
apprehend foreigners with expired visas who are have
surpassed their permitted duration, according to a
report by The San Diego Union-Tribune.
The ‘Pedestrian Border Experiment,’ which will likely
launch this year, will target non-US citizens who enter
and exit the country on foot through Otay Mesa.
The pilot program will be the agency’s first use of facial
and iris scans on the nation’s southern border, said U.S.
Customs and Border Protection.
The biometrics program is intended to track nonimmigrant visa holders who enter the country legally
but continue to stay in the country after their visa has
expired.
“We want some system to determine that you’ve left
the country, whether it’s at an airport getting onto the
jetway, or here at the pedestrian crossing,” said
R. Gil Kerlikowske, the federal agency’s commissioner,
during a visit to San Diego this month.
The CBP currently performs southbound checks at the
Mexican border, however, these checks are typically
conducted to search vehicles for weapons, bulk cash
and other contraband.
As a result, those pedestrians walking into Mexico at
Otay Mesa are usually not thoroughly checked by both
the U.S. and Mexican governments.
The pilot will take place over a two months and is
expected to involve a significant number of pedestrians,
with CBP estimating that there were about 183,000
northbound pedestrians at Otay Mesa in June, or more
than 6,000 a day.

Biometric Newsbytes
The number of people crossing the border southbound
is estimated to be about the same, although there is no
official count.

The CBP said that its biometrics testing “is dedicated
to protecting the privacy of all travelers,” and that
“the images will be stored in a secured local database
and will be used for test purposes only and will not be
stored or shared with any other party or system.”
James Wayman, a biometrics expert at San Jose State
University, said that facial and iris recognition methods
“can be sensitive to lighting conditions and human
factors, such as hats, glasses and contact lenses,”
adding that the Otay Mesa trial “will determine if the
available technical options for automated passenger
recognition can be expanded to include iris and face
imaging.”
During the pilot, CBP will use kiosks to capture the iris
and facial biometric readings of northbound foreign
pedestrians at Otay Mesa, said Pete Flores, director of
the CBP’s San Diego field office. Meanwhile, border
procedures for US citizens will remain unchanged.
The agency also plans to set up a small processing
center under a canopy, directly adjacent to the vehicle
lanes, to process iris and facial biometric checks for
those pedestrians walking into Mexico.
These southbound crossers would be grouped into
four different categories. The first category consists
of US citizens who have passport cards or other radio
frequency identification-enabled documents. These
individuals would simply swipe the cards through a
document reader without submitting any biometric
data.
The second category is comprised of non-US citizens
with RFID-enabled documents such as an updated US
visa card. These individuals would walk through and
have their iris biometrics captured by a RFID reader and
facial biometric cameras.
The third category includes US citizens and foreigners
with documents that are not RFID-enabled. These
individuals would be sent to kiosks to swipe their
documents.
Finally, the fourth category is for those crossers without
documents or with unreadable documents such as birth
certificates. These individuals would be processed
manually.
The Otay Mesa test is just one of three current CBP
biometric pilot programs, which includes the use of
facial recognition technology at Dulles International
Airport to identify impostors attempting to use
authentic US passports, and the use of handheld
biometric fingerprint devices on foreign national
travelers departing from Hartsfield-Jackson Atlanta
International Airport.

UK Home Office supports using
coercion to get migrant fingerprints
The UK’s Home Office has pledged its support for
border officials using force to collect the fingerprints
of migrants as part of an overall effort to track
refugees crossing the Mediterranean, according to a
report by The Daily Mail.
The EU proposed the border practice to enforce
mandatory fingerprinting of individuals suspected
of migrating from poor European countries to claim
asylum in wealthier ones.
Many of these so-called migrants have been refusing
to be fingerprinted at the border when arriving in
Greece and Italy as they know that they will be forced
to return to their home country.
The border practice – which aims to store more
fingerprints of migrants on the Europe-wide database,
Eurodac – will likely reduce the number of migrants
gathering in the makeshift camp in Calais, France.
“Over the last year it became apparent that certain
nationalities (Syrians and Eritreans) were refusing to
comply with fingerprinting procedures,” Immigration
Minister James Brokenshire wrote in a recent
letter to Parliaments’ EU committees. “This cannot
go unchallenged: we agree with the [European]
Commission that individuals must be given the
opportunity to understand that non-compliance will
have consequences.”
Any migrants who refuse to be fingerprinted could be
put in detention and forced to return to their home
countries, said The European Council, adding that
coercion should not be used against pregnant women
or children.

BMO makes fingerprint login
available to Canadian mobile
banking customers
Over the past few months, BMO Financial Group has
made its award-winning mobile banking app for its
Canadian customers compatible with Apple Touch ID.
The new authentication feature enables mobile
banking customers on iPhone models 5S, 6, and 6
Plus to sign onto the BMO Mobile Banking App
rapidly and securely.
The addition of the feature makes BMO the first major
Canadian financial institution to offer the technology,
giving customers full access to their accounts on their
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The pilot program continues the federal government’s
growing use of biometrics, which has become a hot
button issue among privacy advocates.

Previously reported, US Customs and Border
Protection (CBP) will conduct the BE-Mobile Air Test
in which it will collect biometric and biographic data
from certain foreign travellers who are departing
the United States on selected flights from up to ten
identified US airports.

Biometric Newsbytes
iPhone with just a touch of the home button.
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Touch ID is a seamless way for customers to use their
fingerprint as a passcode, allowing mobile banking
customers on iPhone to sign in to BMO Mobile
Banking quickly and securely.
“Recognizing that today’s customers already have
many passwords to remember, the integration of
Touch ID makes mobile banking a touch smarter and
more secure by enhancing and simplifying the user
experience for our mobile banking customers,” said
Cesar Rainusso, Vice-President, Digital Channels,
BMO Financial Group. “This is the latest example of
how BMO is continuing to invest in digital banking to
deliver on the evolving wants and needs of today’s
consumer.”
BMO was recognized by global financial services
research firm Celent with a 2015 Model Bank Award
for excellence in the digital banking category.
BiometricUpdate.com reported earlier in the summer
that the bank’s American operation, BMO Harris
Bank, also had integrated Touch ID and Passcode
technologies into its mobile banking app.
The BMO Mobile Banking app is available for free
download from the App Store on iPhone or at www.
AppStore.com.

First Internet Bank deploys EyeVerify
biometrics technology
EyeVerify is now providing Eyeprint ID authentication
technology for First Internet Bank to use in its
personal mobile banking application.
As a result, First Internet Bank customers are able
to log in using their smartphone’s camera and an
‘eyeprint’ instead of a user ID and password.
EyeVerify’s Eyeprint ID technology uses the camera
on iPhone and Android phones to capture an image
of the eye and matches the unique vein pattern to
verify identity.
The solution provides automatic authentication if the
eye image matches the eyeprint registered with the
device.
“Eyeprint ID is the latest demonstration of First
Internet Bank’s commitment to customer-centric
digital banking,” said David Becker, president
and CEO of First Internet Bank. “Eyeprint ID
comes quickly after our introduction of Touch ID
authentication earlier this year, which enables
customers to log in with a fingerprint. Biometric
technology allows us to provide innovative solutions
to our customers’ need for secure, convenient
account access.”
Eyeprint ID access is now available through the First
IB personal banking mobile app, for both iPhone and
Android users.
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Nuance provides voice biometric
technologies for Manulife contact
centers
In a press conference held in Toronto in early
September, insurance firm Manulife announced
that it has deployed Nuance’s natural language
undeirstanding (NLU) and voice biometric technologies
to improve the insurer’s contact center customer
experience.
At the event, Manulife Canada president and
CEO Marianne Harrison and Manulife VP CEO
communications and media relations Graeme Harris,
were joined by Robert Weideman, executive vice
president and general manager of Nuance’s enterprise
division and Forrester Research principal analyst
Allegra Burnette.
Manulife’s deployment of the Nuance solution marks
the first time a company in Canada is introducing voice
biometrics as well as natural language understanding in
a single interactive voice response (IVR) system.
Nuance’s IVR system, offered in both English and
French, was first introduced to Manulife Bank
customers back in July.
The solution analyzes more than 100 unique voice
characteristics to generate individual and complete
unique voiceprints for customers.
For those customers who choose to enroll in the
voice biometrics option for Manulife’s call centres,
the secure system enables them to simply say ‘at
Manulife my voice is my password’ to access their
accounts.
Their voice is compared against their voiceprint and,
if matched, the system grants them access into the
account.
As a result, Manulife customers will no longer need
to use any additional passwords, PINs and security
questions for subsequent customer service calls.
“We’re really excited about having a partnership with
Manulife, and in Canada, bringing this technology
for the first time to this market, particularly since we
support over 62 languages,” said Weideman. “It’s really
exciting to see systems that support multiple languages
at the same time.
“We’re also excited, not only in the opportunity to
develop the system through this partnership with
Manulife, but the results that we’re seeing with this
system, we’re quite pleased. This is also something that
I think is going to be very important for Manulife in
terms of developing and enhancing the brand.”
Manulife, which receives nearly 28,000 calls a
day, is also offering this service to its retail
advisors contacting the insurance firm to find
out product information, to place new business
or to check existing business on behalf of their
customers.
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“This customer-focused technology provides a
more natural, faster, and more enhanced customer
experience within our call centres,” says Marianne
Harrison, president and CEO at Manulife Canada. “No
more PINs or passwords to remember – customers just
use their voice as their password. The introduction of
these enhancements is another example of Manulife’s
commitment to providing customers with innovative,
forward-thinking solutions for a superior customer
experience.”
Manulife has posted a video demonstrating how
Nuance’s voice biometrics and NLU solution works.
Previously reported, Nuance Communications
announced that the Australian Taxation Office
(ATO) has deployed voice biometrics solutions
in ATO’s call center in an effort to build stronger
customer relationships with taxpayers and improve
authentication by replacing its previous security
questioning system.

Precise Biometrics licenses fingerprint
products to JP Sensor
Precise Biometrics announced it has entered an
agreement with Taiwanese sensor manufacturer
JP Sensor Corporation to license the company’s
fingerprint recognition products, Precise BioMatch
Embedded and Precise BioMatch Mobile.
Under the license agreement, Precise Biometrics will
receive royalty revenue based on sales of fingerprint
sensors from JP Sensor that includes Precise BioMatch
Embedded or Precise BioMatch Mobile.
The royalties are based on volume and cannot yet be
determined .The agreement also includes a limited
initial fixed fee for the right to integrate and use Precise
Biometrics’ software and for support and maintenance,
which will be recognized starting in the third quarter
of 2015.
“JP Sensor is among other things developing smart
cards with integrated touch sensors, initially targeting
Chinese banks,” said Håkan Persson, CEO of Precise
Biometrics. “This is an ideal application for our
fingerprint authentication software Precise BioMatch
Embedded.
The agreement also includes our software Precise
BioMatch Mobile, which further strengthens our
position as the leading supplier of fingerprint
technology software for mobile devices. We welcome
JP Sensor as a partner and appreciate the trust they put
in us by selecting our products.”
Precise BioMatch Embedded provides easy integration
of fingerprint matching functionality for various

environments and applications through its patented
hybrid algorithm.
Meanwhile, Precise BioMatch Mobile enables
smartphones and tablet makers to easily integrate
fingerprint matching functionality into their devices,
and is optimized for small touch sensors in mobile
environments through its patented hybrid algorithm.
Both software quickly, accurately, and securely
verifies the user’s identity, providing a seamless user
experience when unlocking a device or authenticating
to services, while delivering improved security.
JP Sensor is developing a range of fingerprint
authentication systems with integrated embedded
CPUs targeting applications such as smart cards, safety
boxes, door locks and suitcases.
Previously reported, Precise Biometrics and Fingerprint
Cards (FPC) are providing the fingerprint technology
for three QiKu smartphones.

Selfies to emerge as both payment,
anti-fraud solution
MasterCard is now encouraging everyone to use their
smartphones to ‘take a selfie’. The payment company
is currently testing new facial recognition technology
that would let customers verify their identity by taking a
self-portrait photo with a camera phone.
Typically, selfies are shared on social networking
services such as Facebook, Instagram and Twitter.
They are usually flattering and made to appear casual.
Most selfies are taken with a camera phone which is
held at arm’s length or pointed at a mirror. A typical
selfie, usually shot from a high angle, exaggerates the
size of the eyes and gives the impression of a slender
pointed chin.
Over the past few years, the ‘selfie’ has become so
popular that the word continues to dominate our
cultural consciousness, and has even entered the
Oxford English Dictionary. In 2013, it was the Oxford
Dictionaries ‘Word of the Year’.
The jury is out on whether the ‘selfie’ however is in
good taste. At the end of 2013, British Prime Minister
David Cameron, US President Barack Obama and Danish
Prime Minister Helle Thorning-Schmidt were criticized
as being crass, cheesy and tasteless for posing for a
selfie at Nelson Mandela’s memorial service.
Other studies have claimed that posting photos of
oneself now represent an socially-accepted form of
online vanity, that concurrently correlates to lower
levels of social support and intimacy with one’s social
network connections.
Whatever one thinks of the selfie trend, it has become
so popular that it can be described as a phenomenon,
which has made it marketable concept.
According to Kimberly Little Sutherland, Senior
Director of Identity Management Strategy at LexisNexis
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Nuance’s combined technologies enable Manulife to
improve customer security while eliminating up to four
steps in the authentication process which will cut down
the amount of time spent by customers on calls with
the insurer.

Biometric Newsbytes
Risk Solutions, the selfie is a popular, marketable
concept because it is both ‘personal and relatable’.

Biometric Newsbytes

According to Sutherland: “Consumers are willing
to test out the technology because they are open
to experiencing it.” Sutherland notes that research
in the “Samsung/OnePoll, HTC One Selfie
Phenomenon” report, published in 2013, claims
that selfies accounted for 30% of pictures taken by
those aged 18-24. She now estimates that selfies
currently account for 80% of pictures taken by that
demographic.
Since the newest generation of smartphones
will now contain 16-megapixel camera modules,
Sutherland believes that mobile devices will be a
‘transformative’ tool that will fundamentally change
the way identity management and higher risk
transactions will be conducted.
She expects that the selfie concept, will be marketed
as a means to purchase products and services
vis-a-vis mobile devices. The facial recognition
technology unlying the ‘selfie’ authentication
process will both leverage liveness detection and
document verification from real IDs to ensure a
consumer’s authenticity, along with other typical

elements that impact biometrics, according
to Sutherland, which include, enrollment,
storage, error rate, exception process, and user
experience.
The aim for ‘selfie’ authentication is to integrate
biometrics into an overall payment experience. A
report from CNN Money states that MasterCard is
working on a system that would achieve just that.
As BiometricUpdate.com previously reported,
MasterCard has partnered with all major
smartphone manufacturers, including Apple,
BlackBerry, Google, Microsoft and Samsung,
and is currently finalizing agreements with two
major banks. Consumers will be able to use the
selfie feature by downloading and logging into
the MasterCard phone app. When users make
an online purchase they will be asked to stare at
the phone and blink once, which prevents a thief
from simply holding up a photo of the customer in
an effort to access the system. The system, which
is currently being tested by 500 users, will be
employed to speed transactions and guard against
online fraud.

Most accurate & secured
Finger Vein Authentication solutions.

Let's create a secure future

Visit us at booth F255

Biometrics in developing countries

Some of these projects are truly vast in scope. The
Aadhaar scheme in India is enrolling something in
the region of 1.1bn people, and the EKCP project in
Indonesia covers around 172m people.

where just four to five large banks are able to dictate
standards. “Financial fraud is rampant and there is
a need to have systems in place that can irrefutably
verify the identity of an individual,” he says.

“These are enormous projects, both in the number
of people that they’re enrolling, but also in the
complexity,” says Justin Hughes, a procurement and
supply chain expert for PA Consulting Group who
has led the company’s work with the United Nations
and the NGO sector. “The Indonesia one, which we
looked at, did just over 100 million in the first year,
and issued 60-odd million ID cards across about 17,500
islands, or something crazy. It was a huge exercise,
and when you think the UK has six or seven passportissuing offices and a population of 60 million people,
these are on an entirely different scale to what we
would be used to in Europe.”

Missing infrastructure
The combination of need and opportunity is most
evident where biometric identification programmes
are being adopted not to augment or replace current
administrative infrastructures, but where they don’t
exist in the first place, at least in any meaningful or
useful way.“I think that they start off with bit of a clean
slate, some of them,” says Alan Gelb, senior fellow at
the Centre for Global Development. “They don’t have
good registries, but they do have a lot of confusion.”
Where systems are already in place to validate an
individual’s identity, they are often insecure
or badly broken. “That system may include
a broken welfare distribution process
that is unable to determine a ‘proof of
life’ of an individual, or a national
programme that does not account for
illiteracy,” explains Greg Sarrail, VP
for solutions business development
Biometrics, HID Global.

Delivering services
One driving force behind many of these programmes
is national security – a fairly obvious reason for
wanting to have an accurate database of your
country’s citizens. But while, at least from a developed
nation perspective, it’s easy to perceive the hand of
Big Brother in many schemes, the reality is that the
true beneficiaries of most biometrics programmes are
the citizens themselves.
“If you look at countries like India, Pakistan and
Indonesia, they are all very concerned to use their
population data for things like making transfer
programmes more efficient, for providing services,”
says Gelb. “Many developing countries are providing
services to their populations on a scale which
European countries never did, at that level of income.”
To push benefits and services to the people that need
them is aided immeasurably if you know who they are
and if they can prove
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Other examples, he says, are where
journalist specialising in information security
a programme is using a credential
and biometrics. He is the editor of Network
that is easy to counterfeit, or a
Security and Computer Fraud & Security, also
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to
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a specific service: “Many developing
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due to a smaller ecosystem of providers as
well.” He gives the example of the financial
sector in countries such as Brazil and South Africa
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If you follow the news of large-scale biometrics programmes, one fact becomes immediately
obvious. A surprisingly large percentage of these initiatives are in developing nations.
At least, it’s a surprise until you start looking more closely at the context in which these
programmes are being implemented. In many cases, the situation is ripe for such solutions
because of both need and opportunity.
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their identity. Indeed, it’s often claimed that a key
advantage of biometric programmes is in helping
to provide previously forgotten or disenfranchised
people with official proof of their existence. The
Centre for Global Development estimates as many
as half of all births in developing nations are not
registered. In the Philippines, as many as 60% of
the population doesn’t have reliable or valid official
identification documents. But Gelb believes the
situation is more nuanced than that.
“This is actually quite a difficult question,” he says.
“Many of these people do exist in the sense that they
may have certain types of credentials. It could be an
affidavit from a local chief. It could be a ration card.
It could be a residence permit. So in that sense, they
exist. But they do not necessarily exist in terms of
registration processes, so they may not have what I
would call a robust legal identity.”

Government benefits
With that robust identity, whole new tranches of
people now have access to government services
and benefits, including healthcare, grants, official
documentation such as passports and driving licences,
the ability to purchase land or register property and
the right to vote.
In the area of healthcare, for example, Sarrail lists
some of the key benefits as: enhanced patient safety
through proper patient identity validation through a
registration system; eliminating fraudulent claims;
better caregiver satisfaction through enhanced
workflow and access to systems – for example,
simple one-touch access to networks, applications
and transaction-based authentication; and simplified
regulatory compliance to validate the authority of
a physician, caregiver or pharmacist when using
electronic means to prescribe controlled substances.
He also gives the example of a vaccination programme
in Benin.

“Fingerprint biometrics was used to properly identify
mothers and their children when they vaccinated
their child... Prior to this programme, in some
instances a black Sharpie pen was used on the back
of the mother’s and child’s hands. Because these
vaccinations were provided at no cost, mothers often
brought their child multiple times to receive the same
vaccination. This programme helped to curb overvaccination and provided a portable record of the
drug delivery.”
There’s also the issue of children not getting
vaccinated at all. Although there were initial concerns
that the fingerprints of babies and children are
not sufficiently reliable to be used in this way, the
technology has improved to the point where these
concerns have fallen away.
In one development, researchers at Michigan State
University, funded by the Bill and Melinda Gates
Foundation, used off-the-shelf equipment to create a
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Alan Gelb:
Senior fellow at the
Centre for Global
Development:
“Many developing countries
are providing services to
their populations on a scale
which European countries
never did”

solution
that could
compensate for the small
size of children’s fingertips.1 The resulting system
provides far more accurate and reliable patent records
than paper-based methods, where records are easily
lost or damaged.

Banking and commercial
There are commercial applications, too, such as
workplace solutions including attendance and
authorisation, and banking. Access to banking is
about more than convenient money management.
“Bank accounts are critical as they are the backbone
for other systems such as welfare distribution,”
says Sarrail.“Without a bank account, it’s difficult to
provide someone with a benefit distribution while
keeping a concrete record. Once a bank is able to
issue a welfare payment and prove that the individual
is who he or she claims to be, there is an opportunity
to offer other banking services such as a bank
account, money transfer, etc.”
He points out that at a single bank in Brazil, a
fingerprint sensor is used to verify the user’s identity
in around 110m transactions a month.“While the use
of a biometric sensor is optional for its end users,
the adoption rate is over 80% and the bank is able to
provide even greater convenience to their customers
by allowing cardless transactions,” he says. According
to the latest ATM Marketplace ‘Future Trends 2015’,
cardless transactions could be the largest trend in
2015 and the rising interest in integrating a biometric
sensor into an ATM will further strengthen this shift to
cardless.2

Mutually linked
It may seem as though some of the advantages of
these schemes favour the organisations running them
– in terms of saved costs, for example – and others

Feature

“You have something like the RSBY programme in
India, which is about a hundred million people, and
provides health insurance for the poor,” says Gelb.
“You would not be able to run a programme like that if
you were not able to identify the individuals when they
come in for a service at a hospital.”
Other significant examples, he says are the Benazir
Bhutto programme and the Flood Relief programme
in Pakistan, “two very interesting cases where the
targeting of benefits to individuals is only possible
because you have a very strong individual ID system.”
And there’s also the South African Social Security
Agency (SASSA), which used biometrics to manage
social transfers.

Pressing issues
Much of this is to do with making programmes more
efficient. But there are other applications for biometrics
in developing nations that tackle issues that can be
even more pressing.
One of these is waste – of funds and resources – that
stems from fraud and corruption. For example, one
article puts the cost of ‘ghost’ workers – people who
appear on the payroll but don’t exist – at millions of
dollars a year in countries such as India, Nigeria,
Zimbabwe and Afghanistan.4 An investigation in
Zimbabwe turned up more than 75,000 ghost workers
at government ministries – around 40% of the payroll.5
And in Nigeria, the use of fingerprint scanners to
identify workers managed to kick 43,000 ‘workers’ off
the public payroll, saving $75m.6
Many transfer programmes suffer ‘leakage’ issues,
where funds are siphoned off as they pass down
through a chain of organisations and managers – a
problem that’s particularly severe when the money is in
the form of cash. In India, some estimates say as much
as a quarter of social payment programme funds are
lost to leakage.
If you can identify intended recipients individually –
and especially if they have access to banking facilities
– then you can eliminate this chain and the waste that
goes with it. “You have a direct channel for payment
of any kind of compensation,” says Gelb, “which is
out of the hands of those who are actually running the
programme.”
As Sarrail explains: “Biometrics attaches an irrefutable
record of access to an action, access or document. In
all other cases, individuals can claim that they were
not present at the time that the action was taken. For
example, while digital signatures are accepted as a
secure means of signing a document, they require both
a certificate and a PIN. These can be and are shared
among individuals, causing some doubt about the

validity of their use.” With the certainty that comes
with biometrics, he says, this doubt – and the potential
for fraud is removed.

Disaster relief
Leakage is also a problem in disaster relief efforts.
Organisation is often ad hocand vulnerable to
corruption. But the use of biometrics goes beyond
eliminating fraud.“
Food and non-food aid provision, and food
distribution, was one of the original use cases,” says
Hughes. “It’s also a population fixing tool for when
you’ve got mass migration, when you’ve got refugees
streaming across a border. It provides the ability to
create a database that doesn’t necessarily identify an
individual, but says ‘have I already seen you before?’
and ‘can I approximate a size of a population based
on fixing a biometric point?’. Mobile health has been
another increasing area of using biometrics to identify
people, in order to be able to pull up a vaccination
record or a patient record.”
It isn’t just a case of biometric systems being more
efficient than paper-based ones – sometimes there’s
little alternative. “When people flee a disaster zone
or a conflict zone, they don’t take papers with them,
and they don’t have the opportunity to bring any other
form of documentation with them,” says Hughes. “Or
they may have discarded their papers intentionally,
if they felt that carrying a passport identifying them
as part of a particular group may have increased a
risk. So for a number of different reasons, people
will often not appear with what we would recognise
as a traditional paper-based or card-based form of
identification. With biometrics, you’re carrying your
identity card with you on your fingers or on your
irises, so that’s been the main advantage, and the
fact that there is this level of technological rigour
around it.”

Measure effectiveness
How effective have biometric systems been in these
situations? Hughes thinks the picture is somewhat
muddy. “Benefit tracking has been quite poor in
some of these schemes, and there’s been a bit of an
element of a fad about some of them. For example,
with biometric voter enrolment as a way of eliminating
ghost voters, the record-keeping pre- and post- has
shown that the ability to actually quantify and say, yes,
this has had a measurable effect, or no it hasn’t, has
been quite poor. There are a lot of perception-related
benefits and a lot of deterrent-based benefits that
people have cited anecdotally. But in terms of being
able to measure ‘we had X many voters and we saw a
drop of X% on that basis’ is quite intermittent.”
He also believes that some of these solutions might
have been deployed too soon, before appropriate
technology was ready. “You’re still seeing devices that
were designed to operate in an airport in Western
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focus more on the recipients. But the truth is that the
two sides are linked. In many cases, the people at the
end of the system are better off because biometric
technology has enabled a programme that wouldn’t be
possible otherwise.
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Europe being deployed in the middle of a very
technology-light developing country, and so that leads
to a number of problems,” he says. Sometimes the
technology doesn’t quite work as promised. “There
are a number of examples where things have gone
wrong all the way from the actual hardware at the
beginning through to the fact that the data packet has
been too large to be sent on a developing country’s
Internet infrastructure. Power’s up and down all the
time, which affects the abilities of systems to stay up
and running.”
He quotes the example of the Kenya election in
March 2013, where there were problems with the
recognition hardware, power issues and transmission
issues. “Biometrics has been billed as a magic bullet
that can detect anybody’s identity totally uniquely.
But it isn’t the only solution, and it has to be done in
line with good processes, good governance and good
system design.”

Why biometrics?
That raises the question of why one would use a
biometric solution to tackle these issues. When it
comes to providing people with a solid identity, for
example, Gelb asks: “If you look at the alternatives
to biometrics, what do you have? You can go back to
the old types of systems, which existed in, say, the
UK back in the 1700s, where things were done on
a local or parish basis. And some countries do this.
For example, I believe in Ethiopia, the registration
card is actually granted by the ‘kebele’, or district.
That is where you are known, that is where you get
your credential. There is a way of knowing, oh yes,
we know this person – it’s a biographical knowledge
of an individual. But that breaks down as you start
to get more mobility. There is no portability in that
credential. Even if you know it’s a good credential,
you don’t know whether the individual holding the
credential is actually the right person.”
Biometrics are being used in two important ways,
he says. The first is to authenticate individuals, to
associate them firmly with a credential, with picture
ID being the simplest, albeit crudest, method. And the
other way is to make sure that the credential itself is
unique. “There is no other technology that can do that
on a large scale,” he says.
This is echoed by Sarrail, who says:

“Using a biometric characteristic to authenticate an
individual is the only way to determine, without any
doubt, that the individual is the person that they claim
to be. Biometric information is ubiquitous, unique,
measurable, convenient and it can’t be shared.
Enrolment is a fast process and the results
are credible.”
Often, the biometric technology is just part of the
solution. “But it does have a very crucial role in the
layering of increased security,” says Hughes. “Part of
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Greg Sarrail:
“Using a biometric
characteristic to authenticate
an individual is the only way to
determine, without any doubt,
that the individual is the person
that they claim to be.”

that is linked to the
fact that the actual
benefit associated with
biometrics programmes
has been increasing as
it gets better and more accepted
and more trusted.”

There’s also a move towards
multimodal systems, rather than just fingerprint
systems – partly in recognition that developing
nations have a high percentage of manual workers
whose fingertips tend to be rather worn and difficult
to scan.

Missing people
When the delivery of important benefits and services
becomes dependent on a specific system – however
efficient it might be, and however much better it is than
what went before – is there still a danger of people
falling off the system somehow, or being missed?“
I think there is,” says Gelb, “and I think all of those
systems need to have really well-documented and
functioning grievance programmes. Suppose you
have a system where the ID system is basically weak,
and everyone knows it’s weak; in that case, if there’s
a mistake, it’s much easier to deal with than if you
have a case where the system is very strong, and the
proposition is, that if someone is not included, or is
not properly identified, that’s not the system’s problem
– that’s your problem. So in a way, the stronger you
make the system, I think the more careful you have
to be about the people who may come forward with
complaints, because it becomes more difficult to
fight it.”
How well has that been handled? Gelb thinks this
is currently unclear. “There are not many cases
where we get a really good picture of the grievance
processes. There have been several studies, but only
one to my knowledge is public, of the Pakistan Flood
Relief programme, that looks at this question. And it
shows that there were a lot of grievances, not because
of the ID programme, but because the ID programme,
coupled with the individual transfers, meant that you
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The processes to deal with this were initially poor,
he says, but have improved. It highlights that you
need documentation of exclusion errors and a robust
process for resolving them.

Lack of resistance
The apparently enthusiastic takeup of biometric
solutions in emerging nations is partly a perception
created in contrast to what’s happening in the
developed world, which is often, to use Gelb’s
phrase, “allergic” to this technology. In many
nations, and especially the US, biometrics – and
particularly fingerprints – are often associated with
criminality. And recent revelations about large-scale
snooping by organisations such as the National
Security Agency (NSA) and the UK’s GCHQ have
done nothing to reduce the general level of suspicion
about governments’ attitudes to personal privacy.
In places like the US and Europe, there is a highly
developed fear of surveillance and a desire for privacy
safeguards.
According to Gelb, the same is not true of developing
nations. “When I was in Indonesia recently, I asked a
couple of questions about this in the village where I
was watching [biometric] registration, and the reaction
I got from the local people, you must be crazy – we
live in a village! We know everything about each
other,” he explains.
Sarrail points out that attitudes vary greatly from
country to country. “Biometrics is not an inherent
threat to privacy and can in fact enhance it,” he says,
“but Americans and Europeans tend to belabour the
point in a way that people in other regions do not.
The use of biometrics is also a way to treat each
individual equally. Biometrics do not discriminate
among occupation, age, sex, race or ethnicity. This is
important for voter registration, national ID, health or
welfare programmes.”

information into the hands of people who might
abuse it, using it for purposes for which it wasn’t
intended.
Gelb points out that this isn’t a one-way street and can
actually be a good thing. “If you take a look at South
Africa, for example, the data system that is used to
enable public transfers on a large scale, the whole
social safety net, that system was set up to support
Apartheid,” he says.

“It was set up for overly political and discriminatory
reasons, and then it was, in a sense, repurposed. The
same basic ID system was repurposed to provide a
basis for social transfers. So I believe it could go in
either direction. It’s not inherently good or bad.”
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had a highly selective system. There was quite a lot
of effort to prevent people from getting money who
should not have got money, so they were worried
about inclusion errors; but naturally, if you’re worrying
about inclusion errors, you have a system which has a
risk of exclusion errors, and there were a lot.”

Feature

Spoofing: are the hackers beating biometrics?

Feature

The spoofing of high profile fingerprint ID systems on Apple and Samsung smartphones has
dented the credibility of biometrics authentication checks. We look at the latest spoofing
attacks and defences and examine whether people can still trust biometric security.
Hackers love a challenge and there have been some
notable spoofs of biometric ID technology. Famously,
two days after the Apple iPhone 5s appeared with its
new TouchID fingerprint security in September 2013,
the Hamburgbased Chaos Computer Club managed
to hack the phone’s fingerprint reader using a latex
model of a print taken from the ‘victim’ created on a
3D printer. Later that year, the CCC even managed
to copy fingerprints from a photo of a victim’s hand,
avoiding the need to lift their actual prints.

can generate the image of your fingerprint. After that
you can do whatever you want.”

So it was less shocking when in April this year,
researchers at security firm FireEye bypassed the
fingerprint checking system on another major
smartphone, the Samsung Galaxy S5. FireEye’s Tao
Wei and Yulong Zhang hacked into the device’s
Android operating system to intercept the data
collected by the fingerprint sensors, before it could be
encrypted and stored in the phone’s so-called
safe zone.

Certainly, there have been enough examples of
spoofing ‘in the wild’, as well as in the labs, for
security experts to accept that biometrics hacking has
in some respects become easy and commonplace.

While their attack only worked on older pre-Lollipop
versions of the OS, FireEye said it could also
potentially be used on other Android-based phones
protected by fingerprint scanning – which include
devices from the likes of Huawei, Motorola and HTC.
“Every time you touch the fingerprint sensor, the
attacker can steal your fingerprint,” Zhang told Forbes
Magazine. “You can get
the data and from
the data you

So just how susceptible are fingerprinting and
other forms of biometrics-based security? Are ways
being found to combat the spoofing – or are these
attacks justifiably undermining public trust
in biometrics?

Real-life spoofs

Among the known cases, in 2008 a South Korean
woman who was barred from entering Japan fooled
the supposedly state-of-the-art fingerprint scanning
systems at the country’s airports using special tape
stuck on her fingers. Two years ago, Brazilian doctor
Thaune Nunes Ferreira also made global headlines
when she was charged with fraud after being caught
using six different silicone fingertips to clock in some
of her co-workers in their absence. And there have
been other similar cases of ‘buddy-punching’ reported
in the US and India.
As Tyler Moffitt, a senior threat research analyst at
Webroot, told us: “You can spoof fingerprint scanners
like Microsoft’s Fingerprint Reader and APC Biometric
Security using cheap household items like Crayola
Model Magic and RoseArt Modelling Clay. This is one
of the more notorious ways of fooling biometrics.”
“Facial recognition technology is at its early stage
now, where a photo can be used to spoof the user
because current cameras are two-dimensional. Facial
recognition algorithms are getting sophisticated and
are now asking users to blink or smile, etc, but facial
recognition today is more spoofable than fingerprint
biometrics.”

About the author

Mark Cornett, chief operating officer of spoof
mitigation solutions provider NexID Biometrics,
also pointed to the widespread opportunities for
hackers. “In the fingerprint domain, we have tested
scores of sensors over recent years and have been
able to spoof all of them with multple spoofing
materials. These materials are readily available and
recipes for making and using spoofs are easily found
on the internet,” he says.

Tim Ring is a freelance technology and
business journalist specialising in
cyber security.
Email: timring@ntlworld.com.

Fightback
Given these shortcomings, what defences are being
developed to stop the spoofs? Isabelle Moeller,
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chief executive
of the Biometrics
Institute, explained how
the industry is fighting
back: “There are a
number of technologies, both software and hardware,
that can be used to detect spoofing attacks,” she
says. “The international community is addressing this
emerging area of technology through an ISO/ IEC
standards project to develop data interchange formats
and testing principles for software and hardware used
to combat biometric spoofing, called ‘spoof detection’
or ‘presentation attack detection’.”
Moeller said several organisations offer spoof
vulnerability testing, and the Institute itself has produced
a ‘Vulnerability Assessment Checklist’ to help suppliers
in this area. It has also developed a vulnerability
assessment method, which offers suppliers a way to
determine a level of assurance against a spoofing attack
for a particular threat on a particular technology. She
adds: “The Institute encourages any manufacturers
of equipment that include biometrics sensors to be
proactive in adopting detection technology to maximise
the chance of successfully rejecting a biometric spoof.”

Liveness tests
Among the specific defences being developed against
spoofing, industry experts are putting a lot of focus on
‘liveness’ detection. They point out that most known
cases of spoofing involve the use of artificial objects
like latex fingerprint moulds or static photos in fooling
fingerprint or face recognition systems. The ‘Holy
Grail’ in countering these threats is a hardware device
that can look beyond the surface and distinguish
between the features of live skin and copies of those
features.

Elsewhere, researchers have pioneered systems that
can detect whether the legitimate user is operating a
particular mouse, keyboard or phone by logging their
highly individual characteristics such as the number
of words they type per minute, the pressure they hit
the keys with, the way they ‘swipe’ a phone, or the
common typing mistakes they make.
Yahoo researchers recently came up with the idea
of ear scans, while scientists from New York’s
Binghamton University announced in June they had
developed a new method for identifying individuals
using brain signals. There are other projects to
identify people via implants that check their DNA
or heartbeats. Based on this, PayPal’s global head
of developed evangelism, Jonathan LeBlanc, told
the Wall Street Journal in April that traditional
biometrics like fingerprints and iris scanning have
become ‘antiquated’ and he was looking ahead to
authentication using biometric devices that people
either eat or have embedded inside them, to allow
‘natural body identification’.

Best biometrics
In terms of protection from spoofing, there is clearly
a pecking order in biometrics systems – and the
newer methods are at the top of the pecking order.
Kesanupalli at Nok Nok Labs says: “Face recognition

Researchers at
security firm
FireEye bypassed
the fingerprint
checking system on
the Samsung
Galaxy S5

There are a number of such systems in development or
on the market, such as M2SYS Technology’s M2-FuseID
biometric finger scanner, which can distinguish live
fingerprints from those made of artificial objects and
Morpho’s MorphoSmart Optic 301 reader, which in July
2013 became the first to gain German standards body
BSI’s Common Criteria certification for fingerprint
spoof detection in a biometric device.
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Tyler Moffitt,
Webroot:
“You can spoof
fingerprint scanners
using cheap
household items.”

But while such advances in defence technology are
clearly vital, they may also reinforce the view that
biometric technology is simply repeating the tit-for-tat
cycle of advances in attacks and defence leapfrogging
each other that we’ve seen with older forms of cyber
security. The question then is, can newer and more
secure forms of biometrics ID raise the bar to a
level where spoofing becomes all but impractical?
Certainly, the techniques currently being developed
are a mix of Orwellian and James Bond-like, as more
and more different body elements are brought into
play. Iris scanning has already established itself
alongside fingerprinting and face recognition, with
Fujitsu and Japanese mobile company NTT Docomo
recently showcasing this method in its smartphones,
using an infrared LED and a special camera.

Feature

Feature

Then there is the additional threat that, however
secure a biometric ID method is, the data gathered
could be stolen or intercepted in transit (as with the
FireEye spoof of the Samsung Galaxy S5), or hacked
from any database used to store it. “Any technology
that transmits is susceptible to spoofing because a
signal can interrupted and replayed,” White says.

Mark Cornett,
NexID Biometrics:
“Materials are readily
available and recipes for
making/ using spoofs
are easily found on the
internet.“

today is
more spoofable than
fingerprint biometrics.
Iris detection, though, is
stronger than either fingerprint
or face and difficult to spoof, because there is
nothing to physically capture.”
Likewise Moeller says:

“Different biometrics have different levels of resistance
to attack and different levels of difficulty in creating
a fake. Obtaining a picture of a person’s face from
the internet would in most cases not be difficult,
obtaining a fingerprint or iris would however be more
challenging and generally require inperson, live data
collection.”
Matt White, a senior manager in KPMG’s cyber
security practice, says: “Anything that doesn’t
rely on imaging is more difficult to spoof, such as
DNA samples. 3D face recognition is harder than
fingerprinting to spoof. And when you look at spoofing
for stopping something from working (rather than
fraudulent identification), it’s a lot harder to change a
person’s DNA than their fingerprint, which changes
naturally over time.”
“Anything that doesn’t rely on imaging is more difficult
to spoof, such as DNA samples. 3D face recognition is
harder than fingerprinting to spoof.”
Moffitt agrees:

Kesanupalli adds: “Organisations that rely on
servers to store biometrics or biometric data, have
a big problem if a database is compromised. Both
the organisation storing the biometrics on servers,
and also their users would be compromised, as
their fingerprints (or whatever biometric print) and
biometric data are exposed in the public domain.”
“Organisations that rely on servers to store
biometrics or biometric data, have a big problem if
a database is compromised. Both the organisation
storing the biometrics on servers, and also their
users would be compromised, as their fingerprints
(or whatever biometric print) and biometric data are
exposed in the public domain”
Ultimately, though, the problem is that however
advanced biometrics techniques become, they will
always be spoofable. Industry expert Dr Stephanie
Schuckers, director of the Center for Identification
and Technology Research (CITeR) and CEO of
NexID Biometrics, says simply: “Any biometric can
be faked. I don’t know of a biometric that can’t be
faked.” “Nothing is fool-proof,” adds KPMG’s White.

Case for biometrics
So if any system is spoofable, what’s to say that
biometrics could or should be trusted more than
traditional security methods? In fact, there are
plenty of reasons. Schuckers points out that while
a number of spoofs of biometric systems (such
as those cited above) have been reported: “Now
that we’ve had biometrics quite extensively in
government systems for over a decade, as well as
with the iPhone and some other devices for almost
two years now, it’s surprising that we’re not hearing
more of these actual cases. Of course if you’re very
good you won’t be detected – you have to keep that
in mind – but even given that, I only know of a few,
under 10.”

Drawbacks

Kesanupalli makes a similar point. He acknowledges
past spoofs of fingerprinting systems, but says:
“Fingerprint technology in the commercial market
has matured quite a bit in recent years, in terms
of spoofing. Fingerprint biometric technologies
are getting very sophisticated, and hackers are
increasingly challenged in any spoofing attempt.”

But even if, say, DNA-based ID methods become
established as the most spoof-proof, there are still
difficulties in such techniques gaining mass approval.
“The biggest problem with ‘futuristic biometrics’ is
trust,” says White. “Convincing consumers to use
something new is difficult enough, let alone getting
them to implant something into their body.”

He explains: “The process of lifting a fingerprint
from a table or a cup and extracting it and then
proceeding to make a fingerprint is not a trivial
job. Once done, then the one-off hacker would
have to find the right materials that may work in a
spoof. This kind of hack is more in the category of a
science experiment than a real-world threat. It’s so

“As it stands, DNA would be the highest level of
security in biometrics. It’s so accurate that problems
arise when forensic tests are conducted incorrectly
and skew a person’s identification code.”
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time-consuming and expensive that a hacker would
have to consider the target of very high value.”

Password problems
Contrast this with the security offered by ‘old-school’
username and password protection, exemplified by
the recent case where China (allegedly) hacked into
the US Office of Personnel Management and stole
the credentials of several million US government
employees in one swoop.

As well as better guarding against mass spoofing
or hacking attacks, experts argue that biometric ID
methods also offer a big security step forward for
today’s mobile device users. Moeller says:

“Whilst biometrics systems are not perfectly secure
against attack, for the vast majority of people they
are far more secure in practice than the use of weak
passwords. On mobile devices many people set no pin
or password at all – biometrics allows security without
the need to sacrifice convenience. Biometrics are not
a perfect and risk-less solution but they do provide
dramatically more convenience and considerably
more practical ‘as used’ security than passwords.”

Schuckers makes the point that, as long as biometricsbased systems are used in the right way, they are
not susceptible to such mass theft. “A lot of that has
to do with the way the systems are deployed,” she
says. “If you look at the iPhone and Samsung devices,
the biometrics information is stored locally – so one
hack can’t give you 6m, you would have to hack each
individual device, so this is the scalability of the attack.
“Like anything, the bar is moving – will we have
a change where biometrics can go into a cloud
environment? But part of the reason for storing the
biometrics locally in a very secure way is because
it makes it that much harder for someone to do
a large-scale attack. I am not aware of any largescale attacks related to spoofing.” The same point
is made by Kesanupalli who, along with his role at
Nok Nok Labs, is a VP with the FIDO Alliance, the
not-for-profit organisation of leading industry players
formed in 2012 to promote standard, multi-factor
and encryption-based authentication methods. One
crucial element of the approach FIDO advocates
is this avoidance of server-side authentication, he
explains. “Let me be clear about FIDO versus user ID
and password authentication. User ID and password
is always a server-side authentication and hackers
have proven their capabilities to hack servers in mass
attacks that steal millions, and even hundreds of
millions, of identities in a single shot. Once credentials
are harvested en masse, they can be used to attack
other sites.

“FIDO authentication eliminates the global massscale network and phishing attacks, as there is no
personal information sent across the wire. Man-in-the
middle attacks, like key logging, are seen as traffic

Isabelle Moeller:
“Encouraging suppliers
to be proactive in
adopting detection
technology”.
Statistics support this
argument. According to
Verizon’s ‘2014 Data Breach Investigations Report’,1
two-thirds of data breaches are due to lost and/
or stolen user names and passwords. This epic
security failure helps to explain why biometric ID
checking methods have moved into the mainstream.
A growing number of banks support biometrics and
Microsoft has now made it central to the security
system in its latest Windows 10 operating system
– in the shape of ‘Windows Hello’, a FIDO standardbased authentication system that offers users face,
1

‘2014 Data Breach Investigations Report’ Verizon. http://www.
verizonenterprise.com/ DBIR/2014/reports/rp_dbir-2014executive- summary_en_xg.pdf
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Moeller at the Biometrics Institute agrees: “Once
you move beyond the most basic face recognition
systems, obtaining a fingerprint or iris would be
challenging and generally require in-person, live
data collection. For instance, the task of collecting a
perfectly formed latent fingerprint and matching that
print to a target user is highly difficult in practice.
“The capture of a biometric is only half the story
however as for it to be used to attack a biometric
system, a fake must be made. The creation and use of
a successful fake is highly complex endeavour and is
extremely difficult to achieve outside of the laboratory.
Almost all reported successful attacks have included
the co-operation of the person that is having their
biometric faked.”

and must pass a challenge/response on the wire. This
uses public key cryptography, and every exchange
is different. Stolen user credentials are only useful
in unlocking one local device for use specific to
the device/user/web service. FIDO authentication
involves an encrypted exchange that carries
absolutely no information about the biometric used in
the local authentication of user to device.”

Feature
fingerprint or iris-based access to Windows
10-driven devices.

Best advice

Feature

Yet despite all this – and regardless of how advanced
and ‘mass market’ biometrics systems become – the
advice to organisations is not to rely on any sole
authentication method. As Webroot’s Moffitt says:
“While biometric security systems are becoming
increasingly sophisticated, they should never be
used as the single factor for authentication. Twofactor authentication is currently the best option
for device-level and payment security. It requires
the user to have access to two individually secure
methods of authentication to make use of a device
or access a system. Even if a weak password is used
for the first part, there is always an additional layer
of protection to check that the user is who they claim
to be.” Cornett agrees: “Multi-factor authentication
is the overall best approach to gaining greatest level
of security. The combination of (a) something you
know, (b) something you have and (c) something you
are, offers such security. And again, using biometrics
(something you are) that incorporate liveness and
spoof detection, affords even greater security.”
KPMG’s White says:

“At the end of the day it goes back to the cliché
of something you know, something you have and
something you are. Using all three is more effective
than just one, but nothing is foolproof.”

Best biometrics
So what’s the best option for organisations seeking
a cheap, practical and mass-market security
solution that is as spoof-proof as possible? Moffitt
believes: “Fingerprint combined with second-factor
authentication (not replacing passwords) would be
a good middle ground of cheap, easy and effective
security. Two-factor authentication combing
biometrics and a password really is the
most secure.”
But when it comes to choosing the best biometric
solution within this multi-factor approach, Schuckers
says: “I think ‘fingerprint is better than face, and vein
is better than fingerprint’ is the wrong way to think
about things. You have to look at how the whole
system’s implemented, where the information is
stored, how it’s stored, where the software’s running
in your systems. Pitting one biometric against another
is not the right way to go. “It’s also important to
make sure you have a backup password for when the
biometric authen tication fails, that’s not the same
as the one you use for the two-factor authentication
portion.” Beyond that, Schuckers believes liveness
detection is crucial in any organisation’s choice
of biometrics-based security.
“Companies need to have liveness on their horizon,”
she says.
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Stephanie Schuckers,
CITeR and NexID
Biometrics:
“Any biometric can be
faked. I don’t know of a
biometric that can’t be
faked.”

“What will make a
biometric work great
is the liveness piece,
because what that’s
saying is ‘I know I’ve
just measured a biometric
from that person, at that time
and place where I need to make a decision.
And I’ll make that bank transfer because I know
that live finger just gave that approval’. “If you don’t
have liveness on your radar, you’re missing the boat
because that’s going to give biometrics that much
more power. It gives you the convenience, which is
what we all want – you don’t have to remember all
these user names and passwords. But the scale of the
problem will change and as it changes you need to
have liveness on your horizon.”

Kesanupalli agrees, saying the best way to counter
spoofing is “liveness detection and multi-factor
authentication. Even for very high value targets
who could be at more risk of a hack, when using
multiple factors for local authentication, hackers
are doubly challenged and likely deterred by the
higher bar.” In summary, the expert view is that while
cyber-criminals can be expected to eventually spoof
every new biometrics ID method that comes along,
liveness detection, combined with two or multi-factor
authentication, offers genuine hope of securing
companies and devices.
As KPMG’s White concludes:

“There is no guaranteed way to counter spoofing
as it’s an inevitability of life that the ‘bad guys’ will
always find a way to beat the good guys. That said,
all is not lost…the trick is to use the right tools to
make their job hard enough that they will go after
someone else (or get caught trying).
“Using combinations of biometrics and other
security features is a pragmatic way of doing this
and shouldn’t come as a surprise to many. After all,
you wouldn’t have a biometric lock and then a door
made of paper – so why not have a biometric lock
and a password?”
This feature was first published in Biometric Technology Today.
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Silver Sponsors

Sponsors

Daon
Daon is a leading global provider of award-winning identity
lifecycle and identity intelligence solutions, products and
services chosen by governments and large commercial
organizations worldwide. Our industry-leading thought
leadership in identity and biometric assurance software has
fuelled national security programs managing over 800 million
identities in Australia, Europe, Africa, the Middle East, Asia, and the
Americas.
Daon customers require enterprise solutions providing the highest levels of
privacy, security, performance, scalability, and reliability available today. Our
international reputation for excellence stems from a deep understanding of our
customers’ requirements, an innovative product suite powered by an open COT
platform, and an unparalleled depth of technical industry expertise.
Staffed by a team of highly experienced engineers and consultants with deep
domain knowledge and a lifetime of experience in this industry, Daon solutions
set the standard for excellence in identity lifecycle solutions.
Find out more at: www.daon.com

PwC
PwC’s capabilities create value for companies,
governments and citizens worldwide by building trust and
helping to solve society’s most important problems, from
strategy through execution. Our global network of advisory
professionals means that we can bring the right skills and
capabilities to help our clients achieve success anywhere
around the world. PwC is uniquely positioned to tackle the crosscutting challenges of identity and authentication locally and globally across
all industries; for example, from border management to financial services,
government and ICT.
Find out more at: www.pwc.lu
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Exhibitor Profiles
STAND: W240

STAND: F260
2.3.2.2

Aware Inc.

Contact Information
David Benini • Tel: +1 781 687 0306
Email: dbenini@aware.com
Web: www.aware.com

STAND: W130

Biometrics Institute
The Biometrics Institute is
an independent membership
organisation with offices in
Sydney, Australia and London.
It provides an impartial
international forum for biometric users and has the key
mission of promoting the responsible use of biometrics.
To date we have over 180 member organisations from
around the world.
Products and Services
• Education and Training
• Best-practice guides

Contact Information
Isabelle Moeller • Email: manager@biometricsinstitute.org
Web: www.biometricsinstitute.org

Center for Identification
Technology Research –
CITeR
CITeR is a National Science
Foundation (NSF) Industry/University Cooperative
Research Center (I/UCRC).
Our mission is to work in partnership with our government
and industry stakeholders to advance the state of the art
in human identification capabilities through coordinated
university research. We achieve this mission through
cross-cutting research of emerging enabling technologies,
interdisciplinary training of scientists and engineers,
and facilitation of technology transfer to the private and
government sectors through its affiliates.
European Cooperative Identification Technology Research
Consortium
The European Cooperative Identification Technology
Research Consortium (EAB-CITeR) is established after
the model of the US based Center for Identification
Technology Research (US-CITeR). The EAB-CITeR and the
US-CITeR are seeking close cooperation while remaining
independent consortia. The EAB-CITeR shall maintain
a mechanism whereby the environment of registered
EAB-CITeR ‘Institutional Members’ can be used to carry
out high quality research, to train talented engineers
and researchers and to foster technology transfer from
academia to the industry.

Contact Information
Web: www.clarkson.edu/citer

STAND: F150

Cognitec Systems
Cognitec develops marketleading face recognition
technology and applications
for enterprise and government
customers around the world.
Various independent evaluation tests have proven the v
premier performance of the FaceVACS® software.
Cognitec’s portfolio includes products for facial image
database search, video screening and analytics, border
control, ICAO-compliant photo capturing and facial image
quality assessment. Corporate headquarters are located
in Dresden, Germany; other offices are in Miami, FL;
Rockland, MA; and Sydney, Australia.

Contact Information
Web: www.cognitec.com
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Aware provides COTS, standardsbased biometrics software for
applications including law
enforcement, border management,
defense, and credentialing. Our
products include SDKs, workstation applications (.NET
and browser-based), BioComponents (controls/applets),
Biometric Services Platform (BioSP™), and Nexa™
biometric matching SDKs. Each product provides granular,
modular functionality and is available a la carte. They
perform a wide range of critical biometric functions for
fingerprint, face, and iris modalities, including image
autocapture, hardware abstraction, data formatting,
workflow, and biometric matching.

Exhibitor Profiles

STAND: F350

STAND: 255

DERMALOG
Identification
Systems

Fujisoft Inc.

The German software company is a global market leader
in biometric solutions. With products ranging from hightechnology AFIS and border control systems, to the
most secure identity card in the world, DERMALOG
has more than 20 years’ experience in the research and
development of biometric products and procedures. The
Automated Fingerprint Identification System (AFIS) is the
company’s core product. It achieves the highest possible
identification and hit rates in service – in small and large
databases.

Fujisoft is Japan’s single
largest independent
system integrator, with
more than 45 years of
experience in embedded
and control technologies. The company has a presence in
23 locations across Japan and in over 11 countries around
the world. Fujisoft offers the most accurate and secured
patented finger vein biometric technology. The patented
finger vein technology has been the preferred technology
and implemented by corporations and governmental
agencies across the world. Come and experience the
future of biometrics at Booth No. F255.

Product and Services

Products and Services

•
•
•
•
•
•
•
•
•
•
•
•

•

Emerging biometrics

•

Enrolment architecture

•

Finger vein ID and authentication

•

Mobile biometric device

•

Smart card/On-card matching

•

Vein

AFIS/Livescan
Document readers
Emerging biometrics
Enrolment architecture
Fingerprint
Hand
Liveness detection
Middleware
Mobile biometric device
Multimodal
Signature
Smart card/On-card matching

Contact Information
Debashis Mazumdar/Hiroki Ochiai
Tel: +81 45 650 9179 • Email: mofiria@fsi.co.jp
Web: www.fsi.co.jp

Contact Information
Henning Nehse • Tel: +49 40 4132270
Email: henning.nehse@dermalog.com
Web: www.dermalog.com

STAND: F170

Gradiant

STAND: F180

Gradiant is a private R&D Centre,
located in Vigo, Spain, with 93
engineers (23 with PhDs). Gradiant
brings you multi-platform solutions for
face, handwritten signature and speaker recognition.

Elsevier
Elsevier is a leading international
publisher of computer science
journals, books and electronic
products.
By delivering first class information
and innovative tools, we continue to
refine our portfolio to serve the research needs of industry
professionals, researchers and students worldwide.
We are proud to play an integral part within the computer
science community and to participate in the advancement
of this field.
Visit our booth F180 to meet publishers and view the latest
journal information on biometrics.
We look forward to meeting you!

Face: Created for mobile scenarios, with embedded,
real-time processing; liveness detection; fully
compatible templates between computer and
smartphones.

•

Signature: Dynamic signature for improved
performance; compatible with signature tablets and
smartphones; configurable enrolment and security
levels; detection of easy-to-forge signatures and
template coherence.

•

Speaker: Text-independent verification; text-dependent
liveness check.

Products and Services
•
•
•
•
•

Product and Services
•

•

Education and training

Contact Information
Suzanne Abbott, Journal Publisher Computer Science,
Security and Robotics
Email: s.abbott@elsevier.com
Web: www.elsevier.com/computerscience
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Face
Liveness detection
Multimodal
Signature
Voice

Contact Information
Daniel Ramos • Tel: +34 627 53 40 09
Email: dramos@gradiant.org
Web: www.gradiant.org
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STAND: F245

HID Global is the trusted
leader in products, services
and solutions related to the
creation, management, and
use of secure identities. Our
Lumidigm® multispectral imaging technology, innovative
software and biometric fingerprint sensors allow
customers to know ‘who’ to a high degree of certainty.
Call HID Global for biometric authentication solutions
needed for banking, healthcare, commercial and
government applications.

Contact Information
Web: www.hidglobal.com/lumidigm

STAND: F175

Hoyos Labs
Hoyos Labs is the leading global
authentication infrastructure
and digital property
management company with
security, computer vision,
biometrics, and big data experts. The goal of Hoyos Labs
is to develop and deploy enterprise and consumer identity
assertion technology platforms that will conveniently and
securely address the identity assertion and authentication
challenges of today. Hoyos Labs currently has offices
in New York, Boston, San Juan (Puerto Rico), Bucharest
(Romania), Beijing (China), and Oxford (United Kingdom).

Contact Information
Web: www.hoyoslabs.com

STAND: F125

Huima
ShenZhen HuiMa Technology
Co., Ltd, was established
in 2012 for the design/
manufacture of tablet PC/
Android box/TV dongle/power banks and has become a
specialized exporter of various products.
With eight SMT lines/30 assembling lines, the company
has a strong R&D team, professional services team &
quality control team. Customized products and normal
ODM/OEM order/branding is available. The company
has particular expertise in biometrics products/fingerprint
tablet PC/fingerprint printer etc. and industrial devices
for application in the telecoms, banking, government
identification and smart payments sectors.

Contact Information
Alita Taotao • Tel: +86 18676703466
Email: Sales@huimagroup.com
Website: www.huima.cc/en.html

ICON UK – xyzmo
e-Signature
Solutions
Handwritten biometric e-Signature solutions for managing
identity and increasing efficiency with:
•

Real-time identification for fraud avoidance;

•

Strongest UK/EU legal evidential weight;

•

Secure, standards-based e-Signature portfolio.

Step-change efficiencies and opportunities for paper
replacement in every sector and use including
compliance, sales/service productivity, QA, citizenship,
mobile working, contracting, on-boarding, risk
management, etc.
Dynamic biometric signature profiles from xyzmo have
‘SIGNificant’ advantages over static biometrics. Explore
your ROI and why consumers prefer handwritten
biometric e-signatures.
Products and Services
•

Enrolment architecture

•

Mobile biometric device

•

Signature

Contact Information
Chris Jones • Tel: +44 (0)1256 760042
Email: info@Icon-UK.net
Web: www.icon-uk.net and www.xyzmo.com

STAND: W125

JENETRIC
JENETRIC are experts in image
sensor and digital fingerprint
capturing technology. We
develop and manufacture
machine-vision cameras and biometric sensors that meet
the highest demands for image quality, capture speed
and ease of use. Our solutions take a holistic approach to
design. We not only focus on technical parameters but on
measurable efficiency in terms of performance and the
noticeable improvement of living and working conditions.
Products and Services
•
•
•
•
•
•
•
•
•
•
•
•

Behavioural
DNA
Enrolment architecture
Finger Geometry
Hand
Iris
Middleware
Retina
Signature
Smart card/On-card matching
Vein
Voice

Contact Information
Roberto Wolfer • Tel: +49 3641 3219950
Email: info@jenetric.de • Web: www.jenetric.de
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Exhibitor Profiles

HID Global

STAND: 250

Speaker Profiles
Exhibitor
Profiles

Exhibitor Profiles

STAND: W330

STAND: F270

Lakota Software

MODI Modular Digits

Lakota Software Solutions,
Inc. is quickly emerging as
an innovative leader in the
biometric industry. Lakota
provides high-performance biometric software products
that enable systems to be fully compliant with biometric
standards and specifications. Lakota’s NISTParse software
supports all biometric specifications based on the ANSI/
NIST-ITL standard (FBI EBTS, DoD EBTS, INTERPOL INT-I,
etc.). Lakota’s FBI-certified WSQParse is one of the fastest,
if not the fastest, WSQ image compression library on
the market, available in C/C++, .NET and Java. Lakota is
continually advancing and expanding our product line.
Visit us at lakotasoftware.com to find out why everyone is
switching to Lakota.

MODI GmbH, is a German
company which has specialized
in identification products for
more than 10 years and has
developed a revolutionary camera technology – the
Adomo® Technology. Based on this proven technology
MODI has designed its future vision of high-speed
entrance control for high-security areas and ABC gates
with outstanding features. MODI is a partner in the
FastPass research project of the European commission,
which has the aim of harmonizing Europe’s air-, sea- and
land borders.

Products and Services
•
•
•
•
•
•
•
•
•
•
•

AFIS/Live Scan
Emerging Biometrics
Enrolment architecture
Face
Image processing
Iris
Middleware
Mobile biometric device
Multimodal
Signature
Transaction processing

Products and Services
•
•
•
•

Enrolment architecture
Face
Liveness detection
Mobile biometric device

Contact Information
Dieter Klawunder • Tel: +49 2261 915520
Email: info@modi-gmbh.de
Website: www.modivision.net

STAND: F265

Contact Information

NokNok Labs

Aaron Wilson • Tel: + 1 877 870 6979 Ext 700
Email: aaron@lakotasoftware.com
Website: www.lakotasoftware.com

Nok Nok Labs is backed
by veterans of the security
industry from PGP, Netscape,
PayPal & Phoenix and has deep
experience in building Internet
scale security protocols and products. Based in Palo Alto,
CA, the company was founded in November 2011 to
unify the silos that plague current online authentication
technologies.

STAND: W224

Metropolitan Police
Genesius and Amberhill are
initiatives from the Metropolitan
Police to combat counterfeit
identity documents. During
the exhibition, staff from both units will be on hand to
discuss the threat that such docuents pose and will have a
selection of counterfeit and genuine documents for you to
try and tell the difference yourself!

Contact Information
Gary McManus, Project Genesius
Tel: +44 (0)20 7230 8109
Email: projectgenesius@met.police.uk
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The company’s ambition is to fundamentally transform
online authentication by enabling end-to-end trust across
the web in a manner that is natural to end-users while
providing strong security and proof of identity.

Contact Information
Web: www.noknok.com

Exhibitor
Speaker Profiles
STAND: F155

Paycasso

pks services

Paycasso is a provider of marketleading software that simply and
effectively verifies the identity of
consumers engaged in mobile,
online or in-branch transactions,
ensuring the most sophistic fraud protection and
advanced identification.

Since its formation in 1998 pks
now have one of the largest
repair facilities within the UK.
From the company’s custom-built repair facility in West
London pks services now offer a cradle-to-grave support
package that is designed around individual customer
requirements depending on industry sector and support
requirements.

Paycasso is collaborating with PwC to raise awareness
of the benefits of biometric facial recognition and ID
verification technology in the financial sector.
Come and visit us at stand W230 to see a live illustration
project.

Contact Information

pks services offer supply chain solution packages to suit
all major industries specialising on retail, transport and IT
support companies.

Contact Information
Web: www.pksservices.co.uk

Web: www.paycasso.com
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Exhibitor Profiles

STAND: W230

Speaker Profiles
Exhibitor
Profiles

Exhibitor Profiles

STAND: W230

STAND: W225

PwC

Techshino Europe
Technology B.V.

PwC’s capabilities create value
for companies, governments
and citizens worldwide by
building trust and helping to
solve society’s most important
problems, from strategy through execution. Our global
network of advisory professionals means that we can
bring the right skills and capabilities to help our clients
achieve success anywhere around the world. PwC is
uniquely positioned to tackle the cross-cutting challenges
of identity and authentication locally and globally across
all industries; for example, from border management to
financial services, government and ICT.

As a total solution provider,
Techshino is a high-technology
company providing products
and services of biometric
identification (face, fingerprint
and iris) and data security. With 17 years of experience
in the biometric identification industry, Techshino has
accumulated six billion uses of devices and 700,000
devices in operation. In 2009, Techshino’s core iris
recognition algorithm won the second place in NICE II.
Products and Services

Products and Services

•

AFIS/Livescan

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

AFIS/Live Scan
Behavioural
DNA
Document reader
Emerging biometrics
Enrolment architecture
Face
Finger geometry
Fingerprint
Hand
Iris
Liveness detection
Middleware
Mobile biometric device
Multimodal
Retina
Signature
Smart card/On-card matching
Vein

•

Emerging biometrics

•

Enrolment architecture

•

Fingerprint

•

Face

•

Iris

•

Liveness detection

•

Middleware

•

Mobile biometric device

•

Multimodal

•

Voice

Contact Information
Trijnie Vlietstra • Tel: +31 (0) 702210072
Email: trijnie.vlietstra@techshino.com
Website: en.techshino.com

STAND: W127

Contact Information

Unique Biometrics

Serge Hanssens • Tel: +352 49 48 48 1
Email: serge.hanssens@lu.pwc.com
Web: www.pwc.lu

STAND: F157

Synaptics Inc.
Synaptics is the pioneer
and leader of the human
interface revolution, bringing
innovative and intuitive user experiences to intelligent
devices. Synaptics’ broad portfolio of touch, display, and
biometrics products is built on the company’s rich R&D
and supply chain capabilities. With solutions designed for
mobile, PC and automotive industries, Synaptics combines
ease of use, functionality and aesthetics to enable
products that help make our digital lives more productive,
secure and enjoyable.

Unique Biometrics offers
iris recognition servers and
iris scanners for integration
into identity management
applications. We built our software with simplicity,
functionality, reliability and scalability at their heart – not
merely an afterthought. Our optimized iris recognition
algorithms are among the fastest (approx. 10ms to encode,
5m comparisons/core) in the industry and scale linearly
with enrolments. Our Hummingbird iris scanner offers
excellent durability, ease of use and ideal for integrating
iris recognition to identity management applications.
Products and Services
•
•
•
•
•

Fingerprint
Iris
Middleware
Mobile biometric device
Multimodal

Contact Information
Contact Information

Nithin Kumar • Tel: +1 925 272 9199
Email: nithin@uniquebiometrics.com
Web: www.uniquebiometrics.com

Web: www.synaptics.com
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Exhibitor
Speaker Profiles
STAND: F250

Wacom Europe

Exhibitor Profiles

Wacom, a global company with its
headquarters in Japan, is market
leader for pen input solutions.
Wacom´s patented technology is
perfect for capturing handwritten
signatures as it works with a high resolution and accuracy.
The pads are installed in many different scenarios/
applications, which include: POS, ePayment, electronic
passports, insurance, banking and hotel check-in. With
Wacom signature pads, customers optimise, highly
secure and facilitate their digital workflows wherever
documents are filled out, signed and verified.
Products and Services
•

Signature

Contact Information
Mark Hoole • Tel: +44 7985508714
Email: mark.hoole@wacom.eu
Web: signature.wacom.eu
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Seminar Programme
biometricsLive

Wednesday 14 October 2015 – Seminar Theatre: Whittle
11:00

Finger vein authentication: Enhancing data security
Reiko Yasue, Executive Operating Officer, and Director, Global Business Division, Fujisoft, Japan

11:45

Panel Debate: How are companies implementing biometric technology
Hosted by Paycasso, in association with PwC
Panel Chair: Russell King, CEO, Paycasso, UK

13:15

Multimodal biometric capture in a browser: The challenge
Dalibor Panic, Senior Biometric Engineer, Daon, Ireland

14:00

Presentation by Wacom Europe

14:30

Emerging new technology for mobile identity
Tom Buss, Business Development Executive and Strategic Advisor, Integrated Biometrics, USA

15:45

BOPS: Biometric open protocol standard, the world’s first and only IEEE biometrics-based
authentication standard
Hector Hoyos, Founder and CEO Hoyos Labs, USA

Thursday 15 October 2014 – Seminar Theatre: Whittle
10:30

BOPS: Biometric open protocol standard, the world’s first and only IEEE biometrics-based
authentication standard
Hector Hoyos, Founder and CEO Hoyos Labs, USA

11:00

Face recognition technology for automated border control
Mikael Fagerlund, Business Development Manager, Cognitec Systems, Germany

11:45

Identity management at the border
Serge Hansens, Director, PwC, Luxembourg

13:30

Multimodal biometric capture in a browser: The challenge
Dalibor Panic, Senior Biometric Engineer, Daon, Ireland
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CONFERENCE PROGRAMME
DAY 1: Tuesday 13 October 2015

Conference Programme

08.00 - 09.30 Registration
09.30

Welcome to Biometrics 2015 – Secure Identity Solutions Now!
Isabelle Moeller, Chief Executive, Biometrics Institute; Conference Chair, Biometrics 2015
Nigel Clear, Commercial Director Conferences, Science & Technology, Elsevier, UK

Setting the scene: What is the current thinking around identity and identity management?
Session Chair: Arron Baker, Chairman and Director, Biometrics Institute, New Zealand
09.40

Session Chair’s Introduction

09.45

PLENARY OPENING ADDRESS: The European Commission’s digital agenda – electronic identification and
trust services Andrea Servida, Head of Task Force, European Commission

10.05

PLENARY ADDRESS: Protection of privacy and personal data is covered by the Data Protection Directive of
1995 (officially Directive 95/46/EC)
Wojciech Wiewiórowski, Assistant Supervisor, European Data Protection Supervisor, Belgium

10.25

Are our lives safe online?
Angela Sasse, Professor of Human-Centred Technology, University College London, UK

10.45

Questions and discussion

11.15 - 11.40 Refreshment Break

Research and innovation
Session Chair: Kevin Bowyer, Schubmehl-Prein Professor and Chair, Department of Computer Science and
Engineering, University of Notre Dame, USA
11.40

Session Chair’s Introduction

11.45

Evaluation of face image examiners
Jonathon Phillips, Electronic Engineer, National Institute of Standards & Technology (NIST), USA

12.00

Sketch to photo matching using deep learning
Mayank Vatsa, AR Krishnaswamy Faculty Research Fellow and Associate Professor, IIIT Delhi, India

12.15

Enhancing biometrics privacy: Methods for face and fingerprint de-identification
Arun Ross, Associate Professor, Department of Computer Science and Engineering, Michigan State
University, USA

12.30

Face recognition in the thermal band
Thirimachos Bourlai, Assistant Professor, West Virginia University, USA

12.45

The face: Moving beyond face recognition to facial analytics
Karl Ricanek Jr, Professor of Computer Science, University of North Carolina Wilmington, USA

13.00

Questions and discussion

13.10 – 14.00 Lunch

Vulnerabilities in the modern world – Data protection, privacy and mobility
Session Chair: Joseph Atick, Chairman, Identity Counsel International, USA
14.00
14.10

Session Chair’s Introduction
European Commission, Article 29 Data Protection Working Party, Opinion 02/2012 on Facial
Recognition in Online and Mobile Services
Stephane Petitcolas, Commission Nationale de l’Informatique et des Libertés (the CNIL),
France

32
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14.30

Privacy on trial – A role play
This session will have a presidential style debate around one of the hottest topics in the biometrics and
privacy world.

14.40

DISCUSSION SESSION: Vulnerabilities in the modern world – Data protection, privacy and mobility
This session will debate why privacy still matters. It will include an interactive survey with the conference
delegates and will address questions including:
• Where does the template reside – On device or off device?
• How is the template protected?
• Do we need revocable templates?
• How does data create opportunities, but what are the vulnerabilities?
• Social or cyber identity – Is it a good or bad thing?
• How can we manage the risks associated with online transactions such as loss of identity leading to loss
of control and
possibly exclusions?
• Face recognition… An invader of privacy or a legitimate defence of security?
• Sharing of personal information – who with, for what purpose? Sensible, scary, simple?
Moderator: Joseph Atick, Chairman, Identity Counsel International, USA
Panellists:Privacy advocate: Gus Hosein, Director, Privacy International, UK
Legal perspective: Tobias Keber, Professor of Media Law, Institute for Digital Ethics, Germany
Privacy regulator: Achim Klabunde, Head of IT Policy, European Data Protection Supervisor, Belgium
Template protection perspective: Michiel van der Veen, CEO, GenKey, The Netherlands
Mobile operator perspective: Pat Walshe, Privacy Director, GSMA, UK
Vendor facial recognition expert perspective: Vincent Bouatou, VP Business Development, Biometric
Technologies, Digital Security & Authentication Division, Morpho, France
Smart device perspective: Albert Creixell, Head of Finance Vertical, Europe, Enterprise Business Team,
Samsung Electronics, UK

16.00 – 16.25 Afternoon Refreshment Break

Data retention in law enforcement
Session Chair: Johanna Morley, Director, Biometrics Institute, UK
16.25

Session Chair’s Introduction

16.30

Retention and use of biometric material by the police
Alastair MacGregor, Biometrics Commissioner, UK

16.45

Biometric data and regulation
Meagan Mirza, Group Manager, Police Justice and Borders, Information Commissioner’s Office (ICO), UK

17.00

ROUNDTABLE DISCUSSION: The use of facial images by law enforcement
The UK Commons Science and Technology Committee released its findings from the enquiry into the
current and future use of biometrics in early March 2015. It raised questions about the use of facial images
and current law. Legislation is in place to cover fingerprints and DNA, but there are some questions about
custody images. The discussion gained a significant amount of media attention. This roundtable will
discuss the issues raised and some proposed ways to move forwards with the aim of reassuring the public
of the proper handling of biometric data.
Moderator: Johanna Morley, Director, Biometrics Institute and Metropolitan Police Service, UK
Panellists:
Alastair MacGregor, Biometrics Commissioner, UK
Mike Barton, National Policing Lead for the Police National Database (PND), Intelligence and Use of Facial
Images, and Chief Constable, Durham Constabulary, UK
Meagan Mirza, Group Manager, Police Justice and Borders, Information Commissioner’s Office (ICO), UK
Emma Carr, Director, Big Brother Watch, UK

17.45 Close of Day 1
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Session led by: Joseph Atick, Chairman, Identity Counsel International, USA
Juliet Lodge, Director Jean Monnet European Centre of Excellence, University of Leeds, UK and Sue
Black, Director, Centre for Anatomy & Human Identification, University of Dundee, UK will openly debate
the different viewpoints that can be taken – to be followed by an interactive panel discussion with the
audience, facilitated by Joseph Atick.

DAY 2: Wednesday 14 October 2015
08.00 - 09.00 Registration

Identity management (in the digital world)
Session Chair: Glen Wimbury, Director, Biometrics Institute, UK

Conference Programme

09.00

Session Chair’s Introduction

09.05

Governments ‘need to expand their digital vision‘
Jean-Noël Georges, ICT Global Programme Director, Frost & Sullivan, France

09.20

ID management in Estonia: E-Estonia and digital identity documents
Janek Mägi, Estonian Ministry of the Interior (Siseministeerium), Estonia

09.40

Biometrics in eGovernment 4.0 – From Civil Register to eGovernment services in Bosnia and Herzegovina
Alexander Ristic, Senior International Government Manager, Austrian State Printing House – OeSD, Austria

10.00

Biometrics and identity services
David Rennie, Head of Industry Engagement GOV.UK Verify, UK Cabinet Office, UK

10.15

Interactive panel discussion: Identity as a service?
Moderator: Glen Wimbury, Director, Biometrics Institute, UK
Panellists: Session speakers

10.35 - 11.00 Refreshment Break

ID at the borders and the future of travel
(Part 1)
Session Chair: Arron Baker, Chairman and Director,
Biometrics Institute, New Zealand

Consumer biometrics: What consumer
applications are evolving? Mobility,
payments and secure authentication (Part 1)
Session Chair: Clive Bourke, Group President - EMEA
and APAC, Daon, Ireland

11.00

Session Chair’s Introduction

11.00

11.05

Schengen Masterlist of CSCA certificates –
Real results
Richard Rinkens, Coordinator for Biometrics
and Identity Management, European
Commission, Belgium

11.05

KEYNOTE ADDRESS: How FIDO
standards open markets for biometrics
Brett McDowell, Executive Director,
FIDO Alliance, USA

11.25

The future of biometrics for wearable devices –
Active authentication and identity for the hyperconnected world
Alan Goode, Managing Director, Goode
Intelligence, UK

11.30

Regional Biometric Data Exchange System
Elizabeth Hoffmann, Regional Director,
Europe, Department of Immigration and
Border Protection

11.40

Authentication in a digital world: What are the
challenges for authenticators?
Pierre Antonio, Head of Marketing Advisory
Committee, Natural Security Alliance, France

11.45

12.00 Delivering biometric services to consumers
ID challenges and opportunities for
immigration and the use of different biometrics
towards combating financial fraud in Brazil
Frøy Løvåsdal, Senior Adviser, Norwegian ID
Igor Rocha, Founder and Executive Director,
Centre, Norway
Certibio, a new division of Certisign, Brazil

12.00

Smart Borders Pilot: German experiences
Fares Rahmun, Project Manager, EU Visa
Information System, Federal Office of
Administration (BVA Bundesverwaltungsamt),
Germany

12.20

Questions and discussion

12.15

Session Chair’s Introduction

INTERACTIVE DISCUSSION: Biometrics and
mobile payments – What is next?
As mobile payment services proliferate into main
stream consumer markets (ApplePay, Ali-Pay,
Loop Pay), what will be the impact and oversight
required on biometric security solutions?
Moderator: Clive Bourke, Group President EMEA and APAC, Daon, Ireland
Panellists: Session Speakers, Ted Dunstone,
Head, Biometric Vulnerability Assessment Expert
Group (BVAEG), Biometrics Institute, Australia,
and Frank Smith, Chair, e-MOBIDIG, UK

12.30 – 14.00 Lunch
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ID at the borders and the future of travel
(Part 2)
Session Chair: Serge Hanssens, Director, PwC,
Luxembourg

Consumer biometrics: What consumer
applications are evolving? Mobility,
payments and secure authentication (Part 2)

Session Chair: Juergen Pampus, Director, Biometrics
Institute, Germany

Session Chair’s Introduction

14.05

14.05 The role of biometrics in payments is likely to be
Painting the big picture for travel facilitation
Helen N. Marano, Vice President of
critical in the future take-up of mobile payments
Windsor Holden, Head of Consultancy &
Government & Industry Affairs, World Travel &
Tourism Council, UK
Forecasting, Juniper Research, UK

14.25

14.25 Parlami! (Talk to me): Using biometric vocal
Counter migrant smuggling and border
management
technology for a new breed of mobile banking
Jason Clarke, Senior Specialist Border and
service
Gianluca Petrosino, Director, Unicredit, Italy
Identity Solutions, Department of Migration
Management (DMM), International Organization
for Migration (IOM), Switzerland

14.45

DISCUSSION SESSION: How to balance
security, and data protection while creating a
more seamless customer journey

14.00

14.45

Moderator: Serge Hanssens, Director, PwC
Luxembourg

Session Chair’s Introduction

Enhancing mobile security via multi-factor
biometrics
Anthony Gioeli, Vice President Marketing,
Biometrics Product Division, Synaptics, Inc., USA

Panellists:
15.05 A security framework for biometric systems:
David Ryder, ACI EUROPE, Belgium
Integrating technologies to protect biometric
Emmanuel Berton, Aeroport de Paris, France
database and to reduce risks of direct attacks
Cagatay Karabat, Tubitak Bilgem (Turkey) –
against biometric authentication systems
Centre of Research for Advanced Technologies
Marcelo Ribeiro Câmara, Department Manager,
of Informatics and Information Security, Turkey
Bradesco, Brazil and Emilio Tissato Nakamura,
Helen N, Marano, Vice President of
Information Security Specialist, CPqD, Brazil
Government & Industry Affairs, World Travel &
15.25 Questions and discussion
Tourism Council, UK
Sam De Silva, Partner – Head of IT &
Outsourcing, Penningtons Manches LLP, UK
Arron Baker, Assistant General Manager,
Strategy & Assurance, Service Design and
Performance, Immigration New Zealand
John Keefe, Director of Public Affairs,
Eurotunnel, UK

15.40 –16.10 Afternoon Refreshment Break

Biometrics in developing economies
Session Chair: Peter Went, CEO, WCC Smart Search
& Match, The Netherlands
16.10
16.15

16.30

Session Chair’s Introduction
KEYNOTE ADDRESS: Programs on
digital ID for development
Samia M. Melhem, Lead Policy
Specialist, Transport and ICT, Chair,
Digital Development Community of
Practice, World Bank, USA

Technology developments

Session Chair: Justin Hughes, Member Technology
Innovation Expert Group, Biometrics Institute, UK
16.10

Session Chair’s Introduction

16.15

RAPID FIRE SESSION
So what’s new in biometrics? This session will
provide an opportunity for vendors to present
the latest technology developments.

Using pre-existing biometric databases to build 16.15
national population registers and/or national
ID card systems – The example of biometric
voter registration
Niall McCann, Senior Electoral Advisor and
Coordinator Global Programme on Elections,
United Nations Development Programme, USA 16.25

MRO™: Disruptive Sub-Dermal Fingerprint
Authentication Technology
Josh Hogan, CTO, Inventor of MRO and
Research Collaborator with National University
of Ireland, Compact Imaging, Inc. USA
Mobile biometric authentication: Real world use
cases
Jamie Cowper, Senior Director, Business
Development, Nok Nok Labs, UK
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14.00

Conference Programme
16.45

Conference Programme

17.00

Iris recognition and voting register deduplication in Somaliland
Kevin Bowyer, Schubmehl-Prein Professor and
Chair of the Department of Computer Science
and Engineering University
of Notre Dame, USA

16.35

Privacy and security – No database in biometrics
Ricardo Navarro, CEO, TOC, Chile

16.45

Better image quality by user-centric
fingerprinting
Roberto Wolfer, CEO, Jenetric, Germany

DISCUSSION SESSION: Biometrics in
developing economies – Friend or foe?
Moderator: Peter Went, CEO, WCC Smart
Search & Match, The Netherlands
Panellists: Gus Hosein, Executive Director,
Privacy International, UK
Samia M. Melhem, Lead Policy Specialist,
Transport and ICT, Chair, Digital Development
Community of Practice, World
Bank, USA
Niall McCann, United Nations Development
Programme, USA
Mia Elizabeth Harbitz, Former Lead Specialist
Registries, Inter-American Development Bank,
USA
Zlatan Milisic, Deputy Director, Policy and
Programme Division, World Food Program,
Italy

16.55

Real-time identity and e-agreements using
biometric handwritten signatures
Chris Jones, Director, Icon-Group, UK

17.05

Harnessing 3D data in biometrics
Andrew Larkins, Chief Technology Officer,
Fuel 3D, UK

17.15

Questions and discussion

17.40 Close of Day 2

DAY 3: Thursday 15 October 2015
08.00 - 09.00 Registration

Customer authentication
Session Chair: Terry Hartmann, Vice President, Global Transportation, Unisys, USA
09.00
09.05
09.25

Session Chair’s Introduction
Secure customer authentication – Biometrics as one tool
Jonathan Vaux, Executive Director - New Digital Payments and Strategy, Visa Europe, UK
INTERACTIVE DISCUSSION: What does the consumer really want – How to balance security and
convenience
As usernames and passwords are so regularly compromised, we are rapidly moving to a new form of
digital identity authentication. Digital signature and sign-ons, enabled by mobile and biometrics, are
becoming standard, but where does this take us in the longer term? This session will present different
areas of banking and their current thinking around the differentiation in the market place, the customer
experience, and what the problem is we are trying to solve - possibly through biometrics.
Moderator: Poppy Trowbridge, Consumer Affairs Journalist, Sky TV News, UK
Panellists: Terry Hartmann, Vice President, Global Transportation, Unisys, USA
Andy Foote, VP, Innovation Research & Development, Wholesale Services Group, Wells Fargo Bank, USA
Matt Smallman, Head of Transformational Design, Wealth Change and Transformation, Lloyds Banking
Group, UK – Gianluca Petrosino, Director, Unicredit, Italy – Nick Graham, Partner, Dentons, UK
Reg Cox, Commercial Consultant, GSMA, UK

10.30 - 11.00 Refreshment Break

Making biometrics more robust and secure – Liveness detection discussion
Session Chair: Ted Dunstone, Head, Biometric Vulnerability Assessment Expert Group (BVAEG), Biometrics Institute, Australia
11.00
11.05
11.35

Session Chair’s Introduction
KEYNOTE ADDRESS: I see, therefore I am… You
Starbug, Chaos Computer Club, Germany
Mitigating biometric vulnerabilities
Stephanie Schuckers, Director, Center for Identification Technology Research (CITeR), USA
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11.50

12.30–13.30 Lunch and Exhibition Viewing

Law enforcement, forensic and
military

Research and innovation

Session Chair: Kevin Bowyer, Schubmehl-Prein
Professor and Chair, Department of Computer
Science and Engineering University of Notre
Dame, USA

Session Chair: Jim Loudermilk, Director,
Biometrics Institute, USA
13.30

Session Chair’s Introduction

13.30

Session Chair’s Introduction

13.35

Biometrics – INTERPOL’s innovative use for
tackling the foreign fighter threat
Mark Branchflower, Head of Unit, Fingerprint
Unit, Police Forensics Sub-Directorate,
INTERPOL General Secretariat, France

13.35

The multiple biometrics behind a SuperIdentity
Sarah Stevenage, Senior Lecturer in
Psychology, University of Southampton, UK

13.55

Forensic hand image comparison as an aid for 13.55
paedophile investigations – An overview
Sue Black, Director of the Centre for Anatomy
and Human Identification and Professor
of Anatomy and Forensic Anthropology,
University of Dundee, UK

Multi-touch biometrics
Nasir Memon, Professor and Department.
Head, Computer Science Department,
Polytechnic School of Engineering, New York
University, USA

14.15

Update from the FBI
Jim Loudermilk, Senior Level Technologist,
Science & Technology Branch, FBI, USA

14.10

14.35

The Biometrics Revolution – Its foundation in
the physical world
Detectives David Knowles and Gavin Burton,
Metropolitan
Police Service, UK

14.25

Ocular biometrics in non-cooperative
environments
Hugo Pedro Proença, Associate Professor,
University of Beira Interior, Covilhã, Portugal
Enhanced security and privacy protection
in mobility scenarios. A case study on face
verification
Esteban Vazquez-Fernandez, Biometrics Team
Leader, Gradiant, Spain

14.50–
15.05

Questions and discussion

14.40

14.55–
15.05
15.10

The face recognition envelope: Delivering
performance to new territories
Patrick Grother, Biometric Standards and
Testing Lead, National Institute of Standards
and Technology (NIST), Department of
Commerce, USA
Questions and discussion

CLOSING PLENARY WRAP UP: Selected conference moderators will provide a quick summary of
the key outcomes from their respective sessions, complemented by two hashtags and one tweet!
• Research & Innovation - Kevin Bowyer, Schubmehl-Prein Professor and Chair of the
Department of Computer Science and Engineering University of Notre Dame, USA
• Borders and Travel - Arron Baker, Chairman and Director, Biometrics Institute, New Zealand
• Vulnerabilities – Ted Dunstone, Head, Biometric Vulnerability Assessment Expert Group
(BVAEG), Biometrics Institute, Australia

15.40

Close of Conference and Refreshments
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DISCUSSION SESSION: How can vulnerabilities in biometrics be reduced?
This session will report the finding of a Biometric Vulnerability Assessment Expert Group (BVAEG) open
workshop to be held on the 12 October 2015 in London, where different research laboratories will
present on how vulnerabilities can be measured and mitigated.
Moderator: Ted Dunstone, Head, Biometric Vulnerability Assessment Expert Group (BVAEG), Biometrics
Institute, Australia
Panellists: Stephanie Schuckers, Director, Center for Identification Technology Research (CITeR), USA
Raul Sanchez-Reillo, University Carlos III of Madrid (UC3M) - Electronic Technology Department, Spain
Tsutomu Matsumoto, Head of Division of Social Environment and Informatics, Yokohama National
University, Japan – Patrick Grother, Biometric Standards and Testing Lead, National Institute of
Standards and Technology (NIST), Department of Commerce, USA – Ralph Breithaupt, Project
Manager & Senior Scientist, New Technologies and Foundations, Federal Office for Information Securit,
BSI, Germany
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WELCOME AND
CONFERENCE OPENING

Tuesday, 13 October 2015
Mountbatten • Time: 09:30

Isabelle Moeller, Chief Executive,
Biometrics Institute, Conference
Chair, Biometrics 2015

Welcome to Biometrics 2015 –
Secure Identity Solutions Now!

Nigel Clear, Commercial Director
Conferences, Science &
Technology, Elsevier, UK

Biographies
Isabelle Moeller has been working with the Biometrics Institute
since May 2002 and, after almost 10 years in Australia, she is
now based in London. Isabelle has extensive experience in
the formation and management of new associations, event
development and the creation of global expert networks, and
has been instrumental in the establishment of the Biometrics
Institute in Australia and Europe.
She has managed many government-funded projects
successfully, including the Biometrics Vulnerability
Assessment Project, which was co-funded by the Australian
Department of Prime Minister & Cabinet and the Biometrics
Institute Privacy Code.
She has played a key role in the establishment of independent
and impartial international Biometrics Institute; in particular
through bringing together biometric experts from around the
world. She liaises with the media to raise awareness about
the responsible use of biometrics. Isabelle is supported by a
unique board of directors consisting of subject matter experts,
including the FBI, Metropolitan Police UK, and New Zealand
Immigration, and several expert and sector groups, which are
subcommittees of the Biometrics Institute.
Isabelle holds a Master of Arts in English Literature, Business
and the Arts from the Johann-Wolfgang-Goethe University in
Frankfurt Main, Germany.
Nigel Clear has over 25 years’ experience in publishing and
events serving the finance, IT, information management and
scientific sectors. He spent five years working for Anglo–
Dutch company VNU as Commercial Director, where he was
responsible for the world’s largest information exhibition
(Online Information), published Information World Review
and was heavily involved with the launch and acquisition of
information and management events. Since Joining Elsevier
in 2006, he has assumed responsibility for the global scientific
conferences business, which has quadrupled in size under his
leadership and serves in excess of 16,000 delegates in over 20
countries annually.
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Biography

Arron Baker, Chairman and
Director, Biometrics Institute,
New Zealand

Before joining the public service, Arron worked in a number of
academic, ICT and publishing roles. In Immigration New Zealand
Arron has held management roles in visa services, enforcement,
strategy, ICT, business development, intelligence and identity
services.
Arron has had offshore postings with INZ to Taiwan, Hong Kong
and most recently as Regional Director Asia/Middle East based
in Singapore. Arron has also led development of New Zealand’s
‘National Plan of Action to Prevent People Trafficking and more
recently INZ’s Identity Programme developing a modern identity
management and biometric systems capabilities.
Arron is currently AGM Strategy & Assurance responsible
for the strategic leadership of service and channel strategy,
change programme design and monitoring, system review, the
performance framework and, system governance & assurance
functions to support Immigration New Zealand and MBIE’s strategic
direction. The role leads and drives strategic initiatives and
implementing organisational change initiatives.
Arron is a current Director and Chair of the board of the Biometrics
Institute

PLENARY ADDRESS

Tuesday, 13 October 2015
Mountbatten • Time: 09:45

The European Commission’s
digital agenda – Electronic
identification and trust
services

Biography

Andrea Servida, Head of Task Force,
European Commission

From 2006 to 2012, he was Deputy Head of the Unit
‘Internet; Network and Information Security’ in DG
INFSO, where he co-managed the Unit and was in charge
of defining and implementing the strategies and policies
on network and information security, critical information
infrastructure protection, electronic signature and
identification.

Andrea Servida is Head of the Task Force Legislation Team
(eIDAS) in Directorate General ‘Communication networks,
content and technology’ (DG CONNECT) of the European
Commission.

From 1993 to 2005, he worked in the European
Commission ICT research programmes (ESPRIT, IT, IST
and ICT), dealing with safety critical systems, software
engineering, database technology, privacy-enhancing
technologies, biometrics, dependability and cyber
security.
Before joining the European Commission in 1993, he
worked in industry for nearly eight years as a project
manager of international R&D projects on decision
support systems for environmental, civil and industrial
emergency and risk management.
He graduated with Laude in Nuclear Engineering at
Politecnico di Milano and carried out PhD studies on
fuzzy sets and artificial intelligence at Queen Mary and
Westfield College, University of London.
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Protection of privacy and
personal data is covered by
the Data Protection Directive
of 1995 (officially Directive
95/46/EC)

Biography
Wojciech Wiewiórowski graduated from the Faculty of Law
and Administration, University of Gdańs in 1995. In 2000 he
was awarded a doctorate in constitutional law.
After graduation he worked as an editor and then as a
publisher in legal publishing houses. In 2002 he began
lecturing at Gdańsk College of Administration. In 2003 he
was an assistant professor and head of Legal IT Department
at the Faculty of Law and Administration, University of
Gdańsk, with which he has been associated since 1995.

Wojciech Wiewiórowski,
Assistant Supervisor,
European Data Protection
Supervisor, Belgium

Since 2006 he has been working in public administration.
With others, he has been an advisor to the Minister of the
Interior and Administration in the field of e-government
and information society, as well as being Vice-president of
the Regulatory Commission of the Polish Autocephalous
Orthodox Church.
In 2008 he took over the post of Director of the
Informatisation Department at the Ministry of Interior
and Administration. He also represented Poland on the
Committee on Interoperability Solutions for European
Public Administrations (the ISA Committee) assisting the
European Commission. He was also the member of the
Archives Council to the Ministry of Culture and National
Heritage. He is a member of the Polish Association for
European Law.
In 2010 he was elected by Polish Parliament for the post of
the Inspector General for the Protection of Personal Data
(Polish Data Protection Commissioner) and was re-elected
for a second term in 2014.
He was Vice Chairman of the Working Party Article 29 from
February to November 2014.
In addition, Dr Wiewiórowski is the author of numerous
studies, publications and lectures in the field of personal
data protection, IT law, e-government and legal informatics.
His primary areas of scientific activity include Polish and
European IT law, processing and security of information,
legal information retrieval systems, informatisation
of public administration, electronic signature and the
application of semantic web and legal ontologies in legal
information processing.

Session: Setting the scene: What is the current
thinking around identity and identity management?

Tuesday, 13 October 2015
Mountbatten • Time:10:25

Are our lives safe online?
Angela Sasse, Professor of Human-Centred Technology, University College London, UK

Biography

Presentation Synopsis

M. Angela Sasse is the Professor of Human-Centred
Technology at University College London, UK. A usability
researcher by training, she started investigating the
usability issues with security mechanisms in the 1990s
and has studied passwords, 2 Factor-Authentication and
biometrics in several corporate environments. She is the
Director of the UK Research Institute for Science of Cyber
Security and was elected a Fellow of the Royal Academy of
Engineering in 2015.

Passwords as a means of identifying users have
‘expired’, to borrow a fitting phrase from Wired
Magazine. Long and complex passwords have induced
password fatigue in users, and almost weekly news of
password databases at major online providers being
breached does not inspire confidence. This talk will
examine the role biometrics could play in keeping our
online lives secure, and identify usability pitfalls to be
avoided.
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Biography

Kevin Bowyer, Schubmehl-Prein
Professor and Chair of the
Department of Computer
Science and Engineering,
University of Notre
Dame, USA

Kevin Bowyer is the Chair of the Department of Computer
Science and Engineering at the University of Notre Dame.
He received a 2014 Technical Achievement Award from
the IEEE Computer Society “For pioneering contributions
to the science and engineering of biometrics”. He is a
Fellow of the IEEE, a Fellow of the IAPR and a Golden
Core Member of the IEEE Computer Society. He served as
Editor-in-Chief of the IEEE Transactions on Pattern Analysis
and Machine Intelligence and of the IEEE Biometrics
Compendium and is currently on the editorial board of
IEEE Access. His most recent book is the Handbook of Iris
Recognition.

Tuesday, 13 October 2015
Mountbatten • Time: 11:40
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Evaluation of face image examiners
Jonathon Phillips, Electronic Engineer, National Institute of Standards & Technology (NIST), USA

Biography
Dr Jonathon Phillips is a leading technologist in the fields
of computer vision, biometrics, and face recognition. He
is at National Institute of Standards & Technology (NIST),
where he runs challenge problems and evaluations to
advance biometric technology. From 2000 to 2004,
Dr Phillips was assigned to DARPA. For his work on the
FRVT 2002 he was awarded the Department of Commerce
Gold Medal. His work has been reported in the New York
Times, the BBC and the Economist. He has also appeared
on NPR’s Science Friday show. He won the inaugural Mark
Everingham Prize. He is a fellow of the IEEE and IAPR.

Presentation Synopsis
Facial forensic examiners are extensively trained to
answer the question: Are the two faces in these images
the same person? The appearance of the faces can vary
due to changes in viewing conditions and illuminations.
These comparisons can affect the course and outcome

of criminal investigations and convictions. The existing
scientific knowledge on the accuracy of face comparison
is based, almost exclusively, on people without formal
training. We administered a perceptual face-matching
task for three challenging face tests to a group of forensic
examiners. Examiners outperformed untrained participants
and computer algorithms, thereby providing the first
evidence that these examiners are experts at this task.
Fusing responses of 14 examiners produced near-perfect
human performance. Our results suggest that examiners
are using a different strategy to identify faces in their
casework than people use in the real world. Accuracy
was measured for 2 and 30 second exposure to face-pairs.
Examiners’ superiority was greatest at longer exposure
durations, suggestive of more entailed and effective
comparison in forensic examiners.
This talk is based on “Perceptual expertise in forensic facial
image comparison”, White, D., Phillips, P. J., Hahn, C. A.,
Hill, M. Q. & O‘Toole, A. J. (2015). Proceedings of the Royal
Society of London B: Biological Sciences
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Sketch to photo matching using deep learning
Mayank Vatsa, AR Krishnaswamy Faculty Research Fellow and Associate Professor, Indraprastha Institute of
Information Technology (IIIT) Delhi, India

Biography

Presentation Synopsis

Mayank Vatsa received MS and PhD degrees in
computer science in 2005 and 2008, respectively from
West Virginia University, Morgantown, USA. He is
currently an Associate Professor and AR Krishnaswamy
Faculty Research Fellow at the Indraprastha Institute of
Information Technology (IIIT) Delhi, India. His research
has been funded by the UIDAI, DST and DeitY. He is
the recipient of a FAST award by DST, India. His areas
of interest are biometrics, image processing, computer
vision, and information fusion. He has over 150 research
papers and received several best paper and best poster
awards. Dr Vatsa is a senior member of the IEEE,
member of Computer Society and Association for
Computing Machinery. He is an area editor of IEEE
Biometric Compendium and associate editor of
Information Fusion Journal, Elsevier and IEEE Access.
He was also Program Committee Co-Chair of the IAPR
International Conference on Biometrics 2013 and
International Joint Conference on Biometrics 2014. He
is also Vice President Publications of the IEEE Biometrics
Council.

Sketch recognition is one of the integral components
used by law-enforcement agencies in solving crime. In
the recent past, software-generated composite sketches
are being preferred as they are more consistent and faster
to construct than hand-drawn sketches. Matching these
composite sketches to face photographs is a complex
task because the composite sketches are drawn based
on witness description and lack minute details that are
present in photographs. Due to the unavailability of a
large sketch digital-image database, it is challenging to
learn training-intensive algorithms for sketch recognition.
This presentation will present a novel algorithm for
matching composite sketches with photographs using
transfer learning with deep learning representation. In the
proposed algorithm, first the deep learning architecture
based facial representation is learned using large face
database of photos, and then the representation is
updated using small problem-specific training database.
Experiments are performed on different sketch databases
and it is observed that the proposed algorithm outperforms
recently proposed approaches and a commercial face
recognition system.

Tuesday, 13 October 2015
Mountbatten • Time: 12:15
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Enhancing biometrics privacy: Methods for face and
fingerprint de-identification
Arun Ross, Associate Professor, Department of Computer Science and Engineering, Michigan State
University, USA

Biography

Presentation Synopsis

Arun Ross is an Associate Professor in the Department
of Computer Science and Engineering at Michigan
State University. He was in the faculty of West Virginia
University from 2003 to 2012 and served as the Assistant
Site Director of the NSF Center for Identification
Technology and Research (CITeR) between 2010 and
2012. He is the coauthor of the books Introduction to
Biometrics and Handbook of Multibiometrics. Arun is
a recipient of the JK Aggarwal Prize, the IAPR Young
Biometrics Investigator Award, the NSF CAREER Award,
and was designated a Kavli Frontier Fellow by the National
Academy of Sciences in 2006.

In this talk, we will discuss some of the ways in which
privacy can be accorded to stored biometric data,
especially face images. In this regard, we will first present
a method based on visual cryptography in which an
individual’s face image is decomposed into two component
faces that are stored separately during enrolment. The
original face image can be reconstructed only when
both component images are simultaneously available;
the individual component images, however, cannot be
matched with the individual’s face. Next, we will present
a method that can perturb gender information in a face
image whilst retaining its ability to be matched. This helps
in imparting ‘differential privacy to a face image where
some attributes of the face (e.g., related to gender and
ethnicity) are progressively suppressed. Finally, we will
report experimental results discussing the efficacy and
practical implications of these methods.
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Thirimachos Bourlai, Assistant Professor, West Virginia University, USA

Biography
Dr Thirimachos Bourlai is an assistant professor in the
Computer Science and Electrical Engineering Department
(LCSEE) at West Virginia University. He is also an
adjunct assistant professor in the School of Medicine
(Eye Institute,) and an adjunct assistant professor in the
Department of Forensic and Investigative Science, both
at WVU. He is the founder and director of the MultiSpectral Imagery Lab and the co-founder and CTO of
Confirmix, a WVU start-up company. His research is
focused primarily on biometrics and face recognition.
He has participated in projects funded by several
government organizations.

Presentation Synopsis
Within the last two decades, we have noticed
improvement in the performance of forensic face
recognition (FR) systems in controlled conditions,
characterized by suitable lighting and favorable acquisition
distances. However, over the years the technology has
steadily progressed to tackling increasingly more realistic

conditions, rather than adequately handling only wellcontrolled imagery. Most related research emphasizes
maintenance of high-recognition performance while
coping with increased levels of image variability. Among
the most insidious problems of visible-spectrum based
FR algorithms are: (1) the variation in level and nature of
illumination; (2) the fact that as the level of illumination
decreases, the signal to noise ratio rises quickly, and
thus automatic processing and recognition become very
difficult; (3) dealing with degraded face images – such as
images acquired at night and at long standoff distances
etc. In order to address these issues, recent research
has moved into: (a) the use of infrared (IR) imagery
(e.g., intensified near infrared (NIR), Short Wave IR,
Middle/Long Wave IR – thermal); (b) the development
of techniques for cross-spectral matching; and (c) the
development of techniques that can eliminate the noise
present in degraded images and restore their quality.
This presentation will discuss the latest research efforts
towards solving the aforementioned FR challenges, with
a focus on thermal imaging and discuss the future of this
technology.

Tuesday, 13 October 2015
Mountbatten • Time: 12:45
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The face: Moving beyond face recognition to facial analytics
Karl Ricanek Jr, Professor of Computer Science, University of North Carolina Wilmington, USA

Biography
Professor Karl Ricanek Jr is a Full Professor at University
of North Carolina Wilmington in the Computer Science
Department. Prof. Ricanek is the founder and director
of the Face Aging Group Research Laboratory (www.
FaceAgingGroup.com), where he has been the primary
project lead on more than $14 Million USD in Department
of Defense and intelligence funded research since
2003. Prof. Ricanek has been nominated and approved
(August 2010) to serve as Director for the Institute for
Interdisciplinary Identity Sciences (I3S), which is an
interdisciplinary group of faculty and advanced degree
researchers and students developing novel techniques
for identity sciences, biometrics and forensic analysis for
human recognition. He is a co-founder of the first Office
of the Director of National Intelligence (ODNI), Science

and Technology Division (S&T), Center of Academic
Excellence (CAE) piloted in May 2008. He serves as codirector of the ODNI S&T CAE, Center for Advanced
Studies in Identity Sciences (CASIS). His current area of
research is focused in developing algorithms for modeling
age-progression for the mitigation of acute degradation of
face recognition systems due to aging. He is also involved
in research for robust facial analytics where he holds two
US patents. He has an extensive research background in
pattern recognition, artificial intelligence, and machine and
computer vision. He has authored or co-authored over 70
referred articles in biometrics and pattern recognition and
four book chapters. Prof. Ricanek is a serial entrepreneur
developing businesses around de novo uses of biometrics
and identity. His latest company Lapetus Solutions is
poised to revolutionize financial services, life cycle event,
and health.
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Dr Joseph Atick is a recognized worldwide expert on
identity matters, having been one of the founders
of the identity industry more than 25 years ago,
where he had led several companies in the space
and developed some of the foundational algorithms
underlying secure digital identity today. He
retired from the industry in 2010 and founded the
Identity Counsel International, to focus on helping
nations, especially in developing countries, and
international organizations understand the positive
impact of digital identity in socioeconomic, political
development and national security. He has been a
strong advocate of privacy and the responsible use
of identity technology for the common good. He is
the Director Emeritus of the International Biometrics
and Identification Association, which he co-founded
in 1998 in Washington, DC, to provide responsible
use guidance to the industry and to policy makers.
He has an active ongoing partnership with the
World Bank, on identity matters and has participated
in a large number of identity missions. He is the cofounder of ID4Africa, an annual pan-African forum
on digital identity and its applications in Africa. Dr
Atick earned a PhD in Mathematical Physics from
Stanford University.

Session Chair
Joseph Atick, Chairman,
Identity Counsel International,
USA

Session: Vulnerabilities in the modern world –
Data protection, privacy and mobility

Tuesday, 13 October 2015
Mountbatten • Time: 14:10

European Commission, Article 29 Data Protection Working Party, Opinion
02/2012 on Facial Recognition in Online and Mobile Services or anything
related to biometrics and privacy
Thirimachos Bourlai, Commission Nationale de l’Informatique et des Libertés (the CNIL), France

Session: Vulnerabilities in the modern world –
Data protection, privacy and mobility

Tuesday, 13 October 2015
Mountbatten • Time: 14:10

Privacy on trial – A role play
Juliet Lodge, Director Jean Monnet European Centre of Excellence, University of Leeds, UK
Sue Black, Director, Centre for Anatomy & Human Identification, University of Dundee, UK
international research programmes on automated crossborder information exchange.

Presentation Synopsis
This session will have a presidential style debate around
one of the hottest topics in the biometrics and privacy
world.

Biographies
Juliet Lodge is Professor Emeritus at the University of Leeds
and a member of the Privacy Expert group of the Biometrics
Institute. She has published widely on EU issues, e-border
management, security, transparency and accountability and
the ethical and privacy challenges of biometric applications.
She has given evidence on these issues to the European
parliament and several national parliaments and worked on
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Professor Sue Black is Director of the Centre for Anatomy
and Human Identification at the University of Dundee,
and Deputy Principal for public engagement. She is a
forensic anthropologist and an anatomist, founder and
past President of the British Association for Human
Identification, and advisor to the Home Office and
Interpol on issues pertaining to forensic anthropology
in disaster victim identification (DVI). She is a fellow of
the Royal Society of Edinburgh, a Fellow of the Royal
Anthropological Institute, a Fellow of the Royal College
of Physicians (Edinburgh), a Fellow of the Royal Society of
Biology and a certified forensic anthropologist.
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Mobile operator perspective: Pat Walshe, Former Privacy
Director, GSMA, UK

Joseph Atick, Chairman, Identity Counsel
International, USA

As the former Director of Privacy for the GSM Association
Pat Walshe developed and led mobile industry initiatives
to foster trust and ensure privacy is designed into products
and services, including mobile identity services. He has
authored global privacy principles, mobile application
privacy design guidelines and an accountability framework
for the GSMA and members. Pat also developed high level
guidelines for the protection of privacy in the use of mobile
phone data for responding to the Ebola outbreak.

Vulnerabilities in the modern world –
Data protection, privacy and mobility
This session will debate why privacy still matters. It
will include an interactive survey with the conference
delegates and will address questions including:
•

Where does the template reside – On device or off
device?

•

How is the template protected?

•

Do we need revocable templates?

•

How does data create opportunities, but what are the
vulnerabilities?

•

Social or cyber identity – Is it a good or bad thing?

•

How can we manage the risks associated with online
transactions such as loss of identity leading to loss of
control and

•

Possibly exclusions?

•

Face recognition… An invader of privacy or a
legitimate defence of security?

•

Sharing of personal information – who with, for what
purpose? Sensible, scary, simple?

Panellists
Privacy advocate: Gus Hosein, Director, Privacy
International, UK
Legal perspective: Tobias Keber, Professor of Media Law,
Institute for Digital Ethics, Germany
Tobias Keber is a lawyer, and since 2012 he has been
Professor at the Stuttgart Media University Chair for
Media Law and Policy, Faculty Electronic Media. Lecturer
(Internet- and Media-Law) at the Mainz Media Institute and
the University of Koblenz-Landau. In an honorary capacity,
Professor Keber is Co-Head of Institute for Digital Ethics
and Head of the Scientific Advisory Board of the German
Association for Data Protection and Data Security (GDD).
Privacy regulator: Achim Klabunde, Head of IT Policy,
European Data Protection Supervisor, Belgium
Template protection perspective: Michiel van der Veen,
CEO, GenKey, The Netherlands
In 2008, with a first round investment, Michiel founded
priv-ID BV as a spin-off from Philips. In 2011, to accelerate
the further growth, he successfully concluded the merger
between priv-ID and GenKey and became the CEO of
GenKey Group. Under Michiel’s leadership, GenKey, with
offices in the Netherlands, USA and Ghana, has now grown
to become the market leader for large-scale biometric
solutions used in national elections, national health schemes
and national ID projects. Prior to GenKey, Michiel worked
at Royal Philips Electronics, where he was responsible for
biometric developments.

Pat has a degree in Social Anthropology and Development
and holds privacy and information security audit
qualifications. He has served on the International Standard
Organisation’s Privacy Steering Committee and is a
member of the British Computer Society. He is also a
member of the Global Pulse Privacy Advisory Group on big
data and also sits on the international advisory board for
the Adaptive Security and Privacy project. The Office of the
Information Privacy Commissioner of Ontario also recently
made Pat a Privacy by Design Ambassador.
Vendor facial recognition expert perspective: Vincent
Bouatou, Director, Technology Business Development,
Morpho, France
From 2001 to 2008, Vincent Bouatou has led several
research programs dedicated to Morpho proprietary
biometric technology improvement. He managed the initial
research program leading to the integration of the iris
recognition technology in Morpho portfolio, and directly
managed a world-leading class research team in charge of
fingerprint recognition technology.
Vincent Bouatou filed several patents pertaining to
identification technologies.
Vincent Bouatou also worked as head of the Higher
Education & Research relationship team within Microsoft
France, before joining Morpho again in 2009 as a deputy
director for Research & Technology in charge of External
Research, where he founded and acted as director to
the Identity & Security Alliance, the Telecom Paristech
and Morpho Joint Research Center. He acts as Director
for Technology Business Development for Morpho since
January, 2014.
Smart device perspective: Albert Creixell, Head of Finance
Vertical, Europe, Enterprise Business Team, Samsung
Electronics, UK
Albert Creixell is the Financial Services Lead for Samsung
Business in Europe. In his current role he develops
Samsung’s financial services strategy which has a threepronged approach: Digital customer experience, branch
of the future and enterprise mobility. Prior to this position
Albert was based in Samsung Electronics HQ (South Korea)
where he held positions in the Global Strategy Group and
in the Global B2B Team, the entity which drives Samsung’s
global initiatives in the Enterprise market.
Prior to Samsung, Albert held positions in British Telecom’s
strategy team, Siemens and Vodafone. Albert holds an
MBA from the London Business School and an MSC
of Telecommunication Engineering from Universitat
Politecnica de Catalunya.
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DATA RETENTION IN
LAW ENFORCEMENT
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Session Moderator

Biography

Johanna Morley, Director,
Biometrics Institute, UK

Johanna Morley is a Senior Technologist working within
the Technology, Research & Innovation strand for the
Metropolitan Police Service (MPS) in London, UK. She is
an IEEE Certified Professional in Biometrics and has several
years of experience working on biometrics projects that
range from early research to proof of concepts through
to implementation of operational products. Previous to
her current role, Johanna worked for three years in the
MPS Digital Forensics Laboratory where she specialised in
video image analytics and facial image comparison. Before
this, Johanna worked for the Forensic Science Service.
She represents the MPS at a number of national and
international boards associated with the development of
standards on the use of automated biometric systems and
is a director of the Biometrics Institute.

Session: Data retention in law enforcement

Tuesday, 13 October 2015
Mountbatten • Time: 16:30

Retention and use of biometric material by the police
Alastair MacGregor, Biometrics Commissioner (UK)

Synopsis

as custody photographs. It is as important to the police as it
is to the public that those issues quickly be resolved.

The Protection of Freedoms Act 2012 (PoFA) established a
new regime to govern the retention and use by the police
in England and Wales of DNA samples, DNA profiles and
fingerprints. As well as discharging casework responsibilities,
the Biometrics Commissioner provides independent
oversight of that new regime and of the police’s compliance
with it.
The retention and use of biometric material by the police
raise important issues about the proper relationship
between the citizen and the state. In his annual report and
in evidence to a Select Committee, the Commissioner has
drawn attention to problems that have arisen in connection
to the PoFA regime and to the absence of any appropriate
regulation of the police’s use of other biometric material such

Session: Data retention in law enforcement

Biography
Alastair MacGregor was called to the English Bar in 1974
and became a QC in 1994. His professional practice was
concerned mainly with the investigation and resolution
of complex commercial disputes. In 2004 he joined the
Criminal Cases Review Commission, the statutory body
which has responsibility for reviewing alleged or suspected
miscarriages of justice. He was a Commissioner at the
CCRC for nine years and for seven of them its Deputy
Chair.
Mr MacGregor was appointed to the role of Biometrics
Commissioner in March of 2013.

Tuesday, 13 October 2015
Mountbatten • Time: 16:45

Biometric data and regulation
Meagan Mirza, Group Manager, Police Justice and Borders, Information Commissioner’s Office (ICO), UK

Synopsis
How does the Data Protection Act 1998 apply in the context
of policing and the retention of biometric data in the UK?
How long should the police hold biometric data for and what
factors should be taken into consideration?

Biography
Meagan Mirza spent many years working in criminal law
before returning to study and completing an MA (Econ) in
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1999. She then moved into the healthcare regulatory sector
working for the General Medical Council and then the
Healthcare Commission with a specific focus on prisons
and high secure hospitals. After a brief period investigating
deaths in custody for the Prisons and Probation
Ombudsman, Meagan joined the ICO in 2009 and is now
the Group Manager for the Police Justice and Borders
Team. Meagan’s team are responsible for providing
advice, engaging with and maintaining relationships with
key stakeholders across the policing and criminal justice
sector. Meagan also sits on the National DNA Strategy
Board and leads on biometrics for the team.
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DATA RETENTION IN
LAW ENFORCEMENT
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Johanna Morley, Director, Biometrics Institute, UK

Roundtable discussion:
The use of facial images by law enforcement
The UK Commons Science and Technology Committee released its findings from the enquiry into the current and
future use of biometrics in early March 2015. It raised questions about the use of facial images and current law.
Legislation is in place to cover fingerprints and DNA, but there are some questions about custody images. The
discussion gained a significant amount of media attention. This roundtable will discuss the issues raised and some
proposed ways to move forwards with the aim of reassuring the public of the proper handling of biometric data.

Panellists
•

Alastair MacGregor, Biometrics Commissioner (UK)

•

Michael Barton, National Policing Lead for the
Police National Database (PND), Intelligence and
Use of Facial Images, and Chief Constable Durham
Constabulary, UK
Michael Barton is the National Lead for intelligence,
troubled families, PND, HOLMES and Information
Management. He is bringing under one umbrella
the development of cutting-edge approaches to
software development and integration, ethical and
proportionate management of information, and
innovative, skilled use of that knowledge to inform
decision-making across law enforcement.
At his worst, Michael has been described as a
maverick and, at his best, as a maverick. He has
enjoyed a few scrapes and still pinches himself
every morning that someone asked him to be a Chief
Constable.

•

Meagan Mirza, Group Manager, Police Justice
and Borders, Information Commissioner’s Office
(ICO), UK

•

Emma Carr, Director, Big Brother Watch, UK
Emma Carr joined Big Brother Watch as Deputy
Director in February 2012 and was appointed as
Director in August 2014. Previously, she worked for
political campaign and research groups.
Emma has an MSc in Public Services Policy and
Management from King’s College London. She has a
particular interest in cyber security and cyber crime,
which formed the topic of her dissertation.
Emma regularly appears in the media, with recent
appearances including Sky News, BBC News, BBC
Newsnight, Radio 4 Today, Radio 2 Jeremy Vine,
Radio 4 PM, and Radio 5 Live.
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DAY 2: Wednesday 14 October 2015
08.00 - 09.00 Registration

Identity management (in the digital world)
Session Chair: Glen Wimbury, Director, Biometrics Institute, UK

Session Chair’s Introduction

09.05

Governments ‘need to expand their digital vision‘
Jean-Noël Georges, ICT Global Programme Director, Frost & Sullivan, France

09.20

ID management in Estonia: E-Estonia and digital identity documents
Janek Mägi, Estonian Ministry of the Interior (Siseministeerium), Estonia

09.40

Biometrics in eGovernment 4.0 – From Civil Register to eGovernment services in Bosnia and Herzegovina
Alexander Ristic, Senior International Government Manager, Austrian State Printing House – OeSD, Austria

10.00

Biometrics and identity services
David Rennie, Head of Industry Engagement GOV.UK Verify, UK Cabinet Office, UK

10.15

Interactive panel discussion: Identity as a service?
Moderator: Glen Wimbury, Director, Biometrics Institute, UK
Panellists: Session speakers

10.35 - 11.00 Refreshment Break

ID at the borders and the future of travel
(Part 1)

Session Chair: Arron Baker, Chairman and Director,
Biometrics Institute, New Zealand

Consumer biometrics: What consumer
applications are evolving? Mobility, payments
and secure authentication (Part 1)
Session Chair: Clive Bourke, Group President - EMEA and
APAC, Daon, Ireland

11.00

Session Chair’s Introduction

11.00

11.05

Schengen Masterlist of CSCA certificates –
Real results
Richard Rinkens, Coordinator for Biometrics
and Identity Management, European
Commission, Belgium

11.05

11.25

The future of biometrics for wearable devices –
Active authentication and identity for the hyperconnected world
Alan Goode, Managing Director, Goode
Intelligence, UK

11.30

Regional Biometric Data Exchange System
Elizabeth Hoffmann, Regional Director,
Europe, Department of Immigration and
Border Protection

11.40

Authentication in a digital world: What are the
challenges for authenticators?
Pierre Antonio, Head of Marketing Advisory
Committee, Natural Security Alliance, France

11.45

12.00
ID challenges and opportunities for
immigration and the use of different biometrics
Frøy Løvåsdal, Senior Adviser, Norwegian ID
Centre, Norway

Delivering biometric services to consumers towards
combating financial fraud in Brazil
Igor Rocha, Founder and Executive Director,
Certibio, a new division of Certisign, Brazil

12.00

Smart Borders Pilot: German experiences
Fares Rahmun, Project Manager, EU Visa
Information System, Federal Office of
Administration (BVA Bundesverwaltungsamt),
Germany

INTERACTIVE DISCUSSION: Biometrics and mobile
payments – What is next?

12.20

Questions and discussion

12.15

Session Chair’s Introduction
KEYNOTE ADDRESS: How FIDO standards
open markets for biometrics
Brett McDowell, Executive Director, FIDO
Alliance, USA

As mobile payment services proliferate into main
stream consumer markets (ApplePay, Ali-Pay, Loop
Pay), what will be the impact and oversight required
on biometric security solutions?
Moderator: Clive Bourke, Group President - EMEA
and APAC, Daon, Ireland
Panellists: Session Speakers, Ted Dunstone, Head,
Biometric Vulnerability Assessment Expert Group
(BVAEG), Biometrics Institute, Australia, and Frank
Smith, Chair, e-MOBIDIG, UK

12.30 – 14.00 Lunch
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09.00

ID at the borders and the future of travel
(Part 2)
Session Chair: Serge Hanssens, Director, PwC,
Luxembourg

Consumer biometrics: What consumer
applications are evolving? Mobility, payments
and secure authentication (Part 2)

Session Chair: Juergen Pampus, Director, Biometrics
Institute, Germany

Conference Programme Day 2

14.00

Session Chair’s Introduction

14.00

Session Chair’s Introduction

14.05

Painting the big picture for travel facilitation
Helen N. Marano, Vice President of
Government & Industry Affairs, World Travel
& Tourism Council, UK

14.05

The role of biometrics in payments is likely to be
critical in the future take-up of mobile payments
Windsor Holden, Head of Consultancy &
Forecasting, Juniper Research, UK

14.25

Counter migrant smuggling and border
management
Jason Clarke, Senior Specialist Border
and Identity Solutions, Department of
Migration Management (DMM), International
Organization for Migration (IOM), Switzerland

14.25

Parlami! (Talk to me): Using biometric vocal
technology for a new breed of mobile banking
service
Gianluca Petrosino, Director, Unicredit, Italy

14.45

DISCUSSION SESSION: How to balance
security, and data protection while creating a
more seamless customer journey

14.45

Enhancing mobile security via multi-factor
biometrics
Anthony Gioeli, Vice President Marketing,
Biometrics Product Division, Synaptics, Inc., USA

15.05

A security framework for biometric systems:
Integrating technologies to protect biometric
database and to reduce risks of direct attacks
against biometric authentication systems
Marcelo Ribeiro Câmara, Department Manager,
Bradesco, Brazil and Emilio Tissato Nakamura,
Information Security Specialist, CPqD, Brazil

15.25

Questions and discussion

Moderator: Serge Hanssens, Director, PwC
Luxembourg
Panellists:
David Ryder, ACI EUROPE, Belgium
Emmanuel Berton, Aeroport de Paris, France
Cagatay Karabat, Tubitak Bilgem (Turkey)
– Centre of Research for Advanced
Technologies of Informatics and Information
Security, Turkey
Helen N, Marano, Vice President of
Government & Industry Affairs, World Travel
& Tourism Council, UK
Sam De Silva, Partner – Head of IT &
Outsourcing, Penningtons Manches LLP, UK
Arron Baker, Assistant General Manager,
Strategy & Assurance, Service Design and
Performance, Immigration New Zealand
John Keefe, Director of Public Affairs,
Eurotunnel, UK

15.40 –16.10 Afternoon Refreshment Break

Biometrics in developing economies

Technology developments

Session Chair: Peter Went, CEO, WCC Smart Search & Session Chair: Justin Hughes, Member Technology
Innovation Expert Group, Biometrics Institute, UK
Match, The Netherlands
16.10
16.15

16.30

Session Chair’s Introduction
KEYNOTE ADDRESS: Programs on
digital ID for development
Samia M. Melhem, Lead Policy
Specialist, Transport and ICT, Chair,
Digital Development Community of
Practice, World Bank, USA
Using pre-existing biometric databases to
build national population registers and/or
national ID card systems – The example of
biometric voter registration
Niall McCann, Senior Electoral Advisor and
Coordinator Global Programme on Elections,
United Nations Development Programme,
USA
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16.10

Session Chair’s Introduction

16.15

RAPID FIRE SESSION
So what’s new in biometrics? This session will
provide an opportunity for vendors to present the
latest technology developments.

16.15

MRO™: Disruptive Sub-Dermal Fingerprint
Authentication Technology
Josh Hogan, CTO, Inventor of MRO and Research
Collaborator with National University of Ireland,
Compact Imaging, Inc. USA
Mobile biometric authentication: Real world use
cases
Jamie Cowper, Senior Director, Business
Development, Nok Nok Labs, UK

16.25

Technology developments

Session Chair: Peter Went, CEO, WCC Smart
Search & Match, The Netherlands

Session Chair: Justin Hughes, Member Technology
Innovation Expert Group, Biometrics Institute, UK

16.45

17.00

16.35
Iris recognition and voting register deduplication in Somaliland
Kevin Bowyer, Schubmehl-Prein Professor and
16.45
Chair of the Department of Computer Science
and Engineering University of Notre Dame,
USA

Privacy and security – No database in biometrics
Ricardo Navarro, CEO, TOC, Chile

16.55
DISCUSSION SESSION: Biometrics in
developing economies – Friend or foe?
Moderator: Peter Went, CEO, WCC Smart
Search & Match,
17.05
The Netherlands
Panellists:
Gus Hosein, Executive Director, Privacy
International, UK
17.15
Samia M. Melhem, Lead Policy Specialist,
Transport and ICT, Chair, Digital Development
Community of Practice, World Bank, USA
Niall McCann, United Nations Development
Programme, USA
Mia Elizabeth Harbitz, Former Lead Specialist
Registries, Inter-American Development Bank,
USA
Zlatan Milisic, Deputy Director, Policy and
Programme Division, World Food Program,
Italy

Real-time identity and e-agreements using
biometric handwritten signatures
Chris Jones, Director, Icon-Group, UK

Better image quality by user-centric fingerprinting
Roberto Wolfer, CEO, Jenetric, Germany

Harnessing 3D data in biometrics
Andrew Larkins, Chief Technology Officer,
Fuel 3D, UK
Questions and discussion

17.40 Close of Day 2

51

Conference Programme

Biometrics in developing economies

Speaker Profiles

DAY 2:Speakers
Speaker Profiles

IDENTITY MANAGEMENT
(IN THE DIGITAL WORLD)

Wednesday, 14 October 2015
Mountbatten • Time: 09:00

Session Chair

Biography

Glen Wimbury, Director, Biometrics
Institute, UK

Since 2005, Glen Wimbury has worked for Border
Force on Biometric projects to process high volumes
of passengers securely. This includes high-profile
projects including IRIS (Iris Recognition Immigration
System), Project miSense (Simplifying Passenger
Travel) and ePassport Gates (ABC) systems. Recently,
he led the procurement for new ePassport Gates,
which are currently being installed in UK ports. These
gates currently process over 2 million passengers a
month using facial recognition, making Border Force
a world leader for this type of technology. Glen’s
current role within the Border Transformation Delivery
Programme includes leading on technical strategy for
Automation in Border Force.

Leadership

SourceSecurity.com
52

R

Speaker Profiles

Governments ‘need to expand their digital vision’
Jean-Noël Georges, ICT Global Programme Director, Frost & Sullivan, France

Biography

Presentation Synopsis

Jean-Noël Georges has 15 years of experience in the
fields of corporate strategy, sales optimisation and
marketing strategy. He has created and managed
software development centres and deployed worldwide
software services in global smartcard, telecom and
financial institutions including Gemalto, Morpho,
Giesecke & Devrient, Oberthur, NXP, Inside, Infineon,
Atmel, ASK, Orange, Vodafone, Deutsch Telekom,
Telefonica, NTT Docomo, VISA, Mastercard, American
Express and RBS. In recent years, Jean-Noël has focused
on smartcard personalisation from secured smartcard
data generation through to end user delivery. He
has worked in multiple countries including the USA,
UK, Poland, France, Germany, Spain, Australia and
Singapore.

Up-to-date mobile technologies can provide a country’s
government better cost optimization, a way to better interact
with citizens, and an improved quality of public services.
Moreover, it is necessary for governments to provide simple
access to these services with an approach to authentication
and security that will strongly protect the privacy of citizens.
Governments have worked on services and internet web
sites that provide better security during authentication.
As a result, citizens are less reluctant to perform sensitive
personal operations using a mobile device. But the road
is still long for many countries, while others are already
totally immersed in the digital age. This presentation will
focus on the latest Frost & Sullivan results regarding the
digital transformation that governments have started or are
planning to start and the best way to manage digital identity.

Wednesday, 14 October 2015
Mountbatten • Time: 09:20

Session: Identity management in the digital world

ID management in Estonia: E-Estonia and digital identity documents
Janek Mägi, Estonian Ministry of the Interior (Siseministeerium), Estonia

Biography
Janek Mägi serves as a head of the Citizenship and
Migration Policy Department of the Ministry of Interior.
He has had professional experience in the field of
migration and border management for 20 years and in
the Ministry of the Interior for the past five years. His role
is to coordinate the development of policies on aliens,
citizenship and migration, asylum, identity management
and issuing identity documents, preventing and combating
irregular immigration.
Janek graduated in 1999 from Estonian Security Science
Academy and has a degree in Border Management. He is
a guest lecture of the Estonian Security Science Academy
and a trainer for national and international training courses
and workshops. He has been involved as a national expert
in a different European Union projects and Working
Parties.

Presentation Synopsis
e-Estonia is so common for Estonians; this is a part of our
daily life and we are frustrated when we have to send
a letter or conduct business with someone outside of
e-Estonia. That is why we created the Estonian e-Residency.

e-Estonia means voting in elections from your living
room, filing a tax return in standard cases in just five
minutes or signing a legally binding contract from
anywhere in the world, via your computer or mobile
phone. Entrepreneurs can register businesses in as
little as 18 minutes and can run the company online.
For digital identification there are four types of different
documents;
•

Identity card (ID-card);

•

Residence card;

•

Digital identity card (Digi-ID)

•

Mobile-ID.

The purpose of identity documents (also Digital) is to
guarantee that a person is really the one whom they
say they are. The State has the monopoly to identify
persons, confirm the identity and issue certificates that
confirm a person’s identity, but the digital identification
and digital signature certificates never guarantee that it
was the owner of the document who entered the PINcodes.
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Wednesday, 14 October 2015
Mountbatten • Time: 09:05

Session: Identity management in the digital world

Speaker Profiles

Session: Identity management in the digital world

Wednesday, 14 October 2015
Mountbatten • Time: 09:40

Speaker Profiles

Biometrics in eGovernment 4.0 – From Civil Register to eGovernment
services in Bosnia and Herzegovina
Alexander Ristic, Senior International Government Manager, Austrian State Printing House – OeSD, Austria

Biography
Alexander Ristic runs international government sales
at Austrian State Printing House to advise government
customers on business practices and e-government
solutions to achieve and enhance their mission goals.
Alexander brings a broad base of international sales and
business development experience and a proven track
record of enhancing business performance through
process improvement, cost control, acquisitions and new
business development.
Before joining OeSD, he served in management positions
at leading enterprises and emerging startups in the
technology, security and telecom industries, including
UUNET, Reinisch and Siemens.
He is a frequent guest lecturer in academia and industry
on security technology and its business implications.
He holds a master’s degree in electrical engineering from
Vienna University of Technology and bachelor’s degree
in business administration from Vienna University of
Economics and Business.

Presentation Synopsis
The Civil Register has been introduced to enable citizens
to receive their breeder documents in any municipality
where they live and not only where they were born.
The implementation of the Civil Register increases the
security of national identity management and supports
the government with a more efficient administration. It

brings huge benefits to citizens by saving them time and
money. This provides a secure basis for introducing future
e-Government services.
The purpose of a civil registration system is to create and
maintain one or more data sources that will provide legal
documents and notifications for establishing and protecting
the civil rights of data subjects.
The civil registration system creates and maintains all the
institutional, legal, and technical prerequisites required to
carry out population registration in a technically sound,
coordinated and standardized manner, taking into account
the cultural, social and administrative circumstances of the
country.
The central system integrates the data of the existing
biometrical databases and all data from these databases are
then stored and accessible in the central system.
The benefits of establishing a central register are the
following:
•

Protection of rights and freedoms of natural persons;

•

Assisting the development of state information
resources related to the country’s population data;

•

Rendering assistance to law-enforcement and control
bodies with regards to the maintenance of law and
order;

•

Provide a basic platform for additional e-government
services.

Session: Identity management in the digital world

Wednesday, 14 October 2015
Mountbatten • Time: 10:00

Biometrics and identity services
David Rennie, Head of Industry Engagement GOV.UK Verify, UK Cabinet Office, UK

Biography
David Rennie is Head of Industry Engagement for the
Cabinet Office’s GOV.UK Verify service. The UK has taken
a collaborative approach to identity services believing that
users, private sector and government organisations must
all see material benefit from working together to address
the trustworthiness of digital transactions. David leads
the UK Government’s engagement with the Open Identity
Exchange through which Government Departments
conduct jointly funded, ‘open’ projects to address specific
identity challenges.
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David was originally payments consultant in the financial
services sector. He joined the Home Office’s Identity Card
Programme in 2005, worked for James Crosby’s Public
Private Forum on Identity Management in 2007 and has
since worked for Cabinet Office on the development and
implementation of federated identity assurance.

Presentation Synopsis
David will provide an overview of the GOV.UK Verify digital
identity service and how Cabinet Office is engaging with
private sector organisations to develop a market of identity
services.

Speaker Profiles
Wednesday, 14 October 2015
Mountbatten • Time: 10:15

Session: Identity management in the digital world

Session Moderator
Glen Wimbury, Director, Biometrics Institute, UK

Panellists:		
•

Jean-Noël Georges, ICT Global Programme Director,
Frost & Sullivan, France

•

Janek Mägi, Estonian Ministry of the Interior
(Siseministeerium), Estonia

•

Alexander Ristic, Senior International Government
Manager, Austrian State Printing House – OeSD,
Austria

•

David Rennie, Head of Industry Engagement GOV.UK
Verify, UK Cabinet Office, UK

•

Reg Cox, Commercial Consultant, GSMA, UK

ID AT THE BORDERS AND THE
FUTURE OF TRAVEL (PART 1)

Wednesday, 14 October 2015
Mountbatten • Time: 11:00

Session Chair
Arron Baker Chairman and Director,
Biometrics Institute, New Zealand

Schengen Masterlist of CSCA certificates – Real results

Time: 11:05

Richard Rinkens, Coordinator for Biometrics and Identity Management, European Commission, Belgium

Biography
After implementing the Biometric Matching System (BMS)
for the Visa Information System (VIS), Richard Rinkens
worked on a variety of strategic ideas and concepts
involving biometrics and identity management such as
the Smart Borders initiative combining a European Entry/
Exit System, a European Registered Traveller Programme,
and an amended Schengen Borders Code. After preparing
the road for the implementation of a SISII AFIS, he is now
focussing on Digitalisation of Home Affairs, trying to build
a policy on biometrics and identity management. Richard’s
current focus is on electronic document security with a
new project concerning a Schengen/EU Masterlist of
CSCA certificates. Richard has an academic background in
electronics, informatics and artificial intelligence.
David was originally payments consultant in the financial
services sector. He joined the Home Office’s Identity Card
Programme in 2005, worked for James Crosby’s Public
Private Forum on Identity Management in 2007 and has
since worked for Cabinet Office on the development and
implementation of federated identity assurance.

Presentation Synopsis

By obtaining this (public) certificate and using it at bordercontrol, one can electronically authenticate the correctness
and authenticity of the data written to the chip.
Complete optical authentication (requiring expert
knowledge) of the travel document is no longer necessary.
In absence of a human border-guard inspecting a passport,
this is indispensable in an Automated Border Control
(eGate/Self Service/Smart phone) environment.
The SmartBorders initiative will ultimately permit third
country nationals to use eGates in the Schengen area.
The country receiving the certificate must have confidence
that it is the real certificate, not a fake one.
The obtained (and trusted) CSCA certificates are combined
in a so called ‘Masterlist’.
This Masterlist is a public list of trusted certificates that
are then transmitted to border-control (if they trust the
Masterlist) to authenticate all ePassports for which a
certificate is in the list.

Electronic Machine Readable Travel Documents (eMRTD)
contain a chip with identity (biometric) data of the bearer.

The Schengen Masterlist project wants to create a new
Masterlist which is validated and usable by all MS in the
Schengen area.

This data is protected via electronic cryptographic
signature techniques to prevent modifications or
unauthorised access and to guarantee authenticity.

The European Commission would become a central entity
that will pro-actively try to obtain CSCA certificates from
third-countries.

Each eMRTD is cryptographically ‘signed’ with a key
that is linked to a Country Signing Certification Authority
(CSCA) certificate.

The European Commission will become an ICAO (PKD)
member as it will start issuing her own eMRTD, the EU
Laissez-Passer.
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Session: ID at the borders and the
future of travel (Part 1)

Wednesday, 14 October 2015
Mountbatten • Time: 11:30

Speaker Profiles

Regional Biometric Data Exchange System
Elizabeth Hoffmann, Regional Director, Europe, Department of Immigration and Border Protection, Australia

Biography

Presentation Synopsis

Elizabeth Hoffmann has been the Regional Director,
Europe, since 2012. Prior to taking up this position,
Elizabeth has held a number of senior positions in the
department including: Assistant Secretary, Family and
Health Policy Branch (2012); Assistant Secretary, Migration
Planning and Strategies Branch (2010–11); Assistant
Secretary, Visa Business Support Branch (2009–10);
Assistant Secretary, Labour Market Initiatives Branch
(2008-2009); Deputy State Director, Perth (2006–2008).

The Regional Biometric Data Exchange Solution
(RBDES) is a secure mechanism designed for
participating Bali Process members to exchange data.
This will initially be anonymised biometric data, but
can be configured to include other data and biographic
information at a later stage. Data exchanged will be used
for identity and border-related verification purposes.
There is an accompanying policy framework which
spells out Terms of Use, and explains the protections
that are expected for managing privacy, and to protect
vulnerable individuals. The policy framework for the
RBDES was developed by the Bali Process Regional
Support Office (RSO).

Elizabeth joined the Department of Immigration and
Border Protection in 1984 and has also served with the
department in: Auckland (1999–2002); Manila (1998–1999);
and Bonn (1986-1990); and has had short term missions in
Warsaw, Dublin, Moscow, Nauru and Mumbai.
Elizabeth has a Bachelor of Arts (Hons) in Government and
Public Administration, University of Sydney.

The ongoing management and support of RBDES will be
undertaken by the International Organization of Migration
(IOM) in Bangkok.

Session: ID at the borders and the
future of travel (Part 1)

Wednesday, 14 October 2015
Mountbatten • Time: 11:45

ID challenges and opportunities for immigration and the use of different
biometrics
Frøy Løvåsdal, Senior Adviser, Norwegian ID Centre, Norway

Biography
Frøy Løvåsdal is a Senior Adviser and a Project Manager
at the Norwegian ID Centre, which is a Special Agency
placed under the Norwegian Police Directorate.
She has worked with Immigration and Technology for 15
years at the Norwegian Ministry of Foreign Affairs, the
Norwegian Directorate of Immigration and the Norwegian
ID Centre.
In the Directorate of Immigration, she was part of the
team that developed the Norwegian part of the VIS system
and the Norwegian Visa Portal.
As Section Head at the Norwegian Embassy in Manila, she
also ran a number of Pilot Projects aimed at introducing
new technology to improve efficiency, increase quality
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and service delivery. The systems her team piloted are now
in use by the Norwegian Foreign Service, the Norwegian
Police and the Norwegian Directorate of Immigration.
In Manila, she was also part of the Anti-Fraud Group
and actively involved in various efforts against Human
Trafficking.

Presentation Synopsis
This presentation offers a perspective on the storage of
biometrics in the future Entry Exit System. Moreover, it
discusses how other types of biometrics might be beneficial
in improving border control and front line operations.
The ongoing management and support of RBDES will be
undertaken by the International Organization of Migration
(IOM) in Bangkok.

Speaker Profiles
Session: ID at the borders and the
future of travel (Part 1)

Wednesday, 14 October 2015
Mountbatten • Time: 12:00

Fares Rahmun, Technical Project Manager, EU Visa Information System and Smart Borders, Federal Office of
Administration (BVA Bundesverwaltungsamt, Germany)

Biography
Fares Rahmun has worked for the German Federal Office
of Administration (BVA) as an IT Project Manager for
Government Information Technology Solutions for 10
years and, as such, is in charge of the technical integration
of the European Visa Information System (VIS) in Germany.
He conducted several national and European pilot projects
and is member of various expert groups in the area of
biometrics, visa and border management. Furthermore
he is involved in the German implementations for
capturing and checking fingerprints, which contributes
to the Technical Guideline Biometrics in public sector
applications (TR-03121) by the Federal Office for
Information Security (BSI).
Currently, Fares is the technical project manager for the
EU Smart Borders Initiative at the BVA. Here he combines
his knowledge of large scale IT-applications and identity

management solutions with profound knowledge of the
relevant business processes.
Fares holds a degree of MSc in Business Information
Systems from the University of Applied Sciences in
Cologne.

Presentation Synopsis
The Smart Borders initiative will have a major impact
on the perspective of border crossing performance in
Schengen. In October 2014, the European Commission
published its ‘Technical Study’ aimed at identifying and
assessing the most suitable and promising options and
solutions for the implementation. In 2015 the proof-ofconcept will be finalized by an European pilot project led
by the IT agency Eu-LISA. Germany started its operation in
the context of this pilot project on the 22nd of June 2015.
This presentation will give an insight on the first findings of
this evaluation.

CONSUMER BIOMETRICS: WHAT CONSUMER
APPLICATIONS ARE EVOLVING? MOBILITY,
PAYMENTS AND SECURE AUTHENTICATION
(PART 1)

Wednesday, 14 October 2015
Windsor • Time: 11:00

Session Chair: Clive Bourke, Group President – EMEA and APAC, Daon, Ireland
Time: 11:05

Keynote Address: How
FIDO standards open
markets for biometrics

and spearheaded their authentication strategy to make
the Internet safer for PayPal and their customers. He and
his team drove several open standards and won a CSO40
award for innovation in authentication.

Brett McDowell,
Executive Director,
FIDO Alliance, USA

Presentation
KeynoteSynopsis
Address: How
The FastFIDO
IDentitystandards
Online (FIDO®) open
Alliance, an industry
consortium that has added over 200 new organizational
markets
for
biometrics
members since launching in 2013, and is changing the

		

Biography
Brett McDowell is the Executive Director of the FIDO
Alliance, the organization he helped establish in 2012
to remove the world’s dependency on passwords
through open standards for strong authentication.
Mr McDowell manages the strategic direction of the
FIDO Alliance and coordinates its liaison activities with
numerous external industry groups, standards bodies
and government agencies worldwide. Previously,
Mr McDowell was Head of Ecosystem Security at
PayPal, where he developed strategies, led initiatives,

nature of online authentication through global adoption
of its FIDO 1.0 specifications published in Q4 2014.
FIDO 1.0 defines interoperable public key cryptography
protocols that supplant reliance on passwords in online
authentication by means of local-match biometrics and/or
second-factor ‘security keys’. In 2015, FIDO standards have
been implemented in over 60 FIDO Certified™ products
including biometric authenticators that span modalities, and
mass-market smartphones from OEM’s including Samsung,
Fujitsu, and Sharp. FIDO-enabled services have been
deployed by leading brands since 2014 including Google
and PayPal, and most recently by NTT DOCOMO and
DropBox. This session will feature the latest information
on the growing adoption of these standards and how
biometric authentication vendors are taking advantage of
this new market for local-match applications of their core
technologies.
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Wednesday, 14 October 2015
Windsor • Time: 11:25
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The future of biometrics for wearable devices – Active authentication
and identity for the hyper-connected world
Alan Goode, Managing Director, Goode Intelligence, UK

Biography
Alan Goode is the founder and managing director of
Goode Intelligence – a research and consultancy company
specialising in mobile/wearable security, authentication
and identity and biometric authentication and identity.
Alan has held senior roles with De La Rue Identity
Systems, T-Mobile UK and Atos Origin. Alan is a judge
for the GSMA Mobile Awards for Mobile Security and
Identity.

•

Analysis on initiatives including DARPA’s Active
Authentication program;

•

Near future trends – Wearables become the main
authenticator;

•

Future possibilities – Tattoos and implants;

•

Which biometric modalities are suited for latest
wearable devices;

•

Impact of privacy and data protection legislation;

The role of biometrics on wearable devices across a
number of verticals will also be discussed including:

Presentation Synopsis
Drawing on our recent research into the use of wearable
technology for biometric authentication and identity this
presentation will explore the current technology and
market activity including:

•

Physical Access Control (enterprise, hotel, home and
automobile – Internet of Things);

•

Financial Services including payments;
Logical authentication (including combined physical
and logical);
Identity (state-issued).

•

Sole purpose devices including the Nymi Band;

•

•

Use of mainstream wearable devices including Glass,
Bands and Watches;

•

Session: Consumer biometrics: What consumer applications
are evolving? Mobility, payments and secure authentication (Pt 1)

Wednesday, 14 October 2015
Windsor • Time: 11:40

Authentication in a digital world: What are the challenges for
authenticators?
Pierre Antonio, Head of Marketing Advisory Committee, Natural Security Alliance, France

Session: Consumer biometrics: What consumer applications
are evolving? Mobility, payments and secure authentication (Pt 1)

Wednesday, 14 October 2015
Windsor • Time: 12:00

Delivering biometric services to consumers towards combatting financial
fraud in Brazil
Igor Rocha, Founder and Executive Director, Certibio, a new division of Certisign, Brazil

Biography
Igor Rocha is Founder and Executive Director of Certibio,
a start-up division of Certisign dedicated to biometric
identity validation services. He has spent 15 years
dedicated to digital identity, authentication, anti-fraud,
and information security, with a career strongly marked
by innovation. Igor pioneered the digital certification
business in Brazil and has introduced the concept
of Identity as a Service (IDaaS). Igor has electronic
engineering BS and MBA Degrees.

Presentation Synopsis
This presentation will discuss biometric services and
how we expect they will reverse the tide of transaction
fraud in Brazil and beyond. Transaction fraud resulting
from identity theft costs our economies billions of dollars.
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Each year, millions of consumers are made victims, and
the problem is growing worse. It is increasingly difficult
to trust the payment and authentication mechanisms we
have in place. The problem demands innovation and new
approaches.
One such approach is the use of biometrics as a service
to authenticate identity. Banks, retailers, healthcare and
other types of businesses will use biometric services to
keep fraudsters from falsely claiming identities to steal
money and merchandise. We will first prove and validate
an honest consumer’s identity using biometrics at our retail
sites, then use those biometrics upon transactions at points
of sale to prevent fraudsters from falsely claiming their
identity in the future. It is a powerful line of defense that
will prevent fraudsters from establishing false identities and
using them to make illegal purchases and transactions.
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Dr Dunstone established Biometix in 1998 to provide
experienced, independent biometric consulting
resources to governments and organisations using
biometrics. In 2002 Biometix successfully implemented
the prototype of SmartGate the world’s first fully
operational face recognition system, in addition to
pioneering techniques in the areas of testing and
assurance. As principle consultant in Biometix Dr
Dunstone has also been involved with providing
advice, amongst others, to the Immigrations
departments in Australia, Hong Kong and New
Zealand, the UK Home Office and the US Department
of Homeland Security. He was the co-author of the
first dedicated book on data analysis and biometrics
Biometic System and Data Design.

As mobile payment services proliferate into main stream
consumer markets (ApplePay, Ali-Pay, Loop Pay), what will
be the impact and oversight required on biometric security
solutions?

Panel Moderator
Clive Bourke, Group President – EMEA and APAC, Daon,
Ireland

Panellists
•

Brett McDowell, Executive Director, FIDO Alliance,
USA

•

Alan Goode, Managing Director, Goode
Intelligence, UK

•

Pierre Antonio, Head of Marketing Advisory
Committee, Natural Security Alliance, France

•

Igor Rocha, Founder and Executive Director, Certibio,
a new division of Certisign, Brazil

•

Ted Dunstone, Head, Biometric Vulnerability
Assessment Expert Group (BVAEG), Biometrics
Institute, Australia
Dr Ted Dunstone is the CEO and founder of
Biometix and the chair of the Technical panel of
the Biometrics Institute. He has been involved
with biometrics and authentication for over fifteen
years, both academically and commercially, and has
specialized in the government use and analysis of
biometric identity systems. He is also the convener
and chair of the first international group of biometric
vulnerability experts which has members from seven
different countries including the US (NIST) and the UK
(Home Office).

•

Frank Smith, Chair, e-MOBIDIG, UK
Frank Smith is the Head of Strategy and Innovation in
the Biometrics Programme within the UK Home Office.
He has a broad range of experience on immigration
and police systems, including mobile solutions,
secure chip technology for travel documents (PKI),
and working internationally. He is Chair of the EU
working group on mobile solutions for the police and
immigration (e-MOBIDIG); Chair of the IGC Technology
working group; and one of the two UK members of the
Management Board of the Agency, managing EU-wide
immigration and law enforcement systems (eu-LISA).
During his career, Frank has worked across a broad
spectrum of technology, business, policy and
legislation within the Home Office, and has served
as Private Secretary to the Minister for Immigration
and Broadcasting. Frank is at home in both policy and
technology domains, and is well respected for helping
to improve mutual understanding between these two
aspects of business.

ID AT THE BORDERS AND THE
FUTURE OF TRAVEL (PART 2)
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Mountbatten • Time: 14:00

Session Chair

Biography

Serge Hanssens, Director, PwC
Luxembourg

Serge Hanssens is Director in Advisory Services at PwC
Luxembourg, where he is responsible for a wide range of
strategic assignments that deal with business analysis and new
technologies such as biometrics enabling smarter processes
and systems, improved efficiency and effectiveness, native
collaboration and better informed decisions.
Today he leads the EU Smart Borders assignments from
feasibility for the European Commission (DG Migration and
Home Affairs) and eu-LISA in collaboration with the Member
States towards tests implementation across Europe (12
Countries) of the future EU Entry Exist biometrics-based system.
Serge is also leading strategic international assignments
dealing with the future of Telecom sector at horizon 2020, the
future of collaboration platforms and traveller application for
European Citizens.
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Interactive discussion: Biometrics and mobile payments – What is next?
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Painting the big picture for travel facilitation
Helen N. Marano, Vice President of Government & Industry Affairs, World Travel & Tourism Council, UK

Biography
Helen Marano is Vice-President of Government & Industry
Affairs of WTTC, serving, since 2012, as a conduit for the
advocacy efforts of WTTC in representing the industry
perspective to government leaders. Previously, Helen
was Head of the National Travel & Tourism Office of the
United States for 12 years, following her role as head of
research and policy. During her leadership she helped
set up the national tourism marketing organisation, Brand
USA. Her continued leadership at WTTC and engagement
in intergovernmental organisations ensures coordinated
government and industry efforts that improve and protect
the sustainability of the industry.

Presentation Synopsis
Following an introduction to the Global Forecast for
Travel and Tourism, Ms Marano will emphasize on the
unprecedented changes and improvements we have
recently seen in travel facilitation around the world,
especially the global progress made in opening the doors
over the past three years. More and more countries are
taking deliberate steps to ease visa restrictions in order

Session: ID at the borders and the
future of travel (Part 2)

to increase visitor numbers and improve competitiveness.
Yet, despite these positive moves, there is more to be
done to ensure many nationalities find it less complex and
difficult to cross borders as international tourists. In this
light, Ms Marano will address different ways to balance
sovereign security concerns with the needs of international
leisure and business travellers by presenting; a) best
practice examples; b) the variety of Registered Traveller’s
Programmes for ease of entry; and c) the success that can
be experienced through public-private partnerships.
Key points of the presentation:
•

Global Travel Forecast;

•

Global progress in opening doors over the past three
years;

•

Best case examples for balancing security and
facilitation;

•

Registered Traveller’s Programmes for ease of entry
(kiosks and e-gates);

•

Success through public-private partnerships.

Wednesday, 14 October 2015
Mountbatten • Time: 14:25

Counter migrant smuggling and border management
Jason Clarke, Senior Specialist Border and Identity Solutions, Department of Migration Management (DMM),
International Organization for Migration (IOM), Switzerland

Biography
After 20 years with the UK Immigration Service in a variety
of positions both at home and overseas, Jason Clarke
began working for the International Organisation for
Migration in 2008. After managing several large border
management projects in the Middle East and North Africa
region, Jason moved to Europe to work on a multi-country
programme on Integrated Border Management in the
Western Balkans. Since 2011, he has been working at
IOM’s Headquarters in Geneva as the Senior Specialist for
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Border and Identity Solutions where he has oversight of the
full portfolio of border related projects, currently numbering
around 140 worldwide. He has a Master’s Degree in Project
Management and Leadership.

Presentation Synopsis
This presentation will provide a brief look at who IOM are
and what they do in general and then some more specific
information on what our response has been, and will be, to
the migrant smuggling phenomenon that we are seeing in
Europe.
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Session Moderator
Serge Hanssens, Director, PwC Luxembourg

Panellists:		
•

David Ryder, ACI EUROPE, Belgium

•

Emmanuel Berton, Aeroport de Paris, France

•

Cagatay Karabat, Tubitak Bilgem (Turkey) – Centre of
Research for Advanced Technologies of Informatics
and Information Security, Turkey
Dr Cagatay Karabat is a project manager at the
Scientific and Technological Research Council of
Turkey (TUBITAK). He received his BS degree in
Electronics Engineering from Istanbul University
in 2005 and obtained his MS and PhD degrees in
Electronics Engineering & Computer Science in 2007
and 2013, respectively from Sabanci University. His
research interests include security and privacy
preservation technologies and their applications to
e-government sector, cryptographic protocols, e-ID,
e-signatures, and trust models. Dr Karabat has an
active role in international projects. He is the project
manager of several large-scale EU-funded projects e.g.
FP7 e-SENS, FP7 STORK2.0, FP7 BEAT.

•

Helen N, Marano, Vice President of Government &
Industry Affairs, World Travel & Tourism Council, UK

•

Sam De Silva, Partner – Head of IT & Outsourcing,
Penningtons Manches LLP, UK
Dr Sam De Silva is a Partner and the Head of the IT
and Outsourcing practice at the leading UK law firm,
Penningtons Manches LLP. Sam specialises in IT and
telecommunication projects and is on the legal team
advising the Home Office on the e-Borders project.
Sam regularly advises on data protection and privacy
issues. He is the UK solicitor representative on the
EU Commission’s Expert Group on Cloud Computing
Contracts and the IT Committee of the Bars and Law
Societies of Europe (CCBE). Sam is on the IT Faculty
of the ICAEW. He is recognised as a leading individual
for IT in the most recent editions of the Legal 500 and
Chambers & Partners directories.

•

Arron Baker, Assistant General Manager, Strategy
& Assurance, Service Design & Performance,
Immigration New Zealand

•

John Keefe, Director of Public Affairs, Eurotunnel, UK

CONSUMER BIOMETRICS: WHAT CONSUMER
APPLICATIONS ARE EVOLVING? MOBILITY,
PAYMENTS AND SECURE AUTHENTICATION
(PART 2)
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Session Chair

Biography

Jürgen Pampus,
Director, Biometrics
Institute, Germany

Jürgen Pampus held positions as a
Consultant at Control Data Corp., and then
joined Siemens at the Scientific Computing
department. At Siemens, Jürgen started
up the biometrics department in 1995 with
the initial development of face recognition
technology, which is now owned and
marketed by Cognitec.
Cognitec’s leading face recognition
technology is used in various border control,
video analytics, and database search
solutions by customers around the world.
Jürgen is active in several biometric working
groups and has given presentations at
various international conferences on
Biometrics and Airport Security.
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Discussion session: How to balance security, and data protection while
creating a more seamless customer journey
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The role of biometrics in payments is likely to be critical in the future
take-up of mobile payments
Windsor Holden, Head of Consultancy & Forecasting, Juniper Research, UK

Biography

Presentation Synopsis

Dr Windsor Holden is Head of Forecasting & Consultancy
with Juniper Research, and lead analyst on its Commerce
& Money stream. With more than 16 years’ experience
as an analyst, he has authored more than 60 full-length
reports and research suites for Juniper Research. His
recently published research suites include Mobile
& Online Purchases: Cards, Carrier Billing & Third
Party Payment Platforms; Mobile Money Transfer &
Remittances: Domestic & International Markets; Digital
Content Business Models: OTT & Operator Strategies and
The Future of Cryptocurrency: Bitcoin & Altcoin Impact
& Opportunity. He is also a former Research Fellow at the
University of Leeds.

As consumers increasingly engage with their digital
surroundings, the need both to verify a user’s identity
and to protect it from theft becomes more pressing.
This presentation explores the problems associated with
existing online two-factor authentication solutions, such
as the limitations of the password-centric approach and
consumer concerns about the lack of security surrounding
them. It assesses the biometric technologies now in
use – or which have been proposed – to provide mobile
authentication and verification, including fingerprint, facial
and eye recognition.
With consumer interest in mobile payments rising in the
wake of Apple Pay’s launch, it considers trends such as
the increasing usage of Apple’s Touch ID solution in retail
and banking applications, together with the developments
in formal certification for biometrics-based payment
mechanisms.

Session: Consumer biometrics: What consumer applications
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Parlami! (Talk to me): Using biometric vocal technology for a new breed
of mobile banking service
Gianluca Petrosino, Director, Unicredit, Italy

Biography

Presentation Synopsis

Gianluca Petrosino was born in Genoa, Italy in 1959. He
obtained his Electronic Engineer Master Degree from the
University of Genoa in 1987. He used to work as Integrated
circuit Designer, Design Manager and Design Director
at ST Microelectronics. He is the author of six patents on
Flash Memory and Microprocessor Design. In 1993 he
co-developed the first-in-the-world microcontroller with
embedded Flash memory. In the same Company he has
been also IT Director and then Region America Marketing
Director.

Biometric technologies allow for new authentication
methodologies that replace usernames and passwords.
The pilot performed in Unicredit showed how voice-based
technology (both for authentication and interaction) allows
a better customer experience and an increased security
level in the Unicredit Mobile Banking application.

His main focus since in the Open Innovation Group are
biometric technologies and innovative hw solutions for both
customers and bank employees.

The main breakthroughs of the platform are the vocal
authentication for accessing the mobile banking account
and the vocal interface to perform banking operations:
no usernames, no passwords, no menus, no tapping on
the mobile device’s display, making this solution also
suitable for inclusion (a case study on blind users is under
evaluation). Chat-like gui interface eases the reading of the
history of the transactions performed in the session. Also,
data aggregation is provided (how much do I have spent in
grocery in the last two months?)

In 2012 he released to production a low power, near-to-dumb
terminal system to minimize power consumption in the
Unicredit Self-Sustainable Branch in Reggio Emilia, Italy.

The 30 testers who participated in the pilot were
enthusiastic of the ease of use of the new interface with
respect to the menu-based one.

In 2013 he contributed to the development of a pilot based
on NFC technology for pre-payed mobile payments of
vending machines and canteens located in one of the
Unicredit Headquarters building. The solution also included
employees’ badging capabilities.

The presentation will provide an introduction to the
solution by means of a video, then a platform architecture
scheme of the solution will be shared, the list’s main
features will be provided and a live demo of how the Vocal
mobile banking works will be shown.

In 2010 he moved to Unicredit, where he is working in
the R&D and Open Innovation Group, mostly focusing on
innovative technologies, products and methodologies for the
Banking industry.
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Anthony Gioeli, Vice President Marketing, Biometrics Product Division, Synaptics, Inc., USA

Biography

Presentation Synopsis

Anthony Gioeli has 12 years of experience in the
biometric market in leading organizations that provide
fingerprint, face recognition and voice biometrics
technology.

With the launch of the IPhone 5S, biometrics has started
proliferating on mobile devices. Today, the main biometric
being implemented is fingerprint sensors. However, we
are quickly seeing other biometrics being used on phones,
such as face recognition, iris recognition, voice biometrics
and even newer technologies such as eye vein (see recent
launch by ZTE of a phone with this technology).

A consistent theme in Anthony’s career in biometrics
has been enabling security on mobile devices. As CEO
of Atrua Technologies, he helped pioneer the integration
of fingerprint sensors on mobile phones. Later, at
KeyLemon SA, Anthony’s team helped integrate face and
voice biometrics on to mobile devices via local on-device
and cloud-based authentication. Now with Synaptics,
founding company of the FIDO Alliance, Anthony is
leading the company’s efforts to integrate biometrics
into the mobile payments/banking and enterprise
security sectors.

This presentation will focus on:
•

What biometrics are available today on mobile devices
and how are they being used;

•

How easy is it to implement multi-factor biometrics on
mobile devices;

•

The advantages of implementing multi-factor
biometrics on mobile devices.

Session: Consumer biometrics: What consumer applications
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A security framework for biometric systems: Integrating technologies to
protect biometric database and to reduce risks of direct attacks against
biometric authentication systems
Marcelo Ribeiro Câmara, Department Manager, Bradesco, Brazil, and Emilio Tissato Nakamura, Information
Security Specialist, CPqD, Brazil

Biography

Presentation Synopsis

Emilio Tissato Nakamura has been contributing to the
information security community for more than 15 years.
He is the author of book ‘Network security’, currently in
10th edition, has patent requests in areas such as critical
infrastructure protection, authentication and web security.
He holds an MSc, MBA, CISSP-ISSAP and ISSMP, provides
professional training, and has spoken in conferences in
Brazil, Germany and Australia. Being aware of the need to
provide better identity and authentication mechanisms for
people and business, Emilio has been recently applying
his broad experience in authentication and multi-biometric
projects, focusing in a security architecture to make
biometric systems more reliable both to users and to the
service providers.

At the same time that biometrics perform an increasing
important rule in the authentication ecosystem, there
is an intrinsic new venue for attacks that has to be
prevented by the biometric authentication systems. New
techniques to circumvent those systems tend to be even
more sophisticated with the increasing adoption by the
industry. Integrating a broad variety of security techniques
in an innovative way creates a path to make the use of
biometrics more reliable and secure. CPqD and Bradesco
has developed security technologies to protect every attack
point in a customer biometric authentication system. This
concept makes every biometric authentication unique,
in such a way that even a compromised user results in
a limited attack venue. More importantly, personalized
components turn automated attacks virtually impossible.
The presentation will demonstrate the techniques that
comprise component personalization, added by a threat
model and a brief discussion about new attacks against
biometric systems.
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Session Chair

Biography
Peter Went is the Chief Executive Officer of WCC, where
his role is to oversee the company’s operations in The
Netherlands and the United States.

Peter Went, CEO, WCC Smart Search &
Match, The Netherlands

Mr Went founded WCC in 1996 after a frustrating search
for a new house exposed the fact that existing database
technologies were ill-equipped for performing certain types
of searches. This revelation led him to develop a search
tool that worked more like the human mind, and set the
foundation for WCC’s ELISE fuzzy database technology.
Prior to WCC, Peter held a number of leadership positions
with different high technology companies. He served as
CTO of Quality System Development, which developed
and marketed an integrated banking system for European
banks. He also was Founder & CEO of UniSoft, where he
orchestrated the company’s expansion into Czech Republic
(formerly Czechoslovakia).
Mr Went’s experience also includes various roles in both
software development and business consulting. He has
served as lead developer with Shell International, principal
consultant at James Martin Associates and principal
consultant with Platinum Technology.
Being an internationally recognized expert in relational
database systems, Mr Went has spoken at a number of
occasions, including IBM Guide event, Security Symposium,
HR-XML, the British Chamber of Commerce and was a judge
for the SIIA Codie Awards.

Session: Biometrics in
developing economies
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Keynote Address: Programs
on digital ID for development

leads the Mainstreaming ICT Community of Practice,
and the Knowledge and Learning programs focusing on
global capacity building around the broad topic of Digital
Development. Her current operational responsibilities
include investment operations management, technical
assistance, capacity building and advisory services related
to strategic use technology for transformation, growth and
development. Samia has worked in several related sectors
such as Telecoms policy, governance, education, gender,
urban, innovation and private sector development.

Samia M. Melhem, Senior Specialist
Border and Identity Solutions, Department
of Migration Management (DMM),
International Organization for Migration
(IOM), Switzerland

Samia held several positions as regional coordinator in
different regions such as Africa, Middle East and Europe
and Central Asia and has experience in more than 50
countries. She coordinates her group’s partnerships
and knowledge activities with ITU, UNDP, ESCWA,
donors and private sector/academia. She has authored
several working papers and policy notes on technology’s
impact on development. She holds degrees in Electrical
Engineering (BS), Computer Sciences (MS) and Finance
(MBA).

Biography
Samia Melhem is an international development expert at
the World Bank Group with a training in management,
finance and engineering. Within the WBG organization,
she is located in the Global Practice in charge of Transport
and Information Communication Technologies ICT). Samia
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Presentation Synopsis
This presentation will discuss digital IDs in the broader
context of digital platforms, highlighting linkages to
e-government policies and strategies for inclusion and
improved service delivery
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Niall McCann, Senior Electoral Advisor and Coordinator Global Programme on Elections, United Nations
Development Programme, USA

Biography
Niall McCann is the Lead Electoral Advisor at the
Democratic Governance Group in United Nations
Development Prgogramme’s (UNDP’s) Bureau for
Development Policy. In this position he provides
programming and advisory support to all UNDP Country
Offices engaged in providing electoral assistance
(approximately 60 per year). Electoral assistance
represented approximately 11% of UNDP’s entire global
portfolio across all development sectors, in financial
terms, in 2013.
From 2011 to May 2013 he was Senior Electoral Assistance
Advisor at UNDP Brussels and Coordinator of the ECUNDP Joint Task Force in Electoral Assistance. During
this time, among other tasks, he formulated UNDP’s
electoral assistance project documents for the UNDP
Country Office’s electoral assistance projects in Jordan,
Zambia, Yemen, Afghanistan and Lebanon. He previously
worked as an Operations Advisor to the national electoral
management bodies for UNDP in Sierra Leone (2006-2008)
and Kenya (2010), as well as with UN Mission in Liberia in
2005.
Prior to his recent UNDP work, he was the Chief Electoral
Technical Advisor in Lebanon (2008-2009) for the European
Union Delegation, and as Team Leader on the 2010 EU
Election Expert Mission assessing the voter registration
process in Zambia. In election observation, he was Deputy
Chief Observer for the 2011 European Union Election
Observation Mission for the Southern Sudan Referendum,
and was Deputy Head of Mission for the OSCE/ODIHR
Limited Election Observation Mission to Croatia for the
2007 Parliamentary elections. He was Political Officer

on five other Core Teams for OSCE/ODIHR in Romania,
Hungary, Bosnia and Herzegovina and Croatia (twice)
from 2000-2004. From 1996-1999, he was Elections Officer/
Senior Elections Officer with the OSCE Mission in Bosnia
and Herzegovina.
Mr McCann has worked closely with a number of UNDP
Country Offices that have procured and assisted in the
rollout of biometric voter registration systems on the
request of national electoral management bodies, of
which there have been approximately ten in total. Current
projects include Yemen, where the Supreme Commission
on Elections and Referenda is rolling out the first biometric
voter registration system in the Arab world.

Presentation Synopsis
Various UN agencies interact with different state
population registration systems as part of the overall
delivery of their mandates in countries where their
assistance is requested. While UNICEF assists countries
with birth registration, UNHCR assists with the registration
of refugees, UNFPA assists on census and demography
matters and UNDP assists with voter registration, no-one
UN agency is the ‘system lead’ in population registration
and identity management. Equally, countries requesting
assistance rarely approach UN agencies seeking a
comprehensive solution to identity management that
envisages a ‘birth to death’ unique system of digital
identity with which different state agencies can interact
and provide the services to citizens that they need to. This
session will identity some of the lost opportunities of this
lack of joined up thinking, from both the demand (member
states) and supply (UN agencies) side, and some possible
solutions.
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Iris recognition and voting register de-duplication in Somaliland
Kevin Bowyer, Schubmehl-Prein Professor and Chair of the Department of Computer Science and
Engineering University of Notre Dame, USA

Presentation Synopsis
This talk discusses the use of iris recognition technology
to ‘de-duplicate’ a trial voter registration list for the
country of Somaliland. De-duplication refers to identifying
multiple registration records that were originated by
the same person. It is needed in this context in order
to achieve a ‘one person – one vote election. The voter
registration list for the 2010 Somaliland election, created
using fingerprint and face matching, was determined to

contain an unacceptably large number of instances of
duplicate registrations. The Somaliland National Electoral
Commission asked Professor Bowyer to analyze a trial
voter registration dataset to determine if iris was powerful
enough to detect attempts at multiple-registration. A
combination of automated iris matching and manual
examination of a small number of instances where the
automated matching result was ambiguous resulted in 100%
correct identification of multiple-registration attempts in the
Somaliland trial voter registration dataset.
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Using pre-existing biometric databases to build national population
registers and/or national ID card systems – The example of biometric
voter registration
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Discussion Session: Biometrics in developing economies –
Friend or foe?
Session Moderator:
Peter Went, CEO, WCC Smart Search & Match, The
Netherlands

Panellists:		
•

Gus Hosein, Executive Director, Privacy International,
UK

•

Samia M. Melhem, Lead Policy Specialist, Transport
and ICT, Chair, Digital Development Community of
Practice, World Bank, USA

•

Niall McCann, United Nations Development
Programme, USA

•

Mia Elizabeth Harwitz, Former Lead Specialist
Registries, Inter-American Development Bank, USA
Mia Harbitz is the former Lead Specialist in identity
management and registries for the Inter-American
Development Bank (IADB). Since 2004 Mia Harbitz
coordinated the IADB’s activities in the area of identity
management, including a series of studies assessing
the practical implications of under-registration of
citizens in Latin America. Over the course of a 25-year
career she has designed and managed development
projects that modernized and strengthened the
capacities of civil and identification registries in Latin
America. These projects also improved the quality of
national vital statistics systems and promoted universal
birth registration and civil identification. She has
authored and contributed to numerous publications
and books on legal identity, identity management, the
implications of under-registration, and social inclusion
as a means to poverty reduction. While at the IADB
she was responsible for extensive and worldwide
coordination with other multilateral agencies,
development banks, and governments. Her academic
background is in engineering, and prior to coming

to Latin America in 1991 she worked in development
programs in East Africa and the Middle East.
•

Zlatan Milišiç, Deputy Director, Policy and Programme
Division, World Food Program, Italy
Zlatan Milišiç is a Deputy Director of World Food
Programme’s Policy and Programme Division and
the Chief of its Direct Implementation Programmes
Service, where he leads policy and strategy
development, programme guidance and operational
support for food security in emergencies, protracted
crisis and transitions, and livelihoods, resilience and
asset creation activities, represents WFP in events,
meetings and groups on policy and operational
matters, and contributes to the development of
strategies and initiatives for strengthening new
approaches and partnerships.
Zlatan has been with WFP for the past 20 years,
mainly in field-based and emergency-related
leadership functions, including those of Deputy
Regional Director for Middle East and North Africa
in Cairo, and Country Director or Emergency
Coordinator for Mali, Libya, Tajikistan, Kyrgyzstan,
Lebanon, Somalia and Burundi. He also worked in
South Sudan, Democratic Republic of Congo and
Rwanda, and in Bosnia and Herzegovina, his home
country, affected by war at the time, where he helped
design, implement and monitor various humanitarian
activities of the United Nations High Commissioner for
Refugees. Prior to that, Zlatan was a Lawyer at a Legal
Firm in Bosnia and Herzegovina.
Born in Yugoslavia and a national of Bosnia and
vHerzegovina, Zlatan holds University Degree in Laws
(BA), from the University of Sarajevo and a Masters
Degree (MA) in International Politics and Security
Studies from the Bradford University in the UK.

TECHNOLOGY
DEVELOPMENTS

Session Chair

Wednesday, 14 October 2015
• Time: 16:10

Justin Hughes, Member Technology Innovation Expert Group, Biometrics
Institute, UK
Mountbatten

Rapid Fire Session
So what’s new in biometrics? This session will provide an opportunity for vendors to present the latest technology
developments.
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Session: Technology Developments

Josh Hogan, CTO, Inventor of MRO and Research Collaborator with National University of Ireland, Galway,
Compact Imaging, Inc. USA

Biography
Josh Hogan is CTO and founder of Compact Imaging,
a California company, developing a low cost version of
Optical Coherence Tomography (OCT). Hogan holds over
50 patents, including several on Compact Imaging’s version
of OCT. Previously, at HP Labs, Palo Alto, CA, he developed
opto-electronic technologies and designed custom modelocked laser systems at Camac Systems, Inc., Santa Clara,
CA. Hogan has a Ph. D. in Physics from Ulster University,
Ireland.

Presentation Synopsis
Compact Imaging, Inc. (CI) has developed a proprietary
version of an established non-invasive imaging technology,
Optical Coherence Tomography (OCT), capable of sub-

surface imaging tissue and other biological and nonbiological targets. The CI version, referred to as MRO™
(Multiple Reference OCT), enables a miniature low-cost
sensor suitable for multiple applications, including
imaging and biometry for identity verification, document
authentication, non-destructive testing and mobile
health and fitness monitoring. MRO™ sensors will utilize
high-volume consumer-level optical and electronic
components, resulting in small form factor, low-cost, low
operating power devices, ideal for integration with other
mobile monitoring devices and systems. A review of the
enabling MRO™ technology will be presented along with
a description of a specific optical system implementation.
Configurations suitable for sub-dermal fingerprint imaging
and authentication, along with results obtained, will be
presented.

Wednesday, 14 October 2015
Windsor • Time: 16:25

Session: Technology Developments

Mobile biometric authentication: Real world use cases
Jamie Cowper,Senior Director, Business Development, Nok Nok Labs, UK

Biography

Presentation Synopsis

Jamie Cowper is the Senior Director of Business
Development and Marketing at Nok Nok Labs, responsible
for driving international business and global marketing
strategy. He has previously served as the Director of
European Marketing at Veracode and PGP Corporation,
as well as business development and product marketing
roles at Symantec, Mirapoint and Critical Path. Jamie
has significant industry expertise across a wide range
of Information Security areas, including Authentication,
Encryption, Messaging Security and Application Security.
He has spoken at a large number of industry events,
including RSA, Gartner and Forrester conferences and
contributed articles to many leading IT publications.

This session will look at recent large-scale
biometric deployments from PayPal, NTT DOCOMO
and others to understand how biometrics can be used to
simplify the authentication and transaction experience
for consumers. Nok Nok Labs, as a founding member
of the FIDO Alliance, has been involved in working with
a broad ecosystem of device manufacturers, network
operators, biometric solution providers and Online Service
Providers, this session will review these developments and
look at how organisations can learn from successful FIDO
deployments
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MROTM: Disruptive Sub-Dermal Fingerprint Authentication Technology

Speaker Profiles
Wednesday, 14 October 2015
Windsor • Time: 16:35

Session: Technology Developments

Speaker Profiles

Privacy and security – No database in biometrics
Ricardo Navarro, CEO, TOC, Chile

Biography
Ricardo Navarro trained as an Electrical Engineer at
the University of Santiago, Chile with a major in digital
systems and automatic control. For several years he
served as an IT consultant in various national and foreign
companies.
Currently, he is founder and CEO of TOC, a Chilean
company that provides identity verification services
and electronic signature by comparing the biometric
information contained in the Chilean identity card with
live the fingerprint of each person.
They have more than 8,500 customers operating points
and covering the areas of banking, retail and nsurance,
among others. Today he is also directing the area of new
technological developments in TOC’s new innovation lab.

Presentation Synopsis
TOC is a Chilean identity verification and electronic
signature company. We work without enrollment or
database, through comparing the fingerprint with the
biometric information contained in the Chilean National
Identity Card & Peru’s DNI.
Our technology respects the privacy and security of users
making every transaction user friendly and fast. TOC is a
strategic partner for its diversified client base that includes
presence in the areas of banking, retail, credit evaluation
and payment centers, among others, and we’re projecting
the use to new areas such as health payment, massive

passenger control, retail payment and facial biometrics.
We currently have a commercial presence in Chile & Peru
and are exporting our technology to other countries in
America and Europe.
We are letting people access all their personal information
anywhere by using their National ID Card and their finger.
No one else can access my personal information.
By verifying people’s identity, they can access all their
personal information such as credit reports, salary
information, and hand it to the institution that they want to
get a credit with, so the institution can evaluate the credit
instantly. If everything goes well, they can electronically
sign all the needed documents in seconds.
We are saving thousands of sheets of paper, making the
process faster, optimizing the document management
process, making it easier, faster ad secure. TOC
technology is reducing the carbon footprint for the planet.
Last year we developed a new biometric system that works
with Apple iPhone’s 5S, 6 & 6+ and Samsung Galaxy S5 &
S6. This system allows our customers to avoid the use of
passwords, tokens, coordinates cards, ATM’s PINS, etc. All
by working without any of the owner sensible data and with
no database.
With this brand new system we won the DigitalBank Latam
2014 and also Innova BBVA contests.
All of our solutions comply with the FIDO Alliance &
Biometrics Institute Privacy Awareness.

Wednesday, 14 October 2015
Windsor • Time: 16:45

Session: Technology Developments

Better image quality by user-centric fingerprinting
Roberto Wolfer, CEO, Jenetric, Germany

Biography

Presentation Synopsis

Roberto Wolfer is co-founder and CEO of JENETRIC. He
has several year’s experiences in biometrics, particularly
in fingerprint and palm print scanners as well as document
readers. Before founding JENETRIC he was responsible for
the biometric capture products at Crossmatch. Mr Wolfer
has an engineering degree in Biomedical Engineering, a
post-graduate degree in Intellectual property rights and more
than 15 years’ experience in product management in medical
diagnostic and biometric industry.

Fingerprint image quality not only depends on the device
itself but also to a high degree on the user. The majority
of today’s users of fingerprint scanners have very low or
no experiences with such devices. Thus, a new thinking
towards much more user-friendly fingerprint scanners
is required. Similar to consumer products, users need
instant quality feedback and guidance for avoiding capture
mistakes and achieving highest image quality. The speaker
will introduce new fingerprint technologies that particularly
address user experiences without compromising
fingerprint image quality.
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Session: Technology Developments

Chris Jones, Director, Icon-Group, UK

Wednesday, 14 October 2015
Windsor • Time: 17:05

Session: Technology Developments

Harnessing 3D data in biometrics
Andrew Larkins, Chief Technology officer, Fuel 3D, UK

Biography
Andrew Larkins studied Physics at Imperial College and
later gained an MBA through the Open University. He
has a track record of developing innovative products
during a career of more than 25 years. As CTO of www.
fuel-3d.com he led the team which developed an award
winning low cost, high resolution, color scanner. It is
the world’s first 3D scanner to combine pre-calibrated
stereo cameras with photometric imaging to capture
and process files in seconds. He is currently working
with corporate clients to develop specific scanning
solutions to help them in the world of identification,
personalization and customization of products/services.
Andrew has spent over 25 years working in innovative
product design and marketing. His experience has been
gained working in a wide range of companies from
resource limited start-ups to global companies like Sony.
His roles have ranged from practical hands on design
and producing ideas to patent, through to management
of multi-site development teams and international
marketing. He has regularly been involved in early stage
product developments, working on translating scientific
discoveries into world-leading products.

Presentation Synopsis
Rapid 3D image capture presents the opportunity to scan
accurate 3D measurement of the human body that goes
far beyond what 2D imaging can provide. But 3D scanning
has typically been a slow process, requiring the subject to
remain still throughout, and has not been scalable or easily
integrated into biometric applications. Until now…
Fuel3D has developed a fast 3D-scanning technology
that captures both high resolution geometry and color
information of its subjects. The system is capable of
generating high-resolution color 3D models of parts
of the human body, allowing a wide range of accurate
measurements to be taken of a subject.
As images are captured in less than 0.1 seconds, the errors
typically associated with a subject moving during scanning
are effectively negated.
Originally developed for medical applications, Fuel3D’s
scanning technology is optimized for capture of the human
form and uses a proprietary approach that fuses geometric
and photometric stereo images to create accurate 3D models.
This presentation will show how new developments mean
that accurate, measurable 3D data can now be quickly and
easily collected for biometric applications.
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Real-time identity and e-agreements using biometric
handwritten signatures
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DAY 3: Thursday 15 October 2015

Speaker Profiles

08.00 - 09.00 Registration

Customer authentication
Session Chair: Terry Hartmann, Vice President, Global Transportation, Unisys, USA
09.00

Session Chair’s Introduction

09.05

Secure customer authentication – Biometrics as one tool
Jonathan Vaux, Executive Director - New Digital Payments and Strategy, Visa Europe, UK

09.25

INTERACTIVE DISCUSSION: What does the consumer really want – How to balance security and
convenience
This session will present different areas of banking and their current thinking around the
differentiation in the market place, the customer experience and what the problem is that we are
trying to solve – possibly through biometrics.
Moderator: Poppy Trowbridge, Consumer Affairs Journalist, Sky TV News, UK
Panellists: Panellists: Terry Hartmann, Vice President, Global Transportation, Unisys, USA
Andy Foote, VP, Innovation Research & Development, Wholesale Services Group, Wells Fargo Bank,
USA
Matt Smallman, Head of Transformational Design, Wealth Change and Transformation, Lloyds Banking
Group, UK
Gianluca Petrosino, Director, Unicredit, Italy
Nick Graham, Partner, Dentons, UK
Reg Cox, Commercial Consultant, GSMA, UK

10.30 - 11.00 Refreshment Break

Making biometrics more robust and secure – Liveness detection discussion
Session Chair: Ted Dunstone, Head, Biometric Vulnerability Assessment Expert Group (BVAEG), Biometrics Institute, Australia
11.00
11.05

Session Chair’s Introduction
KEYNOTE ADDRESS: I see, therefore I am… You
Starbug, Chaos Computer Club, Germany

11.35

Mitigating biometric vulnerabilities
Stephanie Schuckers, Director, Center for Identification Technology Research (CITeR), USA

11.50

DISCUSSION SESSION: How can vulnerabilities in biometrics be reduced?
This session will report the finding of a Biometric Vulnerability Assessment Expert Group (BVAEG)
open workshop to be held on the 12 October 2015 in London, where different research laboratories
will present on how vulnerabilities can be measured and mitigated.
Moderator: Ted Dunstone, Head, Biometric Vulnerability Assessment Expert Group (BVAEG),
Biometrics Institute, Australia
Panellists: Stephanie Schuckers, Director, Center for Identification Technology Research (CITeR), USA
Raul Sanchez-Reillo, University Carlos III of Madrid (UC3M) - Electronic Technology Department, Spain
Tsutomu Matsumoto, Head of Division of Social Environment and Informatics, Yokohama National
University, Japan
Patrick Grother, Biometric Standards and Testing Lead, National Institute of Standards and Technology
(NIST), Department of Commerce, USA

12.30–13.30 Lunch and Exhibition Viewing
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Law enforcement, forensic
and military

Research and innovation

13.30

Session Chair’s Introduction

13.30

Session Chair’s Introduction

13.35

Biometrics – INTERPOL’s innovative use for
tackling the foreign fighter threat
Mark Branchflower, Head of Unit, Fingerprint
Unit, Police Forensics Sub-Directorate,
INTERPOL General Secretariat, France

13.35

The multiple biometrics behind a
SuperIdentity
Sarah Stevenage, Senior Lecturer in
Psychology, University of Southampton, UK

13.55

Forensic hand image comparison as an aid for 13.55
paedophile investigations – An overview
Sue Black, Director of the Centre for Anatomy
and Human Identification and Professor
of Anatomy and Forensic Anthropology,
University of Dundee, UK

Multi-touch biometrics
Nasir Memon, Professor and Department.
Head, Computer Science Department,
Polytechnic School of Engineering, New York
University, USA

14.15

Update from the FBI
Jim Loudermilk, Senior Level Technologist,
Science & Technology Branch, FBI, USA

14.10

Ocular biometrics in non-cooperative
environments
Hugo Pedro Proença, Associate Professor,
University of Beira Interior, Covilhã, Portugal

14.35

The Biometrics Revolution – Its foundation in
the physical world
Detectives David Knowles and Gavin Burton,
Metropolitan
Police Service, UK

14.25

Enhanced security and privacy protection
in mobility scenarios. A case study on face
verification
Esteban Vazquez-Fernandez, Biometrics Team
Leader, Gradiant, Spain

14.50–
15.05

Questions and discussion

14.40

The face recognition envelope: Delivering
performance to new territories
Patrick Grother, Biometric Standards and
Testing Lead, National Institute of Standards
and Technology (NIST), Department of
Commerce, USA

14.55–
15.05

Questions and discussion

15.10

CLOSING PLENARY WRAP UP: Selected conference moderators will provide a quick
summary of the key outcomes from their respective sessions, complemented by two hashtags
and one tweet!
• Research & Innovation - Kevin Bowyer, Schubmehl-Prein Professor and Chair of the
Department of Computer Science and Engineering University of Notre Dame, USA
• Borders and Travel - Arron Baker, Chairman and Director, Biometrics Institute, New Zealand
• Vulnerabilities – Ted Dunstone, Head, Biometric Vulnerability Assessment Expert Group
(BVAEG), Biometrics Institute, Australia

15.40

Close of Conference and Refreshments

71

Speaker Profiles

Session Chair: Kevin Bowyer, SchubmehlPrein Professor and Chair, Department of
Computer Science and Engineering University
of Notre Dame, USA

Session Chair: Jim Loudermilk, Director,
Biometrics Institute, USA

Speaker Profiles

DAY 3:Speakers
Speaker Profiles

CUSTOMER AUTHENTICATION

Thursday, 15 October 2015
Mountbatten • Time: 09:00

Session Chair

Biography

Terry Hartmann, Vice President,
Global Transportation, Unisys, USA

Terry Hartmann is Vice President, US & Canada for the Unisys
Global Transportation Industry. He is the industry leader
accountable for all transportation business in the region
across cargo, passenger services, airlines and airports.
From 2013 through to March 2015, Terry was Vice President
for the Portfolio Management of Unisys Security Solutions &
Industry Applications worldwide covering people identity;
transportation; financial services; public safety & justice;
physical security; cybersecurity; ECM and communications
solutions.
Terry is internationally recognized in the identification
and biometrics industry. His opinion, insight and counsel
is regularly sought by government and commercial
organizations the world over. Terry wrote the ISO 197945 International Standard for Facial Recognition, and the
original ICAO Technical Report that formed the basis of
ePassports standards. He has spoken at over 80 conferences
internationally on identity matters. Terry served for 10 years
on the Board of Directors for the Biometrics Institute; and is
on the Planet Biometrics Expert Advisory Panel.
In 2012, Terry was responsible for creating the Unisys wholeof-company mobility solutions portfolio and go-to-market
strategy from inception through business case investment,
thought leadership, advocacy, to media launch.
In 2013, Terry received the ID World ‘ID LEADERSHIP AWARD’
assigned to outstanding members of the ID Community who
have distinguished themselves during the previous 12 months
for commitment, leadership, creativity and innovation.

Thursday, 15 October 2015
Mountbatten • Time: 09:05

Session: Customer authentication

Secure customer authentication – Biometrics as one tool
Jonathan Vaux, Executive Director – New Digital Payments and Strategy, Visa Europe, UK

Biography
Jonathan Vaux was appointed Executive Director,
Innovations Partnering by Visa Europe in 2014 to ensure
Visa remains the preferred payment method as digital
technologies evolve to change the way consumers buy
and pay for goods and services.
Jonathan is focused on extending the Visa acceptance
promise into new digital environments – whether it is
online or in-store, through a mobile or a tablet, in-app or
through a digital wallet – and developing flexible ways
for our partners to integrate Visa services into their
commerce and banking platforms.
Ultimately, Jonathan brings the ‘voice of the customer’
into Visa’s digital strategy, making sure all of our
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stakeholders’ needs are met in a highly competitive
and evolving ecosystem.
Jonathan has held a number of roles since 1998, including
Commercial Director of V.me, Head of Processing, Head
of Alternative Payments, Head of Commercial Solutions
and Vice President, Commercial Solutions for Visa
International.
Jonathan holds an honours degree in Law from University
College London, and a Diploma in Marketing from the
Chartered Institute of Marketing

Presentation Synopsis
This presentation will explore the exciting changes that are
taking place in the payments space and the potential role of
biometrics in improving the customer experience to deliver
the right balance between convenience and control.

Speaker Profiles
Thursday, 15 October 2015
Mountbatten • Time: 09:25

Session Moderator:

•

Gianluca Petrosino was born in Genoa, Italy in 1959.
He obtained his Electronic Engineer Master Degree
from the University of Genoa in 1987. He used to
work as Integrated circuit Designer, Design Manager
and Design Director at the ST Microelectronics
Semiconductor Company. He is author of six patents
on flash memory and microprocessor Design. In 1993
he co-developed the first-in-the-world microcontroller
with embedded flash memory. In the same company
he has been also IT Director and then Region America
Marketing Director.

Poppy Trowbridge, Consumer Affairs Journalist,
Sky TV News, UK

What does the consumer really
want – How to balance security and
convenience
As usernames and passwords are so regularly
compromised, we are rapidly moving to a new form of
digital identity authentication. Digital signatures and signons, enabled by mobile and biometrics, are becoming
standard, but where does this take us in the longer term?
This session will present different areas of banking and
their current thinking around the differentiation in the
market place, the customer experience and what the
problem is that we are trying to solve – possibly through
biometrics.

Panellists:
•

Terry Hartmann, Vice President, Global Transportation,
Unisys, USA

•

Andy Foote, VP, Innovation Research & Development,
Wholesale Services Group, Wells Fargo Bank, USA
Andy Foote is a Vice President and strategist in Wells
Fargo’s Wholesale Services Group, where he is
responsible for innovation research and evaluation
in the areas of voice technology, biometrics, and
authentication.

Gianluca Petrosino, Director, Unicredit, Italy

In 2010 he moved to Unicredit, where he is works
in the R&D and Open Innovation Group, mostly
focusing on innovative technologies, products and
methodologies for the banking industry.
•

Nick Graham, Partner, Dentons, UK

•

Reg Cox, Commercial Consultant, GSM
Association, UK
Reg Cox has been in the telecoms industry for many
years, and has been lucky enough to be part of a
number of exciting and world leading products,
including the UK’s first PC mobile dongle, and
PayForIt a world’s first for cross-operator direct billing.
More recently, Reg has been involved with operator
‘Big data’ products in the form of ComScore’s MMM
and GFK’s mobile insights and locations insights
portfolio. The common thread has always been how
to make things work better for the consumer through
innovation.
Reg is now working within the GSMA to help shape
the commercial realisation of Mobile Connect.

Prior to his current role, Andy worked in product
management for the commercial banking internet
portal, where he was responsible for authentication
strategy and tools. He was a member of the launch
team for Wells Fargo’s commercial mobile banking
platform, and has over 17 years’ experience at Wells
Fargo in the areas of treasury management, web
development, and product management.
•

Matt Smallman, Director, SymNex Consulting
Matt Smallman is a Director at SymNex Consulting,
where he helps organisations prepare for nextgeneration customer contact experiences. He has
held senior strategy, design and delivery roles at
Barclays and Lloyds Banking Group. He led the awardwinning implementation of voice biometrics for the
Barclays Wealth division and has been featured by the
BBC, Financial Times and Wall Street Journal. Matt
passionately believes that the few remaining human-tohuman interactions our organisations have with their
customers in the post digital world will be a major
source of competitive advantage, but that we need
to rethink the way we deliver these experiences to
realise it.

73

Speaker Profiles

INTERACTIVE DISCUSSION

Speaker Profiles

Speaker Profiles

MAKING BIOMETRICS MORE ROBUST AND
SECURE – LIVENESS DETECTION DISCUSSION

Thursday, 15 October 2015
Mountbatten • Time: 11:00

Session Chair

Biography

Ted Dunstone, Head, Biometric
Vulnerability Assessment Expert Group
(BVAEG), Biometrics Institute, Australia

Dr Ted Dunstone is the CEO and founder of
Biometix and the chair of the technical panel of
the Biometrics Institute. He has been involved
with biometrics and authentication for over 15
years, both academically and commercially,
and has specialized in the government use and
analysis of biometric identity systems. He is also
the convener and chair of the first international
group of biometric vulnerability experts which
has members from seven different countries
including the US (NIST) and the UK (Homeoffice).
Dr Dunstone established Biometix in 1998 to provide
experienced, independent biometric consulting resources
to governments and organisations using biometrics. In
2002 Biometix successfully implemented the prototype of
SmartGate the world’s first fully operational face recognition
system, in addition to pioneering techniques in the areas of
testing and assurance. As principle consultant in Biometix
Dr Dunstone has also been involved with providing advice,
amongst others, to the Immigrations departments in Australia,
Hong Kong and New Zealand, the UK Home Office and the
US Department of Homeland Security. He was the co-author
of the first dedicated book on data analysis and biometrics
Biometric System and Data Design.

KEYNOTE ADDRESS

Thursday, 15 October 2015
Mountbatten • Time: 11:05

I see, therefore I am... You

Biography

Starbug, Chaos Computer Club,
Germany

Starbug studied microsystems technology and computer
engineering in Berlin, and works in the Security in
Telecommunications (SECT) research group at the Berlin
University of Technology (TU Berlin), and as a security
consultant. His main interests are the security of biometric
systems, as well as microchips and electronic locks.
Starbug started with hacking biometric systems over 10
years ago and was part of the team that disclosed the
fingerprints of the German Minister of the Interior. In
2014 he was the first to hack Apple’s fingerprint system
TouchID only two days after its release. Starbug is also
active within the Chaos Computer Club.

Synopsis
Looking at keyboards or screens to spy on passwords?
Stealing a touched glass to get fingerprints? These are the
techniques from the past. This talk will show you how to
use high-resolution cameras to steal biometric features
(like fingerprint, faces and irises) from a distance, how
to extend the distance by the use of infra-red imagery
and how to use those pictures for fooling the biometric
systems.
Beside cameras used from a distance it will make use of
a hacked mobile phone for acquiring biometric features
and to spy on your smart phones display while typing your
password using the reflection in your eye.
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Session: Making biometrics more robust
and secure – Liveness detection discussion

Thursday, 15 October 2015
Mountbatten • Time: 11:35

Stephanie Schuckers, Director, Center for Identification Technology Research (CITer), USA

Biography

Presentation Synopsis

Dr Stephanie Schuckers is the Paynter-Krigman Endowed
Professor in Engineering Science in the Department
of Electrical and Computer Engineering at Clarkson
University, and serves as the Director of the Center of
Identification Technology Research (CITeR), a National
Science Foundation Industry/University Cooperative
Research Center. She received her doctoral degree in
Electrical Engineering from The University of Michigan.
Professor Schuckers research focuses on processing and
interpreting signals that arise from the human body. Her
work is funded from various sources, including National
Science Foundation, Department of Homeland Security,
and private industry, among others. She has started her
own business, testified for Congress, and has over 40
journal publications, as well as over 60 other academic
publications.

Systems which use biometrics as part of an overall security
system must consider the vulnerabilities associated
with the biometrics. These include traditional security
vulnerabilities such as replay and malware attacks.
Additionally, there are vulnerabilities that are specific to a
biometric system: (1) attacks at the biometric sensor level,
called ‘presentation attacks’ or more popularly called
‘spoofing’; and (2) attacks on the biometric template data,
which can include altering, stealing, and replacing the
biometric data. Spoof attacks on systems in operation
which use biometrics have included border kiosks and
time & attendance systems. Mitigations include detection
of presentation attacks at the time of capture or ‘liveness
detection’, as well as biometric template security schemes.
This talk with give an overview of presentation and
template attacks, liveness detection, template security,
methods for evaluating these systems as well as the
commercial roll-out of these systems.

Session: Making biometrics more robust
and secure – Liveness detection discussion

Thursday, 15 October 2015
Mountbatten • Time: 11:50

Session Moderator
Ted Dunstone, Head, Biometric Vulnerability Assessment Expert Group (BVAEG), Biometrics Institute,
Australia

Discussion Session: How can
vulnerabilities in biometrics be
reduced?
This session will report the finding of a Biometric
Vulnerability Assessment Expert Group (BVAEG) open
workshop to be held on the 12 October 2015 in London,
where different research laboratories will present on how
vulnerabilities can be measured and mitigated.

His interests in R&D cover all personal identification
technologies, including smart cards, biometric and
secure authentication systems. He is the founder of
IDTestingLab, an evaluation facility for identification
products.
•

Tsutomu Matsumoto, Head of Division of Social
Environment and Informatics, Yokohama National
University, Japan

•

Patrick Grother, Biometric Standards and Testing Lead,
National Institute of Standards and Technology (NIST),
Department of Commerce, USA

Panellists
•

Stephanie Schuckers, Director, Center for
Identification Tehcnology Research (CITer), USA

•

Raul Sanchez-Reillo, University Carlos III of Madrid
(UC3M) - Electronic Technology Department, Spain

Patrick Grother is a scientist at the National Institute
of Standards and Technology (NIST), responsible for
biometric standards and testing. He leads the MINEX,
IREX, FRVT and FIVE evaluations of fingerprint, iris and
face recognition technologies that support biometrics
in national-scale identity management. He received
Department of Commerce Gold Medals for tests of
border management technologies (2003), and for
specification of biometrics in the US Government’s
PIV credentialing program (2007). He assists US
Government agencies on research, development and
evaluation, and serves as editor of several ISO standards
– he received the IEC 1906 Award in 2009 and the ANSI
Lohse IT Medal in 2013.

Raul graduated as a Telecommunication Engineer
from the Polytechnic University of Madrid, obtaining
his PhD at the same University in 2000, based on
Biometric Authentication in Smart Cards.
Since 1994 he has been researching at the University
Group for Identification Technologies, and has been
managing the group since 2000. He is currently
Associate Professor at Carlos III University of Madrid.
He is also a member of ISO/IEC JTC1 SC17, SC27 and
SC37 standardization bodies, chairing the Spanish
SC17 and is the Secretariat of the Spanish SC37.

•

Ralph Breithaupt, Project Manager & Senior Scientist,
New Technologies and Foundations, Federal Office for
Information Security, BSI, Germany
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Session Chair

Thursday, 15 October 2015
Mountbatten • Time: 13:30

Biography

James A Loudermilk, Director,
Biometrics Institute, USA

James A. Loudermilk is the Senior Level Technologist for
the FBI Science and Technology Branch. He focuses upon
identification issues, especially biometrics, and frequently
represents the FBI on these topics. He has recently served
as the Department of Justice co-chair of the Biometrics and
Identity Management Subcommittee of the National Science
and Technology Council. He represents the FBI on the Identity
Intelligence Board of Directors, and is a member of the FBI
Biometric Steering Committee. He is also the branch portfolio
manager. He has previously served as Chief Architect, Chief
IT Strategist, Deputy Chief Technology Officer, and Assistant
Director of the IT Operations Division. Before entering the
civil service, Mr Loudermilk was in the private sector for
over 20 years, holding various executive positions, in system
engineering, software development, program management,
logistics, and was a divisional CIO.
Mr Loudermilk holds Bachelor’s and Master’s Degrees in
Mathematics from the University of Dayton, and the Degree
of Applied Scientist, in Communications Engineering, from
the George Washington University. He is a graduate of the US
Army Command and General Staff College.

Session: Law enforcement, forensic and military

Thursday, 15 October 2015
Mountbatten • Time: 13:35

Biometrics – INTERPOL’s innovative use for tackling the
foreign fighter threat
Mark Branchflower, Head of Unit, Fingerprint Unit, Police Forensics Sub-Directorate, INTERPOL General
Secretariat, France

Biography
Mark Branchflower joined New Scotland Yard fingerprint
branch in England in 1984 as a trainee fingerprint officer.
After qualifying as a fingerprint expert in 1989 he left
the UK and in 1990 became a fingerprint officer with
INTERPOL at its headquarters in Lyon France. Since 1990
he has participated in many INTERPOL European and
International working groups on fingerprint standards,
AFIS, training, disaster victim Identification and DNA.
Currently as Head of the Fingerprint Unit his main duties
are the organisation of INTERPOL fingerprint AFIS
services, organisation of meetings and conferences and
Identification projects. Currently, Mr Branchflower is
involved in several projects concerning the exchange
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of fingerprint information between Interpol member
countries, increasing the use of INTERPOL AFIS services
and developing the new Facial identification service., as
well as over 60 other academic publications.

Presentation Synopsis
This presentation will look at how INTERPOL is making
biometric information available on foreign fighters to
member countries. We will see actual success from sharing
between member countries and using INTERPOL central
databases in the area of fingerprints, ballistics and DNA.
Its conclusion will be a call for member countries to make
greater use of the services INTERPOL offers in forensics to
make the world a safer place.

Speaker Profiles
Thursday, 15 October 2015
Mountbatten • Time: 13:55

Session: Law enforcement, forensic and military

Forensic hand image comparison as an aid for paedophile investigations
– An overview
Sue Black, Director of the Centre for Anatomy and Human Identification and Professor of Anatomy and
Forensic Anthropology, University of Dundee, Scotland

Presentation Synopsis
Evidence of child sexual abuse may be represented
by still images or videos of the crime. It is probably
one of the only crimes where the perpetrator films
themselves committing the act. There are certain parts

of the anatomy of both the perpetrator and the victim
that repeatedly appear in such evidence. This paper will
examine the multifactorial identification factors that can be
extracted from images of the back of the hand for forensic
identification purposes.

Thursday, 15 October 2015
Mountbatten • Time: 14:15
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Update from the FBI
James A Loudermilk, Senior Level Technologist, Science & Technology Branch, FBI, USA

Presentation Synopsis
This presentation will cover:
•

Next Generation Identification transition to full
operations, providing greatly improved ten-print TAR,
while retaining low FRR; 3x improvement in latent
fingerprint search performance; a national palm print
system; ‘mug shot’ face search for lead generation;
mobile two-finger instant checks against a repository
of special concern; and a national ‘Rap Back’ system.

•

Progress specifying and piloting a video analytics so
system.

•

Progress making Rapid DNA capture and analysis at the
point of enrolment a reality.

•

Completion of the Biometric Technology Center, and
its ongoing research program.

Thursday, 15 October 2015
Mountbatten • Time: 14:35
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The Biometrics Revolution – Its foundation in the physical world
Detectives David Knowles & Gavin Burton, Metropolitan Police Service, UK
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Session Chair
Kevin Bowyer, Schubmehl-Prein
Professor and Chair of the Department
of Computer Science and Engineering
University of Notre Dame, USA

The multiple biometrics behind a SuperIdentity

Time: 13:35

Sarah Stevenage, Senior Lecturer in Psychology, University of Southampton, UK

Biography

Presentation Synopsis

Sarah Stevenage is a Professor of Cognitive Psychology
at the University of Southampton. Having studied face
perception at Exeter University, her work now explores a
range of biometric cues for the purpose of identification
in forensic contexts. In particular, her approach takes
account of the human ability to recognise individuals from
their various biometric cues. In addition, she explores the
potential for improvements through training and expertise,
and the potential for mistakes through bias. Through
leadership of the SuperIdentity Project, she has advised on
the value of data fusion for identification, and the ethical
implications arising from data re-identification

The use of biometric measures for identification and
authentication now has a considerable history. However,
in the context of the Parliamentary Select Committee
report (February 2015), several challenges face those with
an interest in this area, including the use of biometrics for
mobile technologies; the use of behavioural biometrics
as well as static measures; and the fusion of multiple
biometrics. Drawing on the approach taken with the
SuperIdentity Project, the present talk explores biometric
fusion, and reflects on both the power, and the pitfalls, that
come with this approach. In particular, I will explore the
capacity, limits, and cognitive biases of human operators
when faced with multiple inputs, and will offer suggestions
to address data fusion in real world contexts.

Thursday, 15 October 2015
Windsor • Time: 13:55
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Multi-touch biometrics
Nasir Memon, Professor and Department. Head, Computer Science Department, Polytechnic School of
Engineering, New York University, USA

Biography
Nasir Memon is a professor in the Department of
Computer Science and Engineering at NYU Polytechnic
School of Engineering.
Professor Memon earned a BE in Chemical Engineering
and a MS in Mathematics from BITS Pilani, India. He
received a MS and PhD in Computer Science from the
University of Nebraska.
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His research interests include digital forensics, biometrics,
data compression, network security and security and
human behavior.
He has published over 250 articles in journals and
conference proceedings and holds a dozen patents in
image compression and security.
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Hugo Pedro Proença, Associate Professor, University of Beira Interior, Covilhã, Portugal

Biography
Hugo Proença received his BSc degree from the University
of Beira Interior, Portugal, in 2001, an MSc degree
from the Faculty of Engineering, University of Oporto,
in 2004, and a PhD degree from the University of Beira
Interior, in 2007. His research interests are focused in the
artificial intelligence, pattern recognition and biometrics.
Currently, he is an Associate Professor in the Department
of Computer Science, University of Beira Interior. He is
the area editor (ocular biometrics) of the IEEE Biometrics
Compendium Journal and member of the Editorial Board of
the International Journal of Biometrics. He has also served
as Guest Editor of special issues of Pattern Recognition
Letters, Image and Vision Computing and Signal, Image
and Video Processing journals.

Presentation Synopsis

biometric recognition systems, i.e., automata that are able
to recognize humans from large distances, outdoors and
without requiring subjects’ cooperation. This ambition
dates back to George Orwell’s ‘Nineteen Eighty-Four’
book and evidently broadens the applicability of biometric
recognition systems to forensics/criminal seek domains.
Using the eyes as the main information source to
perform recognition has been advocated as an attractive
possibility, essentially because – when compared to the
face – this region has a smaller sensitivity to changes due
to facial expressions and a minor probability of being
occluded. In this presentation we discuss the feasibility
of non-cooperative ocular recognition systems. Also, a
comprehensive overview of the main phases behind the
development of such type of systems will be provided,
from the data acquisition up to the decision/recognition
modules.

Recent attacks in crowded environments have been
increasing the demands in obtaining fully non-cooperative

Thursday, 15 October 2015
Windsor • Time: 14:10
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Enhanced security and privacy protection in mobility scenarios. A case
study on face verification
Esteban Vazquez-Fernandez, Biometrics Team Leader, Gradiant, Spain

Biography
Esteban Vazquez-Fernandez is the Biometrics Team Leader
at GRADIANT (Galician Research and Development Center
in Advanced Telecommunications). He received his BS
degree in Telecommunication Engineering and his MSc
degree in Signal Processing from University of Vigo. His
PhD is focused on robust computer vision techniques in
uncontrolled environments.
His main research interests are image processing,
computer vision and biometrics, including face
recognition in mobile scenarios and anti-spoofing
techniques. He has participated in many research projects,
and his research work has been spread in international
journals and conferences. He is leading the product
development of the biometrics team at GRADIANT.

Presentation Synopsis
One of the main concerns that arise when using biometrics
for accessing a service from a mobile device is the lack

of control on the captured biometric information. The
main issues are: Is this information secured in transit and
storage? Can the biometric template be used to track
the users across services? If the biometric template is
stolen, can it be used to get access to other services?
These problems highlight the need for the development of
methods that guarantee that biometric templates cannot be
stolen nor used for any malicious purpose.
Gradiant’s face verification mobile solution protects
biometric templates using a scheme, based on a fuzzycommitment cryptosystem. The main advantages of this
approach are that: (i) face images do not need to be stored
in the system databases; (ii) face images can never be
recovered from the stored protected biometric templates;
(iii) the scheme can produce more than one protected
biometric template from the same original biometric
data. Furthermore, the protected templates can be easily
integrated in secure key management systems. In this talk
we will present the details of the protection scheme and
provide measurements of its performance in real scenarios.
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The face recognition envelope: Delivering performance to new territories
Patrick Grother, Biometric Standards and Testing Lead, National Institute of Standards and Technology
(NIST), Department of Commerce, USA

Presentation Synopsis
With the vastly expanded availability of cameras and
images, face recognition is seeing expanded use in
traditional areas, and novel application in many new areas.
New advances in face processing technology support

CLOSING PLENARY WRAP UP!

z

these applications, even as face recognition accuracy is
only guaranteed in an operational envelope. The talk will
review the wealth of new applications, the performance
imperatives, and mechanisms to know they can be met.

Thursday, 15 October 2015
Mountbatten • Time: 15:10

Selected conference moderators will provide a quick summary of the key outcomes from their
respective sessions, complemented by two hashtags and one tweet!

Speakers
•

Research & Innovation – Kevin Bowyer, Schubmehl-Prein Professor and Chair of the Department of Computer Science
and Engineering University of Notre Dame, USA

•

Borders and Travel – Arron Baker, Chairman and Director, Biometrics Institute, New Zealand

•

Vulnerabilities – Ted Dunstone, Head, Biometric Vulnerability Assessment Expert Group (BVAEG), Biometrics Institute,
Australia
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Independent, Impartial, International

The Biometrics Institute
Promoting the responsible use of biometrics
Our mission is to promote the responsible use of biometrics as an independent
and impartial international forum for biometric users and other interested parties.
In an industry with ever-changing technologies and standards, our role is pivotal
in providing organisations with the right information and a network of people
to assist with building your business and sharing best-practice.

Come and join us on this journey as a member!
The Biometrics Institute is at the forefront in working with government, industry
and regulators to promote the responsible use of biometrics.
Our members and board directors include representatives from:
Department of Homeland Security, USA, FBI, UK Home Office, Immigration New Zealand,
Australian Attorney-General’s, Federal Office for Information Security BSI, Germany, Prime Minister’s Office Israel,
International Airlines Group, Royal Bank of Scotland, Wells Fargo.
For further information, please contact Michelle Whitfield at the Biometrics Institute.

Biometrics Institute Limited
Australia: Ph: +61 2 9431 8688 | UK: Ph: +44 7952 712 310 | michelle@biometricsinstitute.org

www.biometricsinstitute.org
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Premier face recognition
technology for eGate integration
1

cameras detect person’s face and
acquire facial images

2

mobile unit moves into optimal
vertical position

3

monitor shows live image of person
kljk

4

active lighting for optimized image
capture

5

screen displays user instructions
kljdfadsjfadk

6

Cognitec’s software performs instant
verification

7

eGate opens or traveler receives
further instructions

4
1

5
2

3

FaceVACS-Entry combines smart
hardware for image acquisition with
market-leading software for verification
processes, and is ready for integration
into electronic gates (eGates) at border
control checkpoints.

Bring your passport and see it in action at stand F150!

Cognitec develops market-leading face recognition
technology and applications for facial image database
search, real-time video screening and analytics,
border control, and biometric photo capturing.

www.cognitec.com

